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18.6.12.6 (U) Standards for Use and Approval Requirements Retrieval of 

Discarded or Abandoned Property, Administrative Searches of 
Lost or Misplaced Property and Inventory Searches Generally 
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18.6.13 (U) Investigative Method: Undercover Operations 
18.6.13.1 (U) Summary 



(U//FOUO) Undercover operations must be conducted in conformity with The Attorney 
General’s Guidelines on Federal Bureau of Investigation Undercover Operations (AGG- 
UCO) in investigations relating to activities in violation of federal criminal law that do not 
concern threats to the national security or foreign intelligence. In investigations that concern 
threats to the national security or foreign intelligence, undercover operations involving 
religious or political organizations must be reviewed and approved by FBI Headquarters, with 
participation by the NSD in the review process. (AGG-Dom, Pail V.A.7) Other undercover 
operations involving threats to the national security or foreign intelligence are reviewed and 
approved pursuant to FBI policy as described herein. 

UJ//FOUO ) Annlication] I__ 


18.6.13.2 (U) Legal Authority 

A) (U) AGG-Dom, Part V.A.7 

B) (U) AGG-UCO 

18.6.13.3 (U) Definition of Investigative Method 

A) (U//FQgQ) Undercover Activity: _ 


b6 

b7C 


b7E 


b7E 


b7E 


b) (u//gego) 


C) (U//FOPO) Undercover Overation:\ 
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18.6.13.3.1 (U) Distinction Between Sensitive Circumstance and Sensitive 

Investigative Matter 


(U/ /FOU 0- ) 



The detailed policy for undercover operations is described in this section of 
the DIOG, the USOPG , the NSU£Q££l ^ and the FBIHQ operational division PGs. 

18.6.13.4 (U/ /FOUO) Standards for Use and Approval Requirements for 
Investigative Method 


18.6.13.4.1 (U) Standards for Use of Investigative Method 

(U// FOUO) An official considering approval or authorization of a proposed undercover 
application must weigh the risks and benefits of the operation, giving careful consideration to 
the following: 

A) (U// FQUO ) The risks of personal injury to individuals, property damage, financial loss to 
persons or business, damage to reputation, or other harm to persons; 

B) (U//FOUO) The risk of civil liability or other loss to the government; 

C) (U/ /FOUO ) The risk of invasion of privacy or interference with privileged or confidential 
relationships and any potential constitutional concerns or other legal concerns; 

D) (U//FOUO) The risk that individuals engaged in undercover operations may become involved 
in illegal conduct; and 

E) (U//FOUO) The suitability of government participation in the type of activity that is expected 
to occur during the operation. See AGG-UCO, Part IV. A. 


b7E 


b7E 
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E) (U)l ~ 


f; 

(Ul 1 



G) (U) 

(U)|_ 





(U//FOUQ)[ I 


18.6.13.6 (U) Duration of Approval 

(U//FOU0) | 


18.6.13.7 (U) Additional Guidance 



18.6.13.8 (U) Compliance and Monitoring, and Reporting Requirements 


(U//FOUQ) All UCOs must provide an 

jsing the 

to appropriate 
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18.7 (U) Authorized Investigative Methods in Full Investigations 


(U) See AGG-Dom, Part V.A.l 1-13. 

(U) In Full Investigations, to include Enterprise Investigations, the authorized investigative 
methods include: 

A) (U) The investigative methods authorized for Assessments. 

1) (U) Public information. (See Section 18.5.1) 

2) (U) Records or information - FBI and DOJ. (See Section 18.5.2) 

3) (U) Records or information - Other federal, state, local, tribal, or foreign government 
agency. (See Section 18.5.3) 

4) (U) On-line services and resources. (See Section 18.5,4) 

5) (U) CHS use and recruitment. (See Section 18.5.5) 

6) (U) Interview or request information from the public or private entities. (See Section 

18.5.6) 

7) (U) Information voluntarily provided by governmental or private entities. (See Section 

18.5.7) 

8) (U) Physical Surveillance (not requiring a court order). (See Section 18.5.8) 

B) (U) The investigative methods authorized for Preliminary Investigations. 

1) (U) Consensual monitoring of communications, including electronic communications. (See 
Section 18.6.1) 

2) (U) Intercepting the communications of a computer trespasser. (See Section 18.6.2) 

3) (U) Closed-circuit television/video surveillance, direction finders, and other monitoring 
devices. (See Section 18.6.3) 

4) (U) Administrative subpoenas. (See Section .18.6,4) 

5) (U) Grand jury subpoenas. (See Section 18.6.5) 

6) (U) National Security Letters. (See Section 18.6.6) 

7) (U) FISA Order for business records. (See Section 18.6.7) 

8) (U) Stored wire and electronic communications and transactional records. (See Section 

1S.6.8') 48 

9) (U) Pen registers and trap/trace devices. (See Section 18.6,9) 

10) (U) Mail covers. (See Section 18.6.10) 

11) (U) Polygraph examinations. (See Section 18.6., 11} 

12) (U) Trash Covers (Searches that do not require a warrant or court order). (See Section 


13) (U) Undercover operations. (See Section 18.6.13) 


48 (U/ /F0U0 ) The use of Search Warrants to obtain this information in Preliminary Investigations is 
prohibited. (See DIOG Section 18.6.8.4.2.3) 
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C) (U) Searches - with a warrant or court order (reasonable expectation of privacy). (See Section 
18.7.1 below) 

D) (U) Electronic surveillance - Title III. (See Section 18.7.2 below) 

E) (U) Electronic surveillance - FISA and FISA Title VII (acquisition of foreign intelligence 
information). (See Section 18.7.3 below) 

(U//F OUQ ) Not all investigative methods are authorized while collecting foreign intelligence as 
part of a Full Investigation. See DIOG Section 9 for more information. 
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18.7.1 (U) Investigative Method: Searches - With a Warrant or Court 

Order (reasonable expectation of privacy) 

(U) See AGG-Dom, Part V.A.12 and the Attorney General’s Guidelines On Methods Of 
Obtaining Documentary Materials Held By Third Parties, Pursuant to Title II, Privacy Protection 
Act of 1980 (Pub. L. 96-440, Sec. 201 et seq.; 42 U.S.C. § 2000aa-ll, et seq.). 

18.7.1.1 (U) Summary 

(U) The Fourth Amendment to the United States Constitution governs all searches and 
seizures by government agents. The Fourth Amendment contains two clauses. The first 
establishes the prohibition against unreasonable searches and seizures. The second provides 
that no warrant (authorizing a search or seizure) will be issued unless based on probable 
cause. Although an unlawful search may not preclude a prosecution, it can have serious 
consequences for the government. These include adverse publicity, civil liability against the 
employee or the government and the suppression of evidence from the illegal seizure. 



(U) A search is a government invasion of a person’s privacy. To qualify as reasonable 
expectation of privacy, the individual must have an actual subjective expectation of privacy 
and society must be prepared to recognize that expectation as objectively reasonable. See 
Katz v. United States . 389 U.S. at 361. The ability to conduct a physical search in an area or 
situation where an individual has a reasonable expectation of privacy requires a warrant or 
order issued by a court of competent jurisdiction or an exception to the requirement for such a 
warrant or order. The warrant or order must be based on probable cause. The United States 
Supreme Court defines probable cause to search as a “fair probability that contraband or 
evidence of a crime will be found in a particular place.” Illinois v. Gates . 462 U.S. 213, 238 
(1983). A government agent may conduct a search without a warrant based on an individual’s 
voluntary consent. A search based on exigent circumstances may also be conducted without a 
warrant, but the requirement for probable cause remains. 

(U//F 0U Q) There are special rules that must be followed prior to obtaining a search warrant 
that might intrude upon professional, confidential relationships. 

18.7.1.2 (U) Legal Authority 

(U) Searches conducted by the FBI must be in conformity with FRCP Rule 41; FISA, 50 
U.S.C. §§ 1821-1829; or E.O. 12333 § 2.5. 


b7E 
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18.7.1.3 (U) Definition of Investigative Method 

(U) Physical Search defined : A physical search constitutes any physical intrusion within the 
United States into premises or property (including examination of the interior of property by 
technical means) that is intended to result in the seizure, reproduction, inspection, or alteration 
of information, material, or property, under circumstances in which a person has a reasonable 
expectation of privacy. 

(U) A physical search requiring a warrant does not include: (i) electronic surveillance as 
defined in FISA or Title III; or (ii) the acquisition by the United States Government of foreign 
intelligence information from international foreign communications, or foreign intelligence 
activities conducted according to otherwise applicable federal law involving a foreign 
electronic communications system, using a means other than electronic surveillance as 
defined in FISA. 

18.7.1.3.1 (U) Requirement for Reasonableness 

(U) By the terms of the Fo urth Amendment, a search must be reasonable at its inception and 
reasonable in its execution! 


18.7.1.3.2 (U) Reasonable Expectation of Privacy 

(U) The right of privacy is a personal right, not a property concept. It safeguards whatever an 
individual reasonably expects to be private. The protection normally includes persons, 
residences, vehicles, other personal property, private conversations, private papers and 
records. The Supreme Court has determined that there is no reasonable expectation of privacy 
in certain areas or information. As a result, government intrusions into those areas do not 
constitute a search and, thus, do not have to meet the requirements of the Fourth Amendment. 
These areas include: (i) open fields; (ii) prison cells; (iii) public access areas; and (iv) vehicle 
identification numbers. The Supreme Court has also determined that certain governmental 
practices do not involve an intrusion into a reasonable expectation of privacy and, therefore, 
do not amount to a search. These practices include: (i) aerial surveillance conducted from 
navigable airspace; (ii) field test of suspected controlled substance; and (iii) odor detection. A 
reasonable expectation of privacy may be terminated by an individual taking steps to 
voluntarily relinquish the expectation of privacy, such as abandoning property or setting trash 
at the edge of the curtilage or beyond for collection. 

18.7.1.3.3 (U) Issuance of Search Warrant 

(U) Under FRCP Rule 41, upon the request of a federal law enforcement officer or an attorney 
for the government, a search warrant may be issued by: 

A) (U) a federal magistrate judge, or if none is reasonably available, a judge of a state court of 
record within the federal district, for a search of property or for a person within the district; 

B) (U) a federal magistrate judge for a search of property or for a person either within or outside 
the district if the property or person is within the district when the warrant is sought but might 
move outside the district before the warrant is executed; 


b7E 
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C) (U) a federal magistrate judge in any district in which activities related to the terrorism may 
have occurred, for a search of property or for a person within or outside the district, in an 
investigation of domestic terrorism or international terrorism (as defined in 18 U.S.C. § 2331); 
and 

D) (U) a magistrate with authority in the district to issue a warrant to install a tracking device. 

The warrant may authorize use of the device to track the movement of a person or property 
located within the district, outside, or both. 

(U) Physical searches related to a national security purpose may be authorized by the FISC. 
(50 U.S.C. §§ 1821-1829) 

18.7.1.3.4 (U) Property or Persons That May be Seized with a Warrant 

(U) A warrant may be issued to search for and seize any: (i) property that constitutes evidence 
of the commission of a criminal offense; (ii) contraband, the fruits of crime, or things 
otherwise criminally possessed; or (iii) property designed or intended for use or that is or has 
been used as the means of committing a criminal offense. In addition to a conventional search 
conducted following issuance of a warrant, examples of search warrants include: 

18.7.1.3.4.1 (U) Anticipatory Warrants 

(U) As the name suggests, an anticipatory warrant differs from other search warrants in 
that it is not supported by probable cause to believe that contraband exists at the premises 
to be searched at the time the warrant is issued. Instead, an anticipatory search warrant is 
validly issued where there is probable cause to believe that a crime has been or is being 
committed, and that evidence of such crime will be found at the described location at the 
time of the search, but only after certain specified events transpire. These conditions 
precedent to the execution of an anticipatory warrant, sometimes referred to as 
"triggering events," are integral to its validity. Because probable cause for an anticipatory 
warrant is contingent on the occurrence of certain expected or "triggering" events, 
typically the future delivery, sale, or purchase of contraband, the judge making the 
probable cause determination must take into account the likelihood that the triggering 
event will occur on schedule and as predicted. Should these triggering events fail to 
materialize, the anticipatory warrant is void. 

18.7.1.3.4.2 (U) Sneak and Peek Search Warrants 

(U) A sneak and peek search warrant allows law enforcement agents to surreptitiously 
enter a location such as a building, an apartment, garage, storage shed , etc., for the 
purpose of looking for and documenting evidence of criminal activitvl I 


18.7.1.3.4.3 (U)MailOpenings 

(U) Mail in United States postal channels may be searched only pursuant to court order, 
or presidential authorization. United States Postal Service regulations governing such 
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activities must be followed. A search of items that are being handled by individual 
couriers, or commercial courier companies, under circumstances in which there is a 
reasonable expectation of privacy, or have been sealed for deposit into postal channels, 
and that are discovered within properties or premises being searched, must be carried out 
according to unconsented FISA or FRCP Rule 41 physical search procedures. 

18.7.1.3.4.4 (U) Compelled Disclosure of the Contents of Stored Wire 
or Electronic Communications 

(U) Contents in “electronic storage” (e.g., unopened e-mail/voice mail) require a search 
warrant. See 18 U.S.C. § 2703(a). A distinction is made between the contents of 
communications that are in electronic storage (e.g., unopened e-mail) for less than 180 
days and those in "electronic storage" for longer than 180 days, or those that are no 
longer in "electronic storage" (e.g., opened e-mail). In enacting the ECPA, Congress 
concluded that customers may not retain a "reasonable expectation of privacy" in 
information sent to network providers. However, the contents of an e-mail message that 
is unopened should nonetheless be protected by Fourth Amendment standards, similar to 
the contents of a regularly mailed letter. On the other hand, if the contents of an unopened 
message are kept beyond six months or stored on behalf of the customer after the e-mail 
has been received or opened, it should be treated the same as a business record in the 
hands of a third party, such as an accountant or attorney. In that case, the government 
may subpoena the records from the third party without running afoul of either the Fourth 
or Fifth Amendment. If a search warrant is used, it may be served on the provider without 
notice to the customer or subscriber. 

18.7.1.3.4.4.1 (U) Search Warrant 

(U//F OU Q.) Investigators can obtain the full contents of a network account with a search 
warrant. ECPA does not require the government to notify the customer or subscriber 
when it obtains information from a provider using a search warrant. Warrants issued 
under 18 U.S.C. § 2703 must either comply with FRCP Rule 41 or be an equivalent state 
warrant. Warrants issued pursuant to 18 U.S.C. § 2703 do not require personal service on 
the customer; the warrants are only be served on the electronic communication service or 
a remote computing service. FRCP Rule 41 requires a copy of the warrant be left with the 
provider, and a return and inventory be made. Federal courts have nationwide jurisdiction 
to issue these search warrants (see below). 

(U) With a search warrant issued based on probable cause pursuant to FRCP Rule 41 or 
an equivalent state warrant, the government may obtain: 

A) (U) The contents of a wire or electronic co mmuni cation that has been in electronic storage in 
an electronic communications system for one hundred and eighty days or less, and 

B) (U) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order with notice. 

(U) In other words, every record and all of the stored contents of an account—including 
opened and unopened e-mail/voice mail— can be obtained with a search warrant based 
on probable cause pursuant to FRCP Rule 41. Moreover, because the warrant is issued by 
a neutral magistrate based on a finding of probable cause, obtaining a search warrant 
effectively insulates the process from challenge under the Fourth Amendment. 
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18.7.1.3.4.4.2 (U) Nationwide Scope 

(U) Search warrants under 18 U.S.C. § 2703(a) may be issued by a federal "court with 
jurisdiction over tire offense under investigation," and may be executed outside the 
district of the issuing court for material responsive to the warrant. State courts may also 
issue warrants under 18 U.S.C. § 2703(a), but the statute does not give these warrants 
effect outside the issuing court’s territorial jurisdiction. As with any other FRCP Rule 41 
warrant, investigators must draft an affidavit and a proposed warrant that complies with 
FRCP Rule 41." 

18.7.1.3.4.4.3 (U) Service of Process 

(U) 18 U.S.C. § 2703(a) search warrants are obtained just like any other FRCP Rule 41 
search warrant but are typically served on the provider and compel the provider to find 
and produce the information described in the warrant. ECPA expressly states that the 
presence of an officer is not required for service or execution of a search warrant issued 
pursuant to 18 U.S.C. § 2703(a). 

18.7.1.3.4.4.4 (U) Court Order with Prior Notice to the Subscriber or Customer 

(U//FOUOFInvestigators can obtain everything in a network account except for 
unopened e-mail or voice-mail stored with a provider for 180 days or less using a 18 
U.S.C. § 2703(d) court order with prior notice to the subscriber unless they have obtained 
authority for delayed notice pursuant to 18 U.S.C. § 2705. ECPA distinguishes between 
the contents of communications that are in "electronic storage" (e.g., unopened e-mail) 
for less than 180 days, and those that have been in "electronic storage" for longer or that 
are no longer in "electronic storage" (e.g., opened e-mail). 

(U) FBI employees who obtain a court order under 18 U.S.C. § 2703(d), and either give 
prior notice to the subscriber or comply with the delayed notice provisions of 18 U.S.C. § 
2705(a), may obtain: 

A) (U) “The contents of a wire or electronic communication that has been in electronic storage in 
an electronic communications system for more than one hundred and eighty days.” 18 U.S.C. 

§ 2703(a). 

B) (U) "The contents of any wire or electronic communication" held by a provider of remote 
computing service "on behalf of... a subscriber or customer of such remote computing 
service," 18 U.S.C. §§ 2703(b)(l)(B)(ii), 2703 (b)(2); and 

C) (U) Everything that can be obtained using a 18 U.S.C. § 2703(d) court order without notice. 
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18.7.1.3.4.4.5 (U) Legal Standard 

(U) To order delayed notice, the court must find that "there is reason to believe that 
notification of the existence of the court order may... endanger the life or physical safety 
of an individual; [lead to] flight from prosecution; [lead to] destruction of or tampering 
with evidence; [lead to] intimidation of potential witnesses; or . . . otherwise seriously 
jeopardiz[e] an investigation or unduly delay[ ] a trial." 18 U.S.C. §§ 2705(a)(1)(A) and 
2705(a)(2). The applicant must satisfy this standard anew each time an extension of the 
delayed notice is sought. 

18.7.1.3.4.4.6 (U) Nationwide Scope 

(U) Federal court orders under 18 U.S.C. § 2703(d) have effect outside the district of the 
issuing court. Orders issued pursuant to 18 U.S.C. § 2703(d) may compel providers to 
disclose information even if the information is stored outside the district of the issuing 
court. See 18 U.S.C. § 2703(d) ("any court that is a court of competent jurisdiction" may 
issue a 18 U.S.C. § 2703[d] order); 18 U.S.C. § 2711(3) (court of competent jurisdiction 
includes any federal court having jurisdiction over the offense being investigated without 
geographic limitation). 

(U) 18 U.S.C. § 2703(d) orders may also be issued by state courts. See 18 U.S.C. §§ 

2711(3), 3127(2)(B). Such orders issued by state courts, however, do not have effect 
outside the jurisdiction of the issuing state. See 18 U.S.C. §§ 2711(3). 

18.7.1.3.4.4.7 (U) Court Order without Prior Nona-: to the Subscriber or 
Customer 

(U) A court order under 18 U.S.C. § 2703(d) may compel disclosure of: 

A) (U) All "record(s) or other information pertaining to a subscriber to or customer of 
such service (not including the contents of communications [held by providers of 
electronic communications service and remote computing service])," and 

B) (U) Basic subscriber information that can be obtained using a subpoena without 
notice. 18 U.S.C. § 2703(c)(1). 

18.7.1.4 (U) Approval Requirements for Investigative Method 

A) (U// FOUO) Search warrants issued, under authority, of FRCP Rule 41_ : A warrant 
to search is issued by a federal magistrate (or a state court judge if a federal 
magistrate is not reasonably available). Coordination with the USAO or DOJ is 
required to obtain the warrant. 

B) (U// FOUO ) FISA : In national security investigations, field office requests for FISA 

authorized physical searches must be submitted to FBIHQ using the FBI FISA _ 

Request Form. Field office requests for FISA approval are tracked througl 

This form should be completed by the case agent. 

C) (U/ /FOUO ) Sensitive Investigative Mattery (S/M) : Notice to the appropriate FBIHQ 
operational Unit Chief and Section Chief is required if the matter under investigation 
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is a sensitive investigative matter. Notice to DOJ is also required, as described in 
DIOG Section 10. 

D) (U//FOUaj ~ 


(U) 28 C.F.R. § 50.10(b)(l)(ii) provides guidance on categories of individuals and entities not 
by, and therefore not entitled to the protections of the DOJ policy set out above. 

18.7.1.5 (U) Duration of Approval 

(U) The duration for the execution of a warrant is established by the court order or warrant. 

18.7.1.6 (U) Specific Procedures 

18.7.1.6.1 (U) Obtaining a Warrant under FRCP Rule 41 

18.7.1.6.1.1 (U) Probable Cause 

(U/ /FOUO) After receiving an affidavit or other information, a magistrate judge or a 
judge of a state court of record must issue the warrant if there is probable cause to search 
for and seize a person or property under FRCP Rule 41(c). Probable cause exists where 
“the facts and circumstances within the FBI employee’s knowledge, and of which they 
had reasonably trustworthy information are sufficient in themselves to warrant a person 
of reasonable caution in the belief that.a crime has been or is being committed, and 
that sizable property can be found at the place or on the person to be searched. Probable 
cause is a reasonable belief grounded on facts. In judging whether a reasonable belief 
exists, the test is whether such a belief would be engendered in a prudent person with the 
officer’s training and experience. To establish probable cause, the affiant must 
demonstrate a basis for knowledge and belief that the facts are true and that there is 
probable cause to believe the items listed in the affidavit will be found at the place to be 
searched. 

18.7.1.6.1.2 (U) Requesting a Warrant in the Presence of a Judge 

A) (U) Warrant on an Affidavit : When a federal law enforcement officer or an attorney for the 
government presents an affidavit in support of a warrant, the judge may require the affiant to 
appear personally and may examine under oath the affiant and any witness the affiant 
produces. 

B) (U) Warranton Sworn Testimony : The judge may wholly or partially dispense with a written 
affidavit and base a warrant on sworn testimony if doing so is reasonable under the 
circumstances. 

C) (U) Recording Testimony : Testimony taken in support of a warrant must be recorded by a 
court reporter or by a suitable recording device, and the judge must file the transcript or 
recording with the clerk, along with any affidavit. 
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18.7.1.6.1.3 (U) Requesting a Warrant by Telephonic or Other Means 


A) (U) In General : A magistrate judge may issue a warrant based on information 

communicated by telephone or other appropriate means, including facsimile transmission. 

B) (U) Recording Testimony : Upon learning that an applicant is requesting a warrant, a 
magistrate judge must: (i) place under oath the applicant and any person on whose testimony 
the application is based; and (ii) make a verbatim record of the conversation with a suitable 
recording device, if available, or by a court reporter, or in writing. 

C) (U) Certifying Testimony : The magistrate judge must have any recording or court reporter's 
notes transcribed, certify the transcription's accuracy, and file a copy of the record and the 
transcription with the clerk. Any written verbatim record must be signed by the magistrate 
judge and filed with the clerk. 

D) (U) Suppression Limited : Absent a finding of bad faith, evidence obtained from a warrant 
issued under FRCP Rule 41(d)(3)(A) is not subject to suppression on the ground that issuing 
the warrant in that manner was unreasonable under the circumstances. 

18.7.1.6.1.4 (U) Issuing the Warrant 

(U) In general, the magistrate judge or a judge of a state court of record must issue the 
warrant to an officer authorized to execute it. The warrant must identify the person or 
property to be searched, identify any person or property to be seized, and designate the 
magistrate judge to whom it must be returned. The warrant must command the officer to: 
(i) execute the warrant within a specified time no longer than 14 days; (ii) execute the 
warrant during the daytime, unless the judge for good cause expressly authorizes 
execution at another time; and (iii) return the warrant to the magistrate judge designated 
in the warrant. 

18.7.1.6.1.5 (U) Warrant by Telephonic or Other Means 

(U) If a magistrate judge decides to proceed under FRCP Rule 41(d)(3)(A), the following 
additional procedures apply: 

A) (U) Preparing a Proposed Duplicate Original Warrant : The applicant must prepare a 
"proposed duplicate original warrant" and must read or otherwise transmit the contents of that 
document verbatim to the magistrate judge. 

B) (U) Preparing an Original Warrant : The magistrate judge must enter the contents of the 
proposed duplicate original warrant into an original warrant. 

C) (U) Modifications : The magistrate judge may direct the applicant to modify the proposed 
duplicate original warrant. In that case, the judge must also modify the original warrant. 

D) (U) Signing the Original Warrant and the Duplicate Original Warrant : Upon determining to 
issue the warrant, the magistrate judge must immediately sign the original warrant, enter on its 
face the exact time it is issued, and direct the applicant to sign the judge's name on the 
duplicate original warrant. 

18.7.1.6.1.6 (U) Written Operation Orders for Search Operations 

(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is 
conducted for the successful execution of a high risk search operation involving a 
potentially dangerous situation or subject. The plan must be adapted to each situation and 
must include relevant details to enhance the safety and effectiveness of the agents and 
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officers involved in the search operation. The planning and execution of arrests, raids, 
and searches should be assigned to experienced Agents. All plans must be approved by 
ASACs or their designees. 

(U) Prior to conducting a search operation deemed a high risk , the agent must prepare a 
written operation order (OPORDER) to include the five critical categories: Situation, 
Mission, Execution, Administration and Equipment, and Control and Communication 
(SMEAC), and must utilize the Law Enforcement Operations Order (OPORDER). FD- 
888 . hr situations where an FBI SWAT Team(s) or the Critical Incident Response 


Group’s (CIRG), Tactical Section is involved, the Operations Order Template must be 


used in lieu of the FD-888. See the 


and 

'or more on the use of the SWAT 


Teams and CIRG, Tactical Section in high risk operations. 


(U) The written OPORDER must be presented in an oral briefing to all personnel 
involved in the execution of the search warrant prior to the operation. During the briefing, 
the briefing agent should stress to the participants of the operation that the search has the 
potential to become dangerous. At the discretion of the field office approving official, the 
CDC/ADC may review the OPORDER (FD-888) and/or participate in providing the FBI 
deadly force briefing to the search operation participants. 

(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate 
action) may necessitate an oral briefing in lieu of the written OPORDER. The ASAC or 
designee must approve the use of an oral briefing in lieu of a written and approved 
OPORDER in exigent circumstances. An oral briefing must follow the requirements of a 
written OPORDER to address the SMEAC categories identified above. Documentation of 
the oral briefing must occur as soon as possible following the operation by preparing and 
filing the FD-888 or the Operations Order Template, whichever is appropriate for the 
situation. 

(U) The agent may consider utilizing, and/or alerting local authorities to the planned 
search, if appropriate under the circumstances. Although the time of notification is left to 
the discretion of the agent, he/she must consider the jurisdiction of local law 
enforcement, its responsibility to its community and its need to be aware of law 
enforcement actions in its jurisdiction. 

18.7.1.6.1.7 (U) Executing and Returning the Warrant 

A) (U) Noting the_ Time r ; The officer executing the warrant must enter on its face the exact date 
and time it is executed. 

B) (U) Inventory : An officer present during the execution of the warrant must prepare and verify 
an inventory of any property seized. The officer must do so in the presence of another officer 
and the person from whom, or from whose premises, the property was taken. If either one is 
not present, the officer must prepare and verify the inventory in the presence of at least one 
other credible person. 

C) (U) Receipt : The officer executing the warrant must: (i) give a copy of the warrant and a 
receipt for the property taken to the person from whom, or from whose premises, the property 
was taken; or (ii) leave a copy of the warrant and receipt at the place where the officer took the 
property. 
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D) (U) Return : The officer executing the warrant must promptly return it — together with a copy 
of the inventory — to the magistrate judge designated on the warrant. The judge must, on 
request, give a copy of the inventory to the person from whom, or from whose premises, the 
property was taken and to the applicant for the warrant. 

18.7.1.6.1.8 { U) Forwarding Papers to the Clerk 

(U) The magistrate judge to whom the warrant is returned must attach to the warrant a 
copy of the return, the inventory, and all other related papers and must deliver them to the 
clerk in the district where the property was seized. (FRCP Rule 41) 

18.7.1.6.1.9 (U) Warrant for a Tracking Device 

A) (U) Noting the Time : The officer executing a tracking device warrant must enter on it the 
exact date and time the device was installed and the period during which it was used. 

B) (U) Return : Within 10 calendar - days after the use of the tracking device has ended, the officer 
executing the warrant must return it to the judge designated in the warrant. 

C) (U) Service : Within 10 calendar - days after use of the tracking device has ended, the officer 
executing the warrant must serve a copy of the warrant on the person who was tracked. 

Service may be accomplished by delivering a copy to the person who, or whose property was 
tracked; or by leaving a copy at the person’s residence or usual place of abode with an 
individual of suitable age and discretion who resides at that location and by mailing a copy to 
the person’s last known address. Upon request of the government, the judge may delay notice 
as provided in FRCP Rule 41(f)(3). 

18.7.1.6.1.10 (U) Delayed Notice 

(U) Upon the government’s request, a magistrate judge—or if authorized by FRCP Rule 
41(b), a judge of a state court of record—may delay any notice required by FRCP Rule 
41 if the delay is authorized by statute. 

18.7.1.6.2 (U) Obtaining a FISA Warrant 

(U) Applications for court-authorized physical search pursuant to FISA must be made by a 
federal officer in writing upon oath or affirmation and with the specific approval of the 
Attorney General. (See 50 U.S.C. § 1823). 

18.7.1.6.2.1 (U) Certificate by The Director of the FBI 

(U) Each FISA application must be accompanied by a Certification by the Director of the 
FBI or one of nine other individuals authorized by Congress or the President to provide 
such certifications that: the information being sought is foreign intelligence information; 
that a significant purpose of the search is to obtain foreign intelligence information; that 
such information cannot reasonably be obtained by normal investigative techniques; that 
the information sought is "foreign intelligence information" as defined by FISA. The 
certification must include a statement explaining the certifier's basis for the certification. 

(U) 50 U.S.C. § 1823 specifies the Assistant to the President for National Security 
Affairs; E.O. 12139 as amended by E.O. 13383 specifies the Director of the FBI, Deputy 
Director of die FBI, the Director of National Intelligence, the Principal Deputy Director 
of National Intelligence, the Director of the Central Intelligence Agency, the Secretary of 
State, the Deputy Secretary of State, the Secretary of Defense, and the Deputy Secretary 
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of Defense as appropriate officials to make certifications required by FISA. The FBI 
Director has represented to Congress that the FBI deputy Director will only certify 
FISA’s when the FBI Director is not available to do so. 

18.7.1.6.2.2 (U) Length of Period of Authorization for FISC Orders 

(U) Generally, a FISC Order approving an unconsented physical search will specify the 
period of time during which physical searches are approved and provide that the 
government will be permitted the period of time necessary to achieve the purpose, or for 
90 days, whichever is less, except that authority may be: 

A) (U) For no more than one year for "Foreign Power" targets (establishments); or 

B) (U) For no more than 120 days for a non-USPER agent of a foreign power, with renewals for 
up to one. 

18.7.1.6.2.3 (U) Extension of Physical Search Authority 

(U//FOUO) An extension of physical search authority may be granted on the same basis 
as the original order upon a separate application for an extension and upon new findings 
made in the same manner as the original order. 

18.7.1.6.2.4 (U) Emergency FISA Authority 

A) (U) The Attorney General may authorize an emergency physical search under FISA when he 
reasonably makes a determination that an emergency situation exists that precludes advance 
FISA court review and approval, and there exists a factual predication for the issuance of a 
FISA Court Order. In such instances, a FISC judge must be informed by the Attorney General 
or his designee at the time of the authorization and an application according to FISA 
requirements is submitted to the judge as soon as is practicable but not more than seven (7) 
days after the emergency authority has been approved by the Attorney General. 

B) (U) If a court order is denied after an emergency authorization has been initiated, no 
information gathered as a result of the search may be used in any manner except if with the 
approval of the Attorney General, the information indicates a threat of death or serious bodily 
harm to any person. 

C) (l H)l ()) For an emergency FISA for physical search. | 


18.7.1.6.2.5 (U) Special Circumstances 

(U) The President through the Attorney General may also authorize a physical search 
under FISA without a court order for periods of up to one year, if the Attorney General 
certifies that the search will be solely directed at premises, information, material, or 
property that is used exclusively by or under the open and exclusive control of a foreign 
power; there is no substantial likelihood that the physical search will involve the 
premises, information, material, or property of a United States person (USPER); and 
there are minimization procedures that have been reported to the court and Congress. The 
FBI's involvement in such approvals is usually in furtherance of activities pursued 
according to E.O. 12333. Copies of such certifications are to be transmitted to the FISA 
Court. See 50 U.S.C. § 1822[a], 
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(U) Information concerning USPERs acquired through unconsented physical searches 
may only be used according to minimization procedures. See: 50 U.S.C. §§ 1824(d)(4) 
and 1825(a). 

18.7.1.6.2.6 (U) Required Notice 

(U) If an authorized search involves the premises of an USPER, and the Attorney General 
determines that there is no national security interest in continuing the secrecy of the 
search, the Attorney General must provide notice to the USPER that the premises was 
searched and the identification of any property seized, altered, or reproduced during the 
search. 


18.7.1.6.2.7 (U/7FDt*0^FlSA Verification of Accuracy Procedures 



A) (U//FDU6) 

submission to the FIS 


must include! 


must be used for copies of all of the supporting 
when making the certifications contained on the 


|1 his FISA 
iocumentation relied upon 



b7E 


b7E 


UNCLASSIFIED 


18-181 


Version Dated: 
March 3,2016 




UNCLASSIFIED - FOR OFFICIAL USE ONLY 

Domestic Investigations and Operations Guide §18 

18.7.1.6.2.8 (U) Use of FISA Derived Information in Other Proceedings 


(U //FOUO ) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney 
General (AG) policy restrictions on the use of information derived from a FISA ELS UR, 
physical search, or PR/TT. These restrictions apply to and must be followed by anyone 
“who may seek to use or disclose FISA information in any trial, hearing, or other 
proceeding in or before any court, department, officer, agency, regulatory body, or other 
authority of the United States. . . See DIOG Appendix E for the AG Memo, Revised 
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in 
the AG’s Memo establishes notification/approval procedures which must b e strictly 
followed. Though not contained in the AG Memo, FBI policy requires that I I 


(U//FOUO) The United States must, prior to the trial, hearing, or other proceeding or at a 
reasonable time prior to an effort to disclose or use that information or submit it into 
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k), 
1821(2), or 1841(2)], and the court or other authority in which the information is to be 
disclosed or used, that the United States intends to disclose or use such information. See 
50 U.S.C. Sections 1806(c), 1825(d), and 1845(c). 

18.7.1.6.2.9 (U//F OUO J 


(U/ /FOUO ) Each investigative file for which an applicatio n is or has been prepared for 
submission to the FISC will include a sub-file to be labeledf 

Thi£ 


sub-file is to contain copies 
of all applications to and orders issued by the FISC for the conduct of physical searches 
in the investigation. The following data must be included in this 


A) (U// FOU €) 
and 


B) (U//FOOei 


18.7.1.6.2.10 (U//F0t?0)-FISA Renewals 
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tUZ /rQUOl f I 


1_ 

18.7.1.6.2.11 (U) Compliance and Monitoring for FISA 


(U//F0UQ4 



18.7.1.6.2.12 (U) FISA OVERCOLLECTION 


(U//FOUQ-) 



contact NSLB for further guidance regarding the handling of any 

FISA overcollection. 
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18 . 7.2 (U) Investigative Method: Electronic Surveillance - Title III 

18.7.2.1 (U) Summary 

(U//FOUG) Electronic Surveillance (ELSUR) under Title III is a valuable investigative 
method. It is, also, a very intrusive means of acquiring information relevant to the effective 
execution of the FBI’s law enforcement. To ensure that due consideration is given to the 
competing interests between law enforcement and the effect on privacy and civil liberties, this 
section contains various administrative and management controls beyond those imposed by 
statute and DOJ guidelines. Unless otherwise noted, it is the respon sibility of the case agent 

and his/her supervisor to ensure compliance with these instructions._ 

[ Title III ELSUR 

requires: (i) administrative or judicial authorization prior to its use; (ii) contact with the field 
office ELSUR Technician to coordinate all necessary recordkeeping; and (iii) consultation 
with the Technical Advisor (TA) or a designated TTA to determine feasibility, applicability, 
and use of the appropriate equipment. 


( U // FOUQ 4 Application: 


—I 


18.7.2.2 (U) Legal Authority 

(U) Title III ELSUR is authorized by chapter 119, 18 U.S.C. §§ 2510-2522 (Title III of the 
Omnibus and Safe Streets Act of 1968). 

18.7.2.3 (U) Definition of Investigative Method 

(U) Title III ELSUR is the non-consensual electronic collection of information (usually 
communications) under circumstances in which the parties have a reasonable expectation of 
privacy and court orders or warrants are required. 

18.7.2.4 (U) Title III Generally 

(U) With the prior approval of the Attorney General, or Attorney General’s designee, the 
United States Attorney, by and through an AUSA, or the Strike Force Attorney, may apply to 
a federal judge for a court order authorizing the interception of wire, oral, or electronic 
communications relating to one or more of the offenses listed in Title III (18 U.S.C. § 2516). 
Judicial oversight continues throughout the operational phase of the electronic surveillance 
including the installation, monitoring, and handling of recording media. 

(U) For purposes of obtaining review and approval for use of the method, Title III 
applications are considered to be either “sensitive” or “non-sensitive.” The requirements for 
each are set forth below. 

18.7.2.5 (U) Standards for Use and Approval Requirements for Non- 
Sensitive Title Ills 

(U// FOUO) An SAC is the authorizing official to approve all requests for “non-sensitive” 
Title III orders, including original, extension, and renewal applications. SAC approval of all 
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extensions and renewals is required to ensure that field office managers will allocate the 
resources necessary to use this method. Any delegation of SAC approval authority to an 
AS AC under this section must be in writing (See DIOG Section 3.4.3). 

(U//FOUOT Prior to SAC approval referred to above, CDC or OGC review is required for the 
initial “non-sensitive” Title III order. Extensions and renewals sought within 30 days after the 
expiration of the original Title III order in non-sensitive Title Ills do not require CDC review, 
unless requested by the SAC or designee. The CDC must review renewals sought more than 
30 days after the expiration of the original Title III order. 

(U/7FOU0-) There may be situations or unusual circumstances requiring the FBI to adopt an 
already existing Title III from another federal law enforcement agency. Such adoptions may 
only be done on a case-by-case basis, in exceptional circumstances, and subject to the 
requirements set forth herein relating to CDC review and SAC approval. Should the Title III 
proposed for adoption involve sensitive circumstances, it must also be handled in accordance 
with the approval and review requirements set forth below. 

18.7.2.6 (U) Standards for Use and Approval Requirements for Sensitive 

Title Ills 

(U// FOUO ) All Title III applications involving one of the seven “sensitive circumstances,” 
listed below, including all extensions and renewals, must be reviewed by OGC and approved 
by FBIHQ. The SAC, with the recommendation of the CDC, must determine whether the 
request involves sensitive circumstances. The term “sensitive circumstances” as used in this 
section relating to electronic surveillance under Title III is different from the term “sensitive 
investigative matters,” as used in conjunction with approval requirements for opening 
Assessments and Predicated Investigations, and is different from the term “sensitive 
monitoring circumstances” as used in conjunction with the approval requirements for 
consensual monitoring. 

(U//F OUO) The field office must include a copy of the completed CDC checklist (FD-926) 
when forwarding the initial sensitive Title III applications to OGC and FBIHQ for review. 
After the initial submission, the CDC checklist must be completed by the appropriate OGC 
unit for all subsequent extensions or renewals of sensitive Title Ills. 

(U/ /FOUO ) Although ultimate approval for sensitive Title Ills is at the FBIHQ level, the SAC 
or ASAC must continue to review and approve the use of the method for all sensitive Title III 
applications as it relates to the allocation of resources within their field office. 

(U// FOU O) The following five sensitive circumstances require the approval of a Deputy 
Assistant Director (DAD) or a higher level official from the Criminal Investigative Division 
(CID), Cyber Division, Counterterrorism Division (CTD), Weapons of Mass Destruction 
Directorate (WMDD), or Counterintelligence Division (CD), as appropriate, and such 
approvals must be documented in an EC: 

A) (U/rTOU OrSignificant privilege issues or First Amendment concerns (e.g., attorney-client 
privilege or other privileged conversations or interception of news media representatives); 

B) (U//FOUO) Significant privacy concerns are anticipated (e.g., placing a microphone in a 
bedroom or bathroom); 
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C) (U/ /TOU &) Application is based on “relaxed specificity” (i.e., “roving” interception) under 18 
U.S.C. §2518(ll)(a)and(b); 

D) (U//FOUO) Application concerns a Domestic Terrorism (DT), International Terrorism, or 
Espionage investigation; or 

E) (U/ /FOUO) Any situation deemed appropriate by the AD of CID or OGC. 

(UZ/ FOU Q) The following two sensitive circumstances require the approval of the Director, 
the Acting Director, Deputy Director, or the Executive Assistant Director (EAD) for the 
Criminal Cyber Response and Services Branch or National Security Branch, or the respective 
Assistant Director for Criminal Investigative Division (CID), Cyber Division, 
Counterterrorism Division (CTD), Weapons of Mass Destruction Directorate (WMDD), or 
Counterintelligence Division (CD), and such approvals must be documented in an EC: 

A) (l 4444-0) "Emergency" Title III interceptions (i.e., interceptions conducted prior to judicial 
approval under 18 U.S.C. § 2518(7)); or 

B) (U//F OU9 ) It is anticipated that conversations of members of Congress, federal judges, high- 
level federal officials, high-level state executives, or members of a state judiciary or 
legislature will be intercepted. 

(U//FOUO) “Sensitive circumstances” may develop at any point in time during the course of a 
Title III. For example, while an initial application for interceptions might not be considered 
sensitive, conversations intercepted thereafter of a high-level state executive would render any 
subsequent spinoffs, extensions, or renewals “sensitive” Title III requests. 

18.7.2.7 (U) Procedures For Emergency Title III Interceptions 

(U//FOUO) 18 U.S.C. § 2518(7) provides that any investigative or law enforcement officer, 
specially designated by the Attorney General, Deputy Attorney General, or the Associate 
Attorney General, who reasonably determines that an emergency situation exists that requires 
communications to be intercepted before an order authorizing such interception can, with due 
diligence, be obtained, and there are grounds upon which an order could be entered 
authorizing interception, may intercept such communications. 

(U//FOUO) Section 2518(7) postpones, rather than eliminates the need for judicial 
authorization. If the Attorney General, Deputy Attorney General, or the Associate Attorney 
General authorizes an appropriate FBI official to approve an emergency Title III interception, 
an after-the-fact application for an order approving the interception must be made in 
accordance with Title III to the appropriate Court, and an order obtained, within 48 hours after 
the interception has occurred or begins to occur. 

(U//FOUQ)f 


V 
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(U) 18 U.S.C. § 2518(7) defines an emergency situation as one involving: 

A) (U) immediate danger of death or serious physical injury to any person, 

B) (U) conspiratorial activities threatening the national security interest, or 

C) (U) conspiratorial activities characteristic of organized crime. 

(U//FOUO) In all but the most unusual circumstances, the only situations likely to constitute 
an emergency by the Department of Justice (DOJ) are those involving an imminent threat to 
life, e.g., a kidnapping, hostage taking, or imminent terrorist activity. 


1 %. 1 . 2 . 1 .1 (U) Obtaining Emergency Authorization 

(U//rOU(»l 


A) 

(U//FOUO) 



B) 

(U//F6Uttil 




c) (u/gegej ~1 


D) (U//F OUO )| 
(U/ /FOUO ) 
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18.7.2.7.2 (U) Post-Emergency Authorization 

(U/ /FOUO ) Once the AG or his designee has authorized the Director, or his designee to make 
the determination whether to proceed with the emergency Title III, the government has 48 
hours (including weekends and holidays) from the time the AG granted authorization to apply 
for a court order approving the interception. The field office, in coordination with the AUSA, 
must immediately begin preparing an affidavit, application and proposed order for court 
authorization. 


(U //FOUQ) The affidavit in support of the after-the-fact application to the court for an order 
approving the emergency interception must contain only those facts known to the AG or his 
designee at the tim e the emergency interception was approved. The application must b e 

accompanied by the_form, 

which must reflect the date and time of the emergency authorization. 


(U//FOUO) The government may also request, at the time it files for court-authorization for 
the emergency, court-authorization to continue the interception beyond the initial 48 hour 
period. If continued authorization is sought at the same time, one affidavit may be submitted 
in support of both requests. However, the affidavit must clearly indicate what information was 
communicated to the AG or his designee at the time the emergency interception was approved 
and what information was developed thereafter. Two separate applications and proposed 
orders should be submitted to the court in this situation - one set for the emergency and one 
set for the extension. If continued interceptions are not being sought, no further authorization 
is needed from OEO. The AUSA should, however, still submit the application, affidavit, and 
order to OEO for review. If continued interceptions are sought, that application, affidavit, and 
order must be reviewed by OEO and approved by DOJ like any other Title III request. In 
either situation, the affidavit must also be submitted through the operational unit for OGC 
review, when time allows. 

(U//F0UO)r 


(U//FOU0) Pursuant to 18 U.S.C. § 2518(7), in the absence of a court order, interception 
shall immediately terminate when the communication sought is obtained or when the 
application for the order is denied, whichever is earlier. In the event an application for 
approval is denied, or in any other case where the interception is terminated without an order 
having been issued, the contents of any wire, oral, or electronic communication intercepted 
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shall be treated as having been obtained in violation of Title III, and an inventory shall be 
served on the person named in the application. 

(U//F0UOr 


A) (U//FOUO) 

B) (U//F0U©) 




fuz/rouec 



A ) (u/TFope-) 


B) (U/ / - FOU 0) 


C ) (U//F0UOf 


18.7.2.8 (U) Pre-Title III Electronic Surveillance (ELSUR) Search Policy 

(U//F OUQ - ) 18 U.S.C § 2518(l)(e) requires that each application for an order to intercept 
wire, oral, or electronic communications (hereinafter “Title III”) contain a statement 
describing all previous applications for Title III surveillance of the same persons, facilities, or 
places named in the current application._ 


(U) For specific details on how to conduct and document such ELSUR searches, see DIOG 
Appendix H. 

18.7.2.9 (U) Duration of Approval for Title III 

(U) Court orders issued pursuant to Title HI are for a period not to exceed 30 days. An 
“extension” order may be sought to continue monitoring beyond the initial 30-day period 
without a lapse in time. When a break in coverage has occurred, a “renewal” order may be 
sought to continue monitoring the same interceptees and facilities identified in the original 
order. The affidavit and application in support of an extension or renewal must comply with 
all of the Title III requirements, including approval of the Attorney General or designee. 

18.7.2.10 (U) Specific Procedures for Title III Affidavits 

(U//FOUO) The requirements in 18 U.S.C. § 2518 must be followed in the preparation of a 
Title III affidavit. The employee drafting the Title III affidavit and approving officials must 
consider the following requirements: 

A) (U/ /rOU 8) The identity and qualifications of the affiant must be articulated; 
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B) (U//FOU0) For the interception of wire or oral communications, the affidavit must establish 
probable cause to believe a violation of at least one of the offenses enumerated in 18 U.S.C. § 
2516(1) has been, is being, or will be committed. For the interception of electronic 
communications, the affidavit must establish probable cause to believe that some federal 
felony has been, is being, or will be committed; 

C) (U/ / F OUQ ) The affidavit must set forth the identities of those persons, if known, for whom 
there is probable cause to believe they are committing the alleged offenses, even if it is not 
believed they will be intercepted over the target facility. This group of individuals is often 
referred to as the “Subjects.” “Interceptees” may be listed separately; “interceptee” are those 
Subjects who are expected to be intercepted; 

D) (U//FOUO) Probable cause must be current and relevant to the use of the particular facilities 
for which interception is sought; 

E) (U//FDUO) The necessity for the Title III must be articulated. There must be a factual basis 
for concluding that alternative investigative procedures have been tried and failed or a 
demonstration why these procedures appear to be unlikely to succeed or would be too 
dangerous if tried ("boilerplate” statements in this respect are unacceptable); 

F) (U/ZFOtJO) Interceptions must be minimized, as statutorily required; 

G) (U//F0UO) The facility or premises to be intercepted must be described fully, including a 
diagram, if possible, if microphone installation is contemplated (surreptitious entries may not 
be conducted for the purpose of preparing a diagram); and 

H) (U// FOUO ) A statement describing all previous applications for Title III surveillance of the 
same persons (both subjects and interceptees), facilities or places named in the current 
affid avit. To comnlv with this requirem ent, a "search," e.g., an automated indices search of the 

FBI’s_system and the systems of other appropriate agencies, 

must be conducted prior to submitting the Title III affidavit to the DOJ OEO (non-sensitive 
circumstances) or to the responsible FBIHQ operational unit (sensitive circumstances). The 
squad SSA is responsible for verifying that pre-Title III ELSUR checks have been completed 
before the affidavit is sent to the court. The ELSUR Operations Technician (EOT) and the 
ELSUR supervisor are responsible for confirming that ELSUR searches were properly 
conducted as set forth in the final application submitted to the court. 

(U//F OUQ ) Note : When drafting the Title III Affidavit, the agent must determine whether the 
proposed Title III intercept involves any of the DOJ-designated seven ’’sensitive 
circumstances” listed in DIOG Section 18.7.2.6. If the proposed Title III will involve one or 
more of the seven ’’sensitive circumstances,” the agent must consult with the assigned AUSA 
to determine how the ’’sensitive circumstance(s)” will be addressed and how/when the federal 
judge will be notified. 

(U//FOUO) Note : It is also recommended that the application include how the FBI will 
address any sensitive circumstances as listed in DIOG Section 18.7.2.6, if they exist. 

(U//FOU0) At least 10 calendar days prior to submitting the original Title III request to DOJ 
OEO, the field office must forward an electronic communication to FBIHQ setting forth by 
separate subheading: a synopsis of the investigation; the priority of the investigation within 
the office; the anticipated manpower and/or linguistic requirements and outside support, if 
any, that will be needed; a synopsis of the probable cause supporting the Title III application; 
the prosecutive opinion of the USAO; and description of the interceptees. If a field office is 
unable to submit the EC 10 calendar days prior to submitting the request to DOJ OEO, the 
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field office must advise the operational unit immediately and note the circumstances that 
prevent timely notification. 



18.7.2.11 (U) Dispute Resolution for Title III Applications 

(U/ / F OUO ) When there are legal questions/concerns that cannot be resolved through 
discussions with reviewing officials at DOJ, the responsible FBIHQ operational division 
supervisors or executives must forward the application to OGC for its review, advice, and 
recommendation. 

18.7.2.12 (U) Reporting and Notice Requirements - Title III 
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(U/ 7 F OUO : 


(U//FOUO) 



(U//-FOUO 




18.7.2.12.1 

(U//FOUO) Notice Requirements for Sensitive Investigative 
Matters (SIM) that Involve Title III Interceptions 



(U//FOU0) The anticipated interception of conversations related to a “Sensitive Investigative 
Matter” (SIM) as defined in DIOG Section 10 requires notice to the appropriate FBIHQ Unit 
Chief and Section Chief, and DOJ Criminal Division. Note : A sensitive investigative matter 
(SIM) is not the same as a sensitive circumstance described in DIOG Section 18.7.2.6. 

18.7.2.13 (U) Joint Title III Operations with Other Law Enforcement 

Agencies 

18.7.2.13.1 (U) Federal LawEneorcementAgencies 

(U/ /FOUO) In joint FBI operations with other federal law enforcement agencies wherein 
electronic surveillance is conducted through a Title III installation, the federal agency 
administering the electronic surveillance will assume overall responsibility for ELSUR 
indexing and recordkeeping. The fact that the investigation is a joint operation with another 
federal law enforcement agency must be stated in the affidavit and application for the court 
order. The joint federal agency must provide the FBI case agent with a copy of the court order 
and application. 

(U// FOU Q~r 


18.7.2.13.2 (U) State and Local Law Enforcement Agencies 

(U/ /FOUO ) In joint FBI operations involving state and local law enforcement agencies 
wherein electronic surveillance is conducted through a federal Title III installation, any state 
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officer being used as an affiant must be federally deputized. The FBI will be the administering 
agency responsible for the indexing and recordkeeping. 

(U/ /F0U 6) In joint FBI operations involving state and local law enforcement agencies 
wherein electronic surveillance is conducted pursuant to the author ization of a state court (i.e.. 
a wiretap authorized by a state court, as opposed to a federal court)._ 


18.7.2.14 (U) Evidence Handling 

(U// FOU O) All ELS UR downloading, processing, and handling of original, derivative, and 
copies of original or derivative ELS UR evidence must be conducted by an ELS UR operations 
technician (EOT) or other designated employee (e.g. an agent who has successfull y completed 
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded into 
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18 . 7.3 (U) Investigative Method: Electronic Surveillance - FISA and 

FISA Title VII (acquisition of foreign intelligence 
information) 

18.7.3.1 (U) Summary 

(U//F0UQ)lELSUR conducted pursuant to the Foreign Intelligence Surveillance Act (FISA) 
is a valuable investigative method. It is, also, a very intrusive means of acquiring information 
relevant to the effective execution of the FBI’s national security and intelligence missions. To 
ensure that due consideration is given to the competing interests between national security and 
the effect on privacy and civil liberties, this section contains various administrative and 
management controls beyond those imposed by statute and DOJ guidelines. Unless otherwise 
noted, it is the responsibility of the case agent and his/her supervisor to ensure compliance 
with these instructions. FISA ELSUR is only authorized as an investigative method in the 
conduct of Full Investigations. FISA ELSUR requires administrative or judicial authorization 
prior to its use. 



(U) This section is divided below into FISA (18.7.3.2) and FISA Title VII (18.7.3.3). 
18.7.3.2 (U) Foreign Intelligence Surveillance Act (FISA) 


18.7.3.2.1 (U) Legal Authority 

(U) 50U.S.C. §§ 1801-1811 (FISA) and E.O. 12333 §2.5. 
(U) FISA Amendments Act of 2008 (P.L.No. 110-261). 
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18.7.3.2.2 (U) Definition of Investigative Method 

(U) FISA is the non-consensual electronic collection of information (usually communications) 
under circumstances in which the parties have a reasonable expectation of privacy and court 
orders or warrants are required. 

18.7.3.2.3 (U) Standards for Use and Approval Requirements for FISA 
18.7.3.2.3.1 (U) FISA Request Form 

(U/ /FOUO) FBIHQ and field office requests for FISC ELSUR orders must use the FISA 
Request Fo rm. Field office requests for FISA orders are submitted and tracked through 
The FISA request forms, in a question and answer format, have been designed 
to ensure that all information needed for the preparation of a FISC application is provided 
to FBIHQ and to the DOJ. 

(U//FOUQ.) See | 
for additional guidance. 

18.73.2.3.2 (U) Certificate by the Director of the FBI 

(U) Each FISA application must be accompanied by a Certification by the Director of the 
FBI or one of nine other individuals authorized by Congress or the President to provide 
such certifications that: the information being sought is foreign intelligence information; 
that a significant purpose of the electronic surveillance is to obtain foreign intelligence 
information; that such information cannot reasonably be obtained by normal investigative 
techniques; that the information sought is "foreign intelligence information" as defined 
by FISA. The certification must include a statement explaining the certifier's basis for the 
certification. 

(U) Title 50 of the United States Code Section 1804 specifies the Assistant to the 
President for National Security Affairs; E.O. 12139 as amended by E.O. 13383 specifies 
the Director of the FBI, Deputy Director of the FBI, the Director of National Intelligence, 
the Principal Deputy Director of National Intelligence, the Director of the Central 
Intelligence Agency, the Secretary of State, the Deputy Secretary of State, the Secretary 
of Defense, and the Deputy Secretary of Defense as appropriate officials to make 
certifications required by FISA. The FBI Director has represented to Congress that the 
FBI Deputy Director will only certify FISA’s when the FBI Director is not available to 
do so. 


18.7.3.2.3.3 (U) Emergency FISA Authority (50 U.S.C. § 1805[f]) 

(U) The Attorney General, on request from the Director of the FBI or his/her designee, 
may authorize an emergency FISA for electronic surveillance when it is reasonably 
determined that an emergency situation exists that precludes advance FISC review and 
approval and that a factual predication for the issuance of a FISA Order exists. A FISC 
judge must be informed by DOJ at the time of the emergency authorization and an 
application must be submitted to that judge as soon as is practicable but not more than 
seven (7) days after the emergency authority has been approved by the Attorney General. 
If a court order is denied after an emergency surveillance has been opened, no 
information gathered as a result of the surveillance may be used as evidence or disclosed 
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in any trial or other proceeding, and no information concerning any USPER acquired 
from such surveillance may be used or disclosed in any manner, except with the approval 
of the Attorney General if the information indicates a threat of death or serious bodily 
harm to any person. 



18.7.3.2.4 (U) Duration of Approval for FISA 



18.7.3.2.5 (U// FOUO) Specific Procedures for FISA 


(U// F0U 6) FISA related initiation and re newal proce dures are contained within the FISA 

Initiation Form which can be found within_or on the Forms section of the NSLB 

libra ry . 


18.7.3.2.5.1 (U//F QUO) FISA Verification of Accuracy Procedures 
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3 ) (U//F QUO) f 


B ) (U//FPPOf 


b7E 


18.7.3.2.5.2 (U) Use of FISA Derived Information in Other Proceedings 

(U//F OUQ -) There are statutory (50 U.S.C. Sections 1806, 1825, and 1845) and Attorney 
General (AG) policy restrictions on the use of information derived from a FISA ELSUR, 
physical search, or PR/TT. These restrictions apply to and must be followed by anyone 
“who may seek to use or disclose FISA information in any trial, hearing, or other 
proceeding in or before any court, department, officer, agency, regulatory body, or other 
authority of the United States. . . See DIOG Appendix E for the AG Memo, Revised 
Policy on the Use or Disclosure of FISA Information, dated 01-10-2008. The guidance in 
the AG’s Memo establishes notification/approval procedures which must be strictly 
followed. Though not contained in the AG Memo, FBI policy requires that| 


(U//F OUQ ) The United States must, prior to the trial, hearing, or other proceeding or at a 
reasonable time prior to an effort to disclose or use that information or submit it into 
evidence, notify the “aggrieved person” [as defined in 50 U.S.C. Sections 1801(k), 
1821(2), or 1841(2)], and the court or other authority in which the information is to be 
disclosed or used, that the United States intends to disclose or use such information. See 
50 U.S.C. Sections 1806(c), 1825(d), and 1845(c). 

18.7.3.2.5.3 (U//FOtLQ) FISA Electronic Surveillance Administrative 
(FISA ELSUR) Sub-File 

(U//FQUe1~ I 
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B) (U/ /FOUQ ) |_ 

18.7.3.2.5.4 (U//FOIJO) FISA Review Board 

(uz/ pou eif l 


b7E 
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(U/ /FOU O) 


(U/ /FOU O)| 


18.7.3.2.5.4.1 (U) Appealing the Decision of the Review Board 

(U//FQ UO )! 


18.7.3.2.6 (U) Notice and Reporting Requirements for FISA 


(U//E OU Q-) F 





18.7.3.2.7 

(U) Compliance and Monitoring for FISA 


(U//TOUO) 




18.7.3.2.8 (U) Special Circumstances for FISA 

(U) Under 50 U.S.C. § 1802, the President, through the Attorney General, may authorize 
electronic surveillance under FISA without a court order for periods of up to one year, if the 
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Attorney General certifies in writing under oath that the surveillance will be solely directed at 
acquiring communications that are transmitted by means that are exclusively between or 
among foreign powers and there is no substantial likelihood of the surveillance acquiring the 
contents of communications to which USPERs are parties. 

18.7.3.2.9 (U) FISA Overcollection 

(I I/ / -F OI JO I I 

contact NS LB lor guidance regarding the handling ot any FISA overco I lection. 

18.7.3.2.10 (U) Other Applicable Policies 

18.7.3.2.10.1 (U) FISA 

A) (U// FOUO ) Counterintelligence Division Policy Guide, 0717DPG 

B) (U/ /FOUO ) Counterterrorism P o licy Guide, 0775DPG 

C) (U// FOP O) Investigative Law Unit Library 

D) (U// F Q U 9) Foreign Intelligence Surveillance Act (FISA) Unit 

1 8.7.3.2.1 1 (U)COLLECTION HANDLING 

(U// FOUO) All ELSUR downloading, processing, and handling of original, derivative, and 
copies of original or derivative ELSUR evidence must be conducted by an ELSUR operations 
technician (EOT) or other designated official (e.g. an agent who has successfully completed 
ELSUR training in Virtual Academy). ELSUR evidence must not be uploaded intc ] 

18.7.3.2.11.1 (U) Downloading, Handling, and Storage of FISA 
Intercept Media for Use as Original Evidence 

(U//FQ UO) f _ 
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18.7.3.3 (U) FISA Title VII (acquisition of foreign intelligence information) 

18.7.3.3.1 (U) Summary 

(U) Titles I and III of the FISA (codified as 50 U.S.C. §§ 1801, et seq.) provide the standard, 

traditional methods of collection against agents of foreign powers (including USPERs and 
non-USPERs) and foreign establishments inside the United States. Title VII of FISA, 
“Additional Procedures Regarding Certain Persons Outside the United States,” provides the 
means to target non-USPERs reasonably believed to be located outside the United States. 

18.7.3.3.2 (U) Legal Authority 

A) (U) FISA Amendments Act of 2008 (122 Stat 2436) 

B) (U) AGG-Dom, Part V.A.13 

18.7.3.3.3 (U) Definition of Investigative Method 

(U) Title VII may be used for conducting FISAs on certain persons located outside the United 
States. 


18.7.3.3.4 (U/ /FOUO ) Standards for Use and Approval Requirements for 
Investigative Method 

(U//FOUO) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 and 
requirements specified above. 

18.7.3.3.5 (U) Duration of Approval 

(U//F OU Q) See requirements under DIOG Sections 18.7.1, 18.7.2, and 18.7.3 above. 

18.7.3.3.6 (U//F OUO ) Specific Collection Procedures for Title VII 
(U) The relevant procedures (or collections) under Title VII are: 

18 . 73 . 3 . 6.1 (U) Section 702 - Procedures for Targeting Non-U.S. 

Persons (non-USPERs) Who Are Outside the United States 

(U /rFOUB ) Under Section 702, the Government has the authority to target non-USPERs 
who are located outside the United States if the collection is effected with the assistance 
of an electronic communication service provider, as that term is defined in FISA. This 
section does not require a traditional FISA request. Rather, under this section, the 
Attorney General and the Director of National Intelligence may authorize, for periods of 
up to one year, the targeting of non-United States persons reasonably believed to be 
located outside the United States to acquire foreign intelligence information, provided 
they execute a Certification that is submitted to and approved by the FISC. The 
Certifications are accompanied by an affidavit signed by the FBI Director. In addition, 
the FBI is required to file "Targeting Procedures" that ensure that only non-U.S. persons 
(non-USPERs) reasonably believed to be located outside the United States will be 
targeted for collection and "to prevent the intentional acquisition of any communications 
as to which the sender and all intended recipients are known at the time of the acquisition 
to be located in the United States." Additionally, the statute prohibits targeting any person 
reasonably believed to be located outside the United States for the purpose of obtaining 
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the communications of a particular, known person reasonably believed to be in the United 
States. Finally, the FBI is also required to follow 702-specific minimization procedures. 

18.7.3.3.6.2 (U) Section 703 - Certain Acquisitions Inside the United 
States Targeting United States Persons Outside the 
United States 

(U //FOUO) Under Section 703, the Government has the authority to target USPERs who 
are reasonably believed to be located outside the United States if the collection is effected 
with the assistance of a United States provider and if the collection occurs inside the 
United States. This section only authorizes electronic surveillance or the acquisition of 
stored electronic communications or stored electronic data that requires a court order, 
e.g., non-consensual collection. FISA 703 is an alternative to traditional FISA electronic 
surveillance (Title I) or physical search (Title III) authority when the facts meet the 703 
criteria. There are two notable differences between Section 703 and traditional FISA 
authorities. First, although the application must identify any electronic communication 
service provider necessary to effect the acquisition, the application is not required to 
identify the specific facilities, places, premises, or property at which the acquisition will 
be directed. Second, Section 703 allows for the targeting of a USPER who is “an officer 
or employee of a foreign power,” even if the target is not knowingly engaging in 
clandestine intelligence gathering activities, sabotage, or international terrorism. To 
obtain authority to collect information under this section, the FBI must submit a FISA 
request and obtain a FISC order and secondary orders, as needed. The process to obtain 
that order is the same as the standard FISA process. Refer to the FISA Unit's website for 
further information. Section 703 also allows for emergency authorization. Unlike 
traditional FISA orders, however, surveillance authorized pursuant to this section must 
cease immediately if the target enters the United States. If the FBI wishes to continue 
surveillance of the USPER while he or she is in the United States, the FBI must obtain a 
separate court order under Title I (electronic surveillance) and/or Title III (physical 
search) of FISA in order to conduct electronic surveillance or a physical search of that 
USPER while the person is located in the United States. The use of any information 
collected using FISA 703 authority must comply with the applicable minimization 
procedures. 

18.7.3.3.6.3 (U) Section 704 - Other Acquisitions Targeting United 
States Persons Outside the United States 

(U//F OU Q) Under Section 704, the Government has the authority to target USPERs who 
are reasonably believed to be located outside the United States if the collection occurs 
outside the United States (i.e. without the assistance of a United States’ electronic 
communication service provider). The statute requires that the FISA court issue an order 
finding probable cause to believe that the USPER target is a foreign power, an agent of a 
foreign power, or an officer or employee of a foreign power and is reasonably believed to 
be located outside the United States "under circumstances in which the targeted United 
States person has a reasonable expectation of privacy and a warrant would be required if 
the acquisition were conducted in the United States for law enforcement purposes." To 
obtain authority to collect information under this section, the FBI must submit a FISA 
request and obtain a FISC order (the order will not include secondary orders). The 
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process to obtain a FISA 704 order is similar to, but more streamlined than, that for 
obtaining a traditional FISA under the standard FISA process. There are two notable 
differences between Section 704 and traditional FISA authorities. First, the application is 
not required to identify the specific facilities, places, premises, or property at which the 
acquisition will be directed. Second, Section 704 allows for the targeting of “an officer or 
employee of a foreign power” even if the target is not knowingly engaging in clandestine 
intelligence gathering activities, sabotage, or international terrorism. Refer to the FISA 
Unit's intranet website for further information. Section 704 also allows for emergency 
authorization. Unlike traditional FISA orders, however, surveillance authorized pursuant 
to this section must cease if the USPER enters the United States but may be re-started if 
the person is again reasonably believed to be outside the United States during the 
authorized period of surveillance. If there is a need to continue surveillance while the 
target is located inside the United States a separate court order must be obtained. The use 
of any information collected using FISA 704 authority must comply with the applicable 
minimization procedures. 

(U/ /FOU Oj~ _ 


18 . 7 . 3 . 3 . 6.4 (U) Section 705 - Joint Applications and Concurrent 
Autho riz ations 

(U/ / F QUO ) Section 705(a) “joint applications” allow the FISC, upon request of the FBI, 
to approve a joint application targeting an USPER under both Sections 703 and 704 
(authority to collect both when the facilities are located inside and outside the United 
States). 

(U/ /FOUQ ) Section 705(b) provides that if an order has been obtained under Section 105 
(electronic surveillance under Title I of FISA) or 304 (physical search under Title III of 
FISA), the Attorney General may authorize the targeting of the USPER target while such 
person is reasonably believed to be located outside the United States. The Attorney 
General has this authority under E.O. 12333 § 2.5. In other words, when the FISA Court 
authorizes surveillance of an USPER target, the Attorney General, under Section 705(b) 
and E.O 12333 § 2.5, can simultaneously authorize surveillance to continue if the target 
travels outside the United States during the authorized period of the surveillance. 
According to Section 705(b), there is no need for a separate order pursuant to Section 703 
or 704. During the FISA drafting process, an FBI employee should determine whether 
surveillance or physical search may occur for purpose of acquiring foreign intelligence 
while the person is reasonably believed to be outside the United States. If so, the FBI 
employee should consult with an OGC or DOJ-NSD attorney to ensure that appropriate 
language is added to the application. 

UJ//FBUOtr 
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19 (U) ARREST PROCEDURE POLICY 

19.1 (U) Arrest Warrants 

19.1.1 (U) Complaints 

(U) A complaint is a written statement of the facts necessary to establish probable cause to 
believe that an offense has been committed and that the defendant committed it. A complaint is 
presented under oath before a magistrate judge, who may issue an arrest warrant or a summons 
for the defendant if he/she finds the complaint establishes probable cause to believe the 
defendant committed the charged offense. 

19.1.2 (U) Arrest Warrants 

(U) Any justice, judge or magistrate judge of the United States has the authority to issue arrest 
warrants for any offense against the United States. In addition, if a federal magistrate judge is not 
reasonably available a state or local judicial officer where the offender may be found can issue 
the warrant. Copies of warrants issued under this authority are returned to the court of the United 
States that has jurisdiction over the offense. 

19.1.3 (U) Jurisdiction 

(U) Federal rules do not limit the application for an arrest warrant to any specified district. 
Usually, an application for a warrant will be made in the district where the offense was 
committed, but it may also be issued by a magistrate judge in the district where the offender is 
located. 

19.1.4 (U) Person to be Arrested 

(U) An arrest warrant must contain the name of the defendant or, if his/her name is unknown, 
any name or description by which the defendant can be identified with reasonable certainty. 

There is no requirement to determine the defendant’s true name before a warrant can be issued. It 
is sufficient to develop facts which provide a reasonable belief that a particular individual is the 
offender. A warrant can be based on facts that provide a distinguishing physical description or 
describe the particular circumstances in which the defendant can be found. 

19.2 (U) Arrest with Warrant 

19.2.1 (U) Policy 

(U) Whenever possible, an arrest warrant must be obtained prior to an arrest. SSAs may 
authorize agents 49 to execute arrest warrants and, in extraordinary circumstances, FBIHQ should 
be notified in advance of the arrest. For example, SSAs should notify FBIHQ when the arrest 
may have a significant impact on an investigation in another field office or when the arrest is 


49 (U) The term “agent" in the context of this section includes FBI special agents and other federal, state, tribal, 
or local law enforcement officers who have been deputized under either Title 18 or 21 of the United States 
Code and are working on behalf of or at the direction of the FBI, e.g. task force officer, JTTF, etc. 
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likely to cause widespread publicity due to the identity or status of the arrestee or the nature of 
the crime. 

(U) Upon the execution of an arrest warrant, the apprehending field office/division must 
promptly enter a “locate” within NCIC. The Office of Origin (OO) of the warrant must enter a 
“clear” within NCIC within 24 hours of the “locate.” See the National Crime Infonnation Center 
(NCIC ) Field Office Guide. 0145PG for detailed NCIC policy. Also see DIOG subsection 19.4.4 
(Initial Processing) below. 

19.2.2 (U) Prompt Execution 

(U) While there is no time limit on the execution of arrest warrants (unlike search warrants), as a 
general rule agents should make the arrest without prolonged delay after obtaining the warrant. 

19.2.3 (U) Arrest Plans 

(U) The ADIC/SAC is responsible to ensure that careful and thorough planning is conducted for 
the successful execution of any high risk arrest operation involving a potentially dangerous 
situation or subject. The arrest plan must be adapted to each situation with relevant details for the 
safety and effectiveness of all agents and officers involved. The planning and execution of 
arrests, raids, and searches should be assigned to experienced agents. All arrest plans must be 
approved by ASACs or their designees. 

(U) Prior to conducting an arrest operation deemed a high risk, the agent must prepare a written 
operation order (OPORDER) to include the five critical categories: Situation, Mission, 

Execution, Administration and Equipment, and Control and Communication (SMEAC), and 
must utilize the Law Enforcement Operations Order (OPORDER), ED-888 in situations where an 
FBI SWAT Team(s) or the Critical Incident Response Group’s (CIRG), Tactical Section is 
involved, the Operations Order Template mus t b e used in lieu of the FD-888. See the| | 

l and l 

for more on the use of the SWAT Teams and CIRG’s Tactical Section in high risk operations. 

(U) The written OPORDER must be presented in an oral briefing to all personnel involved in the 
execution of the arrest warrant(s) prior to the operation. During the briefing, the briefing agent 
should stress to the participants of the operation that the arrest(s) has the potential to become 
dangerous. At the discretion of the field office approving official, the CDC/ADC may review the 
OPORDER ( FD-888) and/or participate in providing the FBI deadly force briefing to the arrest 
operation participants. 

(U) Exigent circumstances (i.e., emergency, pressing necessity requiring immediate action) may 
necessitate an oral briefing in lieu of the written OPORDER. The ASAC or designee must 
approve the use of an oral briefing in lieu of a written and approved OPORDER in exigent 
circumstances. An oral briefing must follow the requirements of a written OPORDER and 
include die SMEAC categories identified above. Documentation of the oral briefing must occur 
as soon as possible following the operation by preparing and filing the FD-888 or the Operations 
Order Template, whichever is appropriate for the situation. 

(U) The SSA may consider utilizing, and/or alerting local authorities to the planned arrest, if 
appropriate under the circumstances. Although the time of notification is left to the discretion of 
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the SSA, he/she must consider the jurisdiction of local law enforcement, its responsibility to its 
community and its need to be aware of law enforcement actions in its jurisdiction. 

(U) The squad supervisor must be notified of the presence in FBI office space of any person(s) 
under arrest or of the presence of any suspect(s) for whom arrest is contemplated. 

19 . 2.4 (U) Arrest Techniques - General 

(uj 


19.2.4. 1 (U) Initial Approach during an Arrest Operation 
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19.2.4.2 (U) Possession and Display of Warrant 

(U) If time permits, the arresting agent should have the arrest warrant in his/her possession 
and show it to the defendant at the time of arrest. If the agent does not have the warrant with 
him/her at the time of arrest, the agent must inform the defendant of the offense(s) charged 
and that a warrant has been issued. The agent must, at the defendant’s request, obtain the 
warrant and show it to the defendant as soon as practicable. 

19.2.4.3 (U) Handcuffing 



19.2.4.4 (U) Search of the Person Incident to Arrest 

19.2.4.4.1 ( U ) High-Risk Search/Full-Body Search 
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19.2.4.4.2 (U) Final Search and Collection of Evidence 



19.2.4.5 (U) Transportation of Arrested Persons 
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19.2.4.6 (U) Joint Arrests 

(U) An SSA may authorize a joint arrest with state and local authorities, United States 
Marshals Service (USMS), or other federal law enforcement agencies. In circumstances of 
joint arrests, the SAC remains responsible to ensure that there is a well-considered arrest plan. 


19.2.4.7 (U) Eyewitness Identifications 


(U) See|_ 

guidance on gathering eyewitness identifications of suspects during an investigation. 


for 


19.3 (U) Arrest without Warrant 


19 . 3.1 (V) Federal Crimes 

(U) Whenever possible, SAC and USAO authority must be obtained before making a warrantless 
arrest. Agents are authorized to make warrantless arrests for any federal crime (felony or 
misdemeanor) committed in their presence. Agents also have authority to make warrantless 
felony arrests for a crime not committed in the presence of the agent if there is probable cause to 
believe die person to be arrested committed a federal felony. A warrantless arrest must only be 
made when sound judgment indicates obtaining a warrant would unduly burden the investigation 
or substantially increase the potential for danger or escape. See DIOG subsection 19.3.3. (Non- 
Federal Crimes below.) 

19.3.2 (U) Notification to U.S. Attorney 

(U) When a warrantless arrest has been made, the USAO must be contacted immediately for 
authorization to prosecute. 
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19.3.3 (U) Non-Federal Crimes 

(U) There is no federal statutory authority for agents to intervene in non-federal (state) crimes. 
However. FBI policy permits certain types of non-federal arrests in exigent circumstances. 

(U) As a general rule, an agent should only make an arrest for a state crime if a serious offense 
(felony or violent misdemeanor) has been committed in his or her presence and immediate action 
by the agent is necessary to prevent escape, serious bodily injury, or destruction of property. 

(U) Agents are also authorized to arrest a person who is the subject of an FBI Predicated 
Investigation when a state or local arrest warrant for that person is outstanding, and the person is 
encountered during the investigation and would likely escape if not arrested. Similarly, an agent 
working with state or local law enforcement officers who request assistance to apprehend a non- 
federal fugitive who has been encountered during the course of a federal investigation is 
authorized to provide the requested assistance when intervention is otherwise permitted for a 
state crime as described in the preceding paragraph. 

(U) In some states, there is legislative authority for an agent to intervene in certain types of state 
crimes as a peace officer rather than as a private citizen. Deputation or statutory recognition as a 
state peace officer allows a federal agent to make arrests for state offenses with the authority and 
immunities of a law enforcement officer of the state or one of its subdivisions. Of greater 
significance is whether intervention by an agent in a particular non-federal crime falls within the 
scope of employment. Agents who intervene in serious nonfederal crimes committed in their 
presence or who arrest a state fugitive under the circumstances previously described will 
normally be considered to be acting within the scope of their employment. While the 
determination to provide legal representation depends on the facts and circumstances of each 
circumstance, the DOJ, as a general rule, will provide legal representation to agents who act in 
accordance with this policy. 

(U) It is important to note that the DOJ has indicated that efforts to enforce minor infractions of 
the law, such as shoplifting or traffic violations, are not generally considered to be within the 
scope of employment. Civil actions against federal personnel concerning acts which fall outside 
the scope of employment will not be removed to federal courts, and employees in such 
circumstances will not be eligible for legal representation provided for by the DOJ. An agent's 
status with respect to civil liability in such circumstances will depend on a particular state's law, 
which may require an employee to defend himself/herself as an ordinary citizen. 

19.3.4 (U) Adherence to FBI Policy 

(U) If any official in the USAO instructs an agent to arrest or detain a subject in any manner 
contrary to FBI rules and regulations, the agent must not comply with such instructions and must 
immediately inform the SSA. (See the special rules in DIOG 19.12 below for the arrest of 
juveniles.) 

19.4 (U) Prompt Appearance before Magistrate 

(U) When a federal arrest is made, the arrestee must be taken before a federal magistrate judge 
without unnecessary delay. If a federal magistrate judge is not available, the arrestee may be 
brought before a state or local judicial officer authorized by 18 U.S.C. § 3041 after consultation 
with the USAO. 
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(U) Special Considerations for Unlawful Flight to Avoid Prosecution (UFAP) Arrests : If the 
arrestee was arrested on a warrant charging only a violation of UFAP, the arrestee can be 
transferred without unnecessary delay to the custody of the appropriate state or local authorities 
in the district of arrest. The USAO in the originating district will move promptly to dismiss the 
UFAP warrant. It is not necessary to wait until the UFAP warrant has been dismissed to release 
the subject to state or local authorities, but it is important for the agent to ensure that the USAO 
dismisses the UFAP warrant promptly after the arrest. 

(U) If an agent makes a warrantless arrest, a complaint must be filed setting forth the probable 
cause. The complaint is generally submitted when the arrestee is brought before the magistrate. 

A personal, telephonic, or electronic presentation to the magistrate of the facts setting forth the 
probable cause must occur within 48 hours of a warrantless arrest if the arrestee is detained and 
an initial appearance cannot be held within that 48-hour period. 

19.4.1 (U) Definition of Unnecessary Delay 

(U) Rule 5 of the Federal Rules of Criminal Procedure requires the arresting agent to bring the 
accused before a federal magistrate judge without unnecessary delay. What constitutes 
“unnecessary delay” is determined in light of all the facts and circumstances. Confessions 
obtained from defendants during periods of unnecessary delay prior to initial appearance are 
generally inadmissible at trial. As a general rule, a voluntary confession within six (6) hours of 
arrest is not considered a product of unnecessary delay. The six-hour period begins when the 
accused is arrested or taken into custody by federal law enforcement authorities on a federal 
charge and runs continuously. The six (6) hour safe harbor can be extended to include delays 
found by the trial judge to be reasonable considering the means of transportation and the distance 
to be traveled to the nearest available magistrate judge. Delay solely for the purpose of 
conducting interrogation is not permitted. Delays for many other reasons may be justified and 
will not result in suppression of a statement, particularly when there is no indication that the 
purpose of the delay was to extract a confession (See DIOG subsections 19.4.2 and 19.4.3). For 
example, courts have found delays beyond six hours to be justified when attributable to the 
defendant’s need for medical treatment, his intoxication, the agents’ need to remain at the scene, 
the unavailability of a magistrate, and booking or other legitimate law enforcement procedures 
unrelated to interrogation. 

(U) To avoid the risk that a court will determine that delay beyond the safe-harbor period was 
“unnecessary” and suppress a confession elicited more than six (6) hours after arrest, agents who 
want to continue or resume an interrogation after six (6) hours must seek a waiver of the right to 
prompt presentment from the accused. To continue an interrogation after six hours have elapsed, 
agents must advise the suspect of his Rule 5 rights, and seek an affirmative waiver of those rights 
from him. The warning and waiver must be substantially in accord with this approved waiver 
language: 

(U) “You have a right to be taken without unnecessary delay to court, where a 
judge will advise you of the charges against you and provide you with a copy of 
any affidavit the government has filed in support of these charges. The judge will 
also advise you of the rights I advised you of previously, namely, that you have a 
right to an attorney and to have an attorney appointed for you; that you have a 
right to remain silent and that any statement you make may be used against you. 

The judge will also tell you if you have a right to a preliminary hearing, and that 
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if you do, the government will have to establish that the charges in the complaint 
are supported by probable cause. The judge will also tell you about the factors 
that will determine whether you can be released from custody prior to trial. Do 
you understand this right and are you willing to waive it and continue to talk to 
us? ” 

(U) It is prudent to obtain a waiver of the right to prompt presentment in any circumstance when 
interrogation extends beyond the six-hour safe-harbor period. 

19.4.2 (U) Effect of Unnecessary Delay 

(U) Incriminating statements obtained during any period of unnecessary delay after arrest and 
prior to the initial appearance before a Magistrate Judge are subject to suppression. 

19.4.3 (U) Necessary Delay 

(U) If the delay in bringing an arrested person before the magistrate judge is greater than six 
hours and a confession is obtained after six hours, the government has the burden of proving the 
delay was reasonable. Some factors which could contribute to a finding that a delay beyond six 
hours were reasonable are the means of transportation, the distance to the nearest available 
magistrate judge and the time and day of the week of the arrest. 

19.4.4 (U) Initial Processing 

(U) Following an arrest, the defendant should be brought to the nearest FBI office for 
fingerprinting, photographing, and an interview, where appropriate. Additionally, arresting 
agents and TFOs must be cognizant of the custodial recording policy. See DIOG subsection 
18.5.6.4.17 for guidance on recording custodial interviews. Other law enforcement agency 
offices may be used for this purpose if FBI facilities are not reasonably available. This process 
generally should not exceed six hours, measured from the time of arrest to the time of arrival 
before the magistrate judge. 

19.4.4. 1 (U) Requests of Subjects in Custody 

(U) In all cases in which a Bureau subject is incarcerated either prior to or after initial 
appearance and plea, if the subject makes known to an agent during the course of an interview 
or otherwise his/her desire to be brought before the district court judge or to see a U.S. 
Marshal, immediate steps must be taken by the agent to advise the United States Attorney’s 
Office (USAO) or U.S. Marshals Service of the desires of the subject. 

19.4.5 (U) Collection of DNA after Arrest or Detention 

(U) The Attorney General has directed the FBI to collect DNA samples from all arrestees, other 
than juveniles, and all non-U.S. persons (non-USPER) lawfully detained. A DNA sample should 
ordinarily be obtained during initial processing. FBI DNA collection kits should be used to 
collect a saliva sample from inside the person’s mouth. 

(U) There is no requirement to obtain a DNA sample from an individual who is arrested on an 
UFAP warrant when that individual will be turned over to the appropriate state/local agency with 
the expectation that the UFAP charge will be dismissed. A DNA sample should not be obtained 
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from an individual arrested on a UFAP warrant when there is no expectation of federal 
prosecution. For example, when it is anticipated that the UFAP charge will be dismissed and the 
individual turned over to the appropriate state/local agency, no DNA sample should be obtained. 

(U) A DNA sample may not be taken from a juvenile arrestee. A DNA sample may only be 
taken from a juvenile after he/she has been convicted of certain drug or violent offenses. 

(U) Federal law requires covered individuals to provide a DNA sample as a condition of pre-trial 
release and imposes criminal liability for failing to cooperate in the collection of the sample. 

(U) The law also authorizes “such means as are reasonably necessary to detain, restrain, and 
collect a DNA sample from an individual who refuses to cooperate in the collection of the 
sample.” If resistance is encountered, agents must seek to elicit the cooperation of the individual 
to collect the sample. If the individual continues to resist, agents must advise the USAO or the 
judge and seek a judicial order requiring the individual to cooperate. If the individual still 
continues to resist after the court order, agents may use reasonable force to overcome resistance 
and safely obtain the DNA sample. 

(U) For additional information on the process of collecting DNA samples from arrestees, see EC 
dated, 11/20/2009 from Laboratory to All Field Offices (319 T-HO - A1487667-LABh 

19.5 (U) Use of Force 

19.5.1 (U) Identification 

(U) An arresting agent should identify himself/herself before effecting the arrest, in a clear, 
audible voice, as a special agent of the FBI and state his/her intention to arrest the subject. 

19.5.2 (V) Physical Force 

(U) Agents are permitted to use the amount of physical force reasonable and necessary to take 
custody and overcome all resistance of the arrestee, and to ensure the safety of the arresting 
agents, the arrestee and others in the vicinity of the arrest. 

(U) See FBI Deadly Force Policy - Appendix f: (U) DPI Policy QQ Use of Force. 

(U) See Less Lethal Devices Policy Quide. 0517DPG. 


19.5.3 (V) Restraining Devices 

(U) Temporary restraining devices, such as handcuffs, shackles and/or belts may be used to 
secure an arrestee. Use of such devices is lawful and proper, and agents are expected to employ 
reasonable judgment under the circumstances in the use of these devices and to resolve any 
doubt in favor of their use. 

19.5.4 (U) Pregnant Arrestees 

(U) Within the standard operational procedures designed to ensure the successful completion of 
an operation and its immediate objectives, and while also guarding the safety of all involved, 
reasonable precautions and techniques should be employed when dealing with an arrestee 
reasonably believed to be pregnant to avoid harm to the fetus. This caution includes actions 
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involving confrontation, apprehension, employing restraints, transporting and confining the 
individual, and responding promptly to needed or requested medical care. In particular, 
reasonable care or precautions should be considered and used, if appropriate under the 
circumstances, when employing physical restraints that directly constrict the area of the fetus. 

19.6 (U) Manner of Entry 

19.6.1 (U) Knock and Announce 

(U) Pursuant to 18 U.S.C. section 3109 and court decisions, agents are generally required to 
"knock and announce" their identity, authority and purpose, and demand to enter before entry is 
made to execute an arrest warrant in a private dwelling. This is part of the "reasonableness" 
requirement of the Fourth Amendment. The announcement can be given by one agent and need 
not be lengthy or elaborate but must convey to the person behind the door what is occurring. A 
loud announcement is essential and electronic devices designed to amplify the voice should be 
used where communication is anticipated to be difficult. 

(U) the "knock and announce" requirement need not be complied with when the agent executing 
the warrant has a reasonable suspicion of one or more of the following: 

(U) to "knock and announce" would cause the agent and/or another to be placed in imminent 
peril of bodily harm; 

(U) to "knock and announce" would be a useless or futile gesture as the persons within the 
premises already know of the agent's identity, authority, and purpose; 

(U) to "knock and announce" would cause the evidence sought under the warrant to be destroyed 
or removed; or 

(U) to "knock and announce" would be reasonably likely to trigger an attempted escape of the 
person agents seek to arrest. 

19.6.2 (U) Suspect's Dwelling 

(U) In order to lawfully enter a suspect's dwelling to effect an arrest, agents must have either: (i) 
consent to enter, (ii) an emergency ("hot pursuit") justifying a warrantless entry, or (iii) an arrest 
warrant and probable cause to believe the suspect is in the dwelling. In determining whether a 
location is the suspect's dwelling, an apartment, hotel, motel or boardinghouse room becomes the 
dwelling of the person renting or leasing it. If the suspect is not named on the lease or rental 
agreement, the dwelling may still be considered the suspect's dwelling if the suspect occupies the 
dwelling jointly with another. 

19.6.3 (U) Third Party Dwelling 

(U) In order to lawfully enter a third party's dwelling to arrest a suspect, agents must have either: 
(i) consent to enter, (ii) an emergency ("hot pursuit") justifying a warrantless entry, or (iii) a 
search warrant for the third party dwelling describing the person to be arrested. For these 
purposes, “third party dwelling” is any private dwelling other than the principal dwelling of the 
person to be arrested. For example, a search warrant would be necessary if the arrestee is a 
casual visitor, or temporary caller at the dwelling of the third party. In order to enter a private 
dwelling to effect an arrest, whether pursuant to an arrest warrant, search warrant, or exigent 
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circumstances, the agent must have probable cause to believe the suspect to be arrested is within 
the dwelling to be entered. 

19.6.4 (U) Exigent Circumstances 

(U) If an agent has a reasonable belief that the subject will flee before a warrant can be obtained, 
or there is a substantial likelihood that the subject will dispose of evidence before a warrant can 
be obtained or there is increased danger to agents or others if entry is delayed to obtain a warrant, 
exigent circumstances exist which may justify entry into a dwelling to make a warrantless arrest 
or entry into a third party dwelling without a search warrant to make an arrest. 

19.7 (U) Search Incident to Arrest 

(U) The authority to search incident to an arrest is an exception to the warrant requirement. 

Under this exception, an agent may conduct a full and complete search of the person of the 
arrestee and the area within the arrestee’s “immediate control.” Immediate control means “the 
area from within which an arrestee might gain possession of a weapon or destructible evidence. 
The purpose for the exception is to protect the arresting agent, prevent escape, and preserve any 
evidence in possession of the arrestee. The right to search flows from the fact of arrest, not the 
nature of the crime for which the arrest has been made. A search incident to arrest must be made 
without delay and “roughly contemporaneous” with the arrest itself. 

19.7.1 (U) Prerequisite: La wful Arrest 

(U) A search incident to arrest first requires a lawful custodial arrest based upon probable cause. 
A warranted arrest is presumptively lawful. As discussed below, authority to enter a subject’s 
dwelling to arrest is limited. 

(U) Entry into Suspect's Dwelling: If entering the defendant's dwelling to effect an arrest, agents 
must have either (i) consent to enter, (ii) an emergency ("hot pursuit"), or (iii) an arrest warrant 
and probable cause to believe that the defendant is inside the premises. 

19.7.2 (U) Scope and Timing Requirement 

19.7.2.1 (U) Scope of Search 

(U) The agent is entitled to search the person of the arrestee and the area within the arrestee's 
immediate control for weapons, to prevent concealment or destruction of evidence, and to 
prevent concealment of any means of escape. The search may extend to any portable personal 
property in the arrestee's actual possession, such as clothing, purses, briefcases, grocery bags, 
etc. Items of personal property accessible to the arrestee, such as an unlocked desk drawer or 
unlocked suitcase, may be searched. Absent exigent circumstances or valid consent, 
inaccessible or locked items of personal property may not be searched incident to arrest. 

(U) In order to search the contents of a cell phone, Agents must obtain a warrant, valid 
consent or otherwise have exigent circumstances. As such, the search incident to arrest 
exception to the warrant requirement does not extend to data in a cell phone or other personal 
electronic device carried on or about the arrestee. 
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(U) If there is probable cause to believe a cell phone or other personal electronic device 
contains evidence, it may be seized, but the agent must obtain a search warrant or otherwise 
rely upon an exception to warrant requirement, e.g. valid consent, exigency, etc. prior to 
actually searching the cell phone or other electronic device. That electronic evidence may be 
destroyed remotely does not constitute exigent circumstances unless there is probable cause 
that remote destruction is actually imminent in the specific situation as to the particular 
device. 

19.7.2.2 (U) Vehicles 

(U) The interior passenger compartment of a vehicle may be searched incident to a recent 
occupant’s arrest only if the arrestee is within reaching distance of the passenger compartment 
at the time of search or if it is reasonable to believe the vehicle contains evidence of the 
offense for which the person was arrested. A search incident to arrest of an arrestee’s vehicle 
may not otherwise occur. For example, a search of the vehicle incident to an arrest would not 
be permitted after the occupant has been removed, handcuffed, and placed in a nearby FBI 
vehicle if the arrest was based on an outstanding arrest warrant for failure to appear. If a 
search of a vehicle incident to arrest can be done under the described circumstances, the 
permissible scope can include unlocked or otherwise accessible containers, such as glove 
compartments, luggage, bags, clothing, etc. 

19.7.2.3 (U) Cell Phones 

(U) The contents of a cell phone have a reasonable expectation of privacy, and therefore. 
Agents must obtain a warrant to search the cell phone unless they obtain lawful consent or 
exigent circumstances exist. 

(U) In addition, Agents may not search the contents of a cell phone in the possession of the 
arrestee incident to an arrest. This also includes a search incident to arrest of the contents of a 
cell phone found in a vehicle occupied by the arrestee. The automobile search exception to the 
warrant requirement does not apply for a warrantless search of a cell phone in a vehicle. 

19.7.2.4 (U) Protective Sweep 

(U) Agents may conduct a protective sweep of the areas immediately adjacent to the site of 
the arrest for the purpose of locating persons that may pose a threat to the safety of the agents 
or others. Additionally, a protective sweep of other areas beyond those immediately adjacent 
to the site of the arrest may be conducted if the agents have a reasonable suspicion, based on 
specific and articulable facts, that an individual who poses a danger to those present is in the 
area to be swept. Reasonable suspicion must be based on facts known to the agents, such as 
noises in an attic or the at-large status of a dangerous associate. A protective sweep must be 
limited to a brief inspection of those areas within the premises in which a person could hide. If 
an agent observes evidence in plain view while conducting a protective sweep, the evidence 
may be seized under the plain view doctrine. 

19.7.2.5 (U) Timing 

(U) A search incident to arrest must be made contemporaneous to the time and place of arrest 
and before the arrestee is removed from the area. A more thorough search of the arrestee at the 
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FBI office or some other place to which the arrestee is transported is also permitted as a 
search incident to arrest. Additionally, agents may conduct protective sweeps as described 
above at the time of arrest. 

19.7.3 (U) Inventory of Personal Property 
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(U) The following is an example to illustrate a circumstance under which an inventory search 
cannot not be conducted: 



(U) If a person in FBI custody complains of sickness or ill health or if it is reasonably apparent to 
agents that such a condition exists, arrangements should be made to afford such persons 
reasonable medical attention without delay. Agents must also be mindful of the health and well¬ 
being of any pregnant subject and make arrangements for medical attention when asked or when 
it is reasonably apparent that the subject or fetus needs medical attention. If the time required to 
obtain medical care may result in the passing of more than six hours between arrest and 
presentment, agents must document the basis for and the receipt of any medical attention given 
to the arrestee. 

19.9 (U) Arrest of Foreign Nationals 
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19.9.1 (U) Requirements Pertaining to Foreign Nationals 

(U) When a foreign national is arrested or detained, the arresting agent must advise him/her of 
the right to have his/her consular officials notified. 

(U) In some situations, the nearest consular officials must be notified of the arrest or detention of 
a foreign national, regardless of the national's wishes. 

(U) Consular officials are entitled to access to their nationals in detention and are entitled to 
provide consular assistance. 
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19.9.2 (U) Steps to Follow When a Foreign National is Arrested or 

Detained 

(U) The arresting agent must determine the foreign national's country of citizenship, hi the 
absence of other information, the arresting agent must assume that the country of citizenship is 
the country on whose passport or other travel documents the foreign national travels. 

(U) If the foreign national's country is not on the mandatory notification list below: 

(U) The arresting agent must promptly offer to notify the foreign national's consular officials of 
the arrest/detention. For a suggested statement to the foreign national, see Statement 1 below. 

(U) If the foreign national asks that consular notification be given, the arresting agent must 
promptly notify the nearest appropriate consular official of the foreign national's arrest. 

(U) If the foreign national's country is on the list of mandatory notification countries: 

(U) The arresting agent must promptly notify the nearest appropriate consular official of the 
arrest/detention. 

(U) The arresting agent must tell the foreign national that this notification will be made. A 
suggested statement to the foreign national is found at Statement 2 below. 

(U) The arresting agent must keep a written record (EC or FD-302) in the investigative file that 
he/she provided appropriate notification to the arrestee and of the actions taken. 

(U) Mandatory Notification Countries or Jurisdictions 


Algeria 

Guyana 

Saint Lucia 

Antigua and Barbuda 

Hong Kong 50 

Saint Vincent and the 
Grenadines 

Armenia 

Hungary 

Seychelles 

Azerbaijan 

Jamaica 

Sierra Leone 

Bahamas 

Kazakhstan 

Singapore 

Barbados 

Kiribati 

Slovakia 

Belarus 

Kuwait 

Tajikistan 


50 (U) Hong Kong reverted to Chinese sovereignty on July 1, 1997, and is now officially referred to as the Hong 
Kong Special Administrative Region. Under paragraph 3(f) (2) of the March 25, 1997, U.S.-China Agreement on the 
Maintenance of the U.S. Consulate General in the Hong Kong Special Administrative Region, U.S. officials are 
required to notify Chinese officials of the arrest or detention of persons bearing Hong Kong passports in the same 
manner as is required for persons bearing Chinese passports— i.e., immediately and, in any event, within four days 
of the arrest or detention. 
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(U) Mandatory Notification Countries or Jurisdictions 


Belize 

Kyrgyzstan 

Tanzania 

Brunei 

Malaysia 

Tonga 

Bulgaria 

Malta 

Trinidad and Tobago 

China 51 

Mauritius 

Tunisia 

Costa Rica 

Moldova 

Turkmenistan 

Cyprus 

Mongolia 

Tuvalu 

Czech Republic 

Nigeria 

Ukraine 

Dominica 

Philippines 

United Kingdom 52 

Fiji 

Poland (non-permanent residents 
only) 


Gambia 

Romania 

Uzbekistan 

Georgia 

Russia 

Zambia 

Ghana 

Saint Kitts and Nevis 

Zimbabwe 

Grenada 




19.9.3 (U) Suggested Statements to Arrested or Detained Foreign 

Nationals 

19.9.3.1 (U) Statement 1: When Consular Notification is at the Foreign 

National's Option 

(U) You are entitled to have us notify your country's consular representatives here in the 
United States that you have been arrested or detained. A consular official from your country 
may be able to help you obtain legal counsel and may contact your family and visit you in 


51 (U) Notification is not mandatory in the case of persons who carry "Republic of China" passports issued by 
Taiwan. Such persons must be informed without delay, that the nearest office of the Taipei Economic and Cultural 
Representative Office ("TECRO"), the unofficial entity representing Taiwan's interests in the United States, can be 
notified at their request. 

52 (U) Mandatory notification is required for nationals of the British dependencies Anguilla, British Virgin Islands, 
Bermuda, Montserrat, and the Turks and Caicos Islands. Their nationals carry United Kingdom passports. 
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detention, among other things. If you want us to notify your country’s consular officials, you 
can request notification now or at any time in the future. After your consular officials are 
notified, they may call or visit you. Do you want us to notify your country's consular officials? 

19.9.3.2 (U) Statement 2: When Consular Notification is Mandatory 

(U) Because of your nationality, we are required to notify your country's consular 
representatives here in the United States that you have been arrested or detained. After your 
consular officials are notified, they may call or visit you. You are not required to accept their 
assistance, but they may be able to help you obtain legal counsel and may contact your family 
and visit you in detention, among other things. We will notify your country's consular officials 
as soon as possible. 

19.9.4 (U) Diplomatic Immunity 

(U) Agents may not knowingly or intentionally enter the office or dwelling of a diplomat or a 
person with diplomatic immunity for the purpose of making an arrest, search, or seizure. 

19.9.4.1 (U) Territorial Immunity 

(U) All embassies, legations, and consulates have territorial immunity. Consequently, no 
agent may attempt to enter any embassy, legation, or consulate for the purpose of making an 
arrest, search or seizure. This territorial immunity extends to both the offices and residences 
of ambassadors and ministers, but only to the office of a consul. A consul’s residence does not 
enjoy territorial immunity. 

19.9.4.2 (U) Personal Immunity 

(U) Ambassadors and ministers, members of their staffs and domestic servants, and the 
immediate family members of a diplomatic officer have personal immunity, as do the 
immediate family members of the administrative and technical staff of a diplomatic mission. 
Consequently, no agent should attempt to arrest or detain any such person. The personal 
immunity applies to the staffs, domestic servants and immediate family members, regardless 
of citizenship. Ordinarily, consuls do not have personal immunity from arrest on misdemeanor 
charges. If the arrest of a consul is contemplated, immediately notify FBIHQ by telephone or 
electronic communication before any action is taken so that an appropriate check can be made 
with the Department of State to determine whether the consul involved has any special 
immunity. 

19.10 (U) Arrest of Members of the News Media 

(U) Attorney General authorization is required prior to arresting, or charging a member of the 
news media regarding criminal conduct he/she is suspected of having committed in the course of, 
or arising out of, the coverage or investigation of the news or while engaged in the performance 
of official duties.(U) Requests for the approval must be submitted to the AD of the operational 
FBIHQ division that is responsible for the investigative classification and the AD of the Office 
or Public Affairs (OPA) by an EC. The requesting EC must be reviewed by the CDC and 
approved by the SAC after coordination with the local USAO. The EC must set forth the facts 
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believed to establish probable cause and the investigative justification for the arrest, consistent 
with the DOJ regulations set forth in 28 C.F.R. § 50.10. 

(U) Note : 28 C.F.R. § 50.10(b)(1)(h) provides guidance on categories of individuals and entities 
not covered by, and therefore not entitled to the protections of the DOJ policy set out in 28 
C.F.R. § 50.10 . 


19.10.1 (U) Exigent Circumstances 


(U) A Deputy Assistant Attorney General (DAAG) for the Criminal Division may authorize the 
questioning of a member of the news media as described in DIOG subsecti on 18.5.6.4.8.1.1 
above if he/she determines that exigent use of such a technique is necessarvl \ 


(U) The requesting field office seeking exigent authority must set out the circumstance s that 
justify seeking exigent approval authority and communicate the basis for the request to 


is then responsible for seeking DAAG approval as set forth in 28 C.F.R. 
50.10(f). If the exigent request was made by oral communication and the AG’s approval w as 
obtained, the held office is responsible to subm it written documentation to 

as soon as practicable. 


oral request. THef 


alter tire making the 

ts responsible to prepare tbe appropriate written 


documentation to DOJ, including documenting the receipt of AG approval. This documentation 
must be electronically placed into the case file. 


(U) 


19.11 (U) Arrest of Armed Forces Personnel 


(U) The Uniform Code of Military Justice authorizes any commanding officer exercising general 
court-martial jurisdiction to surrender military personnel under the officer's command to civil 
authority when the person has been charged with a civil offense. A request for surrender must be 
accompanied by: 

(U) A copy of the indictment, presentment, information, or warrant; 

(U) Sufficient information to identify the person sought as the person who allegedly committed 
the offense; and 

(U) A statement of the maximum sentence which may be imposed upon conviction. 

(U) Receipts for persons surrendered for civil prosecution should be signed by an official in the 
USAO, not by an FBI employee. 


b7E 
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19.12 (U) Arrest of Juveniles 

19.12.1 (U) Definition 

(U) A violation of 18 U.S.C. § 922(x)(2) or violation of a federal law which would have been a 
crime, if committed by an adult, by a person who has not attained his/her 18th birthday is an act 
of juvenile delinquency. For the purpose of juvenile delinquency proceedings, a juvenile is a 
person who committed a crime before his/her 18 th birthday who has not attained his/her 21 st 
birthday at the time charges are commenced. 

19.12.2 (U) Arrest Procedures 

(U) Pre-arrest procedures applicable to adults (discussion with USAO, filing of complaint, 
issuance of warrant) also govern arrests of juveniles. After arrest, however, the Federal Juvenile 
Delinquency Act requires strict compliance with the following procedures: 

A) (U) Advice of Rights - The arresting agent must immediately advise the arrested 
juvenile of his/her "legal rights" in language comprehensible to the juvenile. The 
rights found on the standard Form FD-395 meet this requirement. The arresting agent 
may obtain a signature waiving his/her rights only if the Chief Division Counsel 
(CDC) or the USAO, based on the law of the circuit, has approved interrogation of the 
juvenile. 

B) (U) Notification to U.S. Attorney’s Office and Juvenile's Parents - The arresting 
agent must immediately notify the USAO and the juvenile's parents, guardian, or 
custodian, that the juvenile has been arrested. The juvenile’s parents, guardian, or 
custodian must also be notified of the juvenile's rights (use the FD-395 for this 
purpose) and the nature of the alleged offense for which the juvenile was arrested. 

C) (U) Initial Appearance before Magistrate Judge - Subsequent to his/her arrest, the 
juvenile must be taken to a magistrate judge forthwith. 

D) (U) Record of Notification and Appearance - Because proof of timely notification to 
the juvenile’s parents and prompt appearance before the magistrate judge is essential, 
agents must promptly prepare FD-302(s) documenting the time the following events 
occurred: 

1) (U) The juvenile was arrested; 

2) (U) The juvenile was advised of his/her rights; 

3) (U) The USAO was notified; 

4) (U) The juvenile’s parents, guardian, or custodian were notified of the arrest and of 
the juvenile’s rights; and 

5) (U) The juvenile was taken before a magistrate judge. 

E) (U) Interrogation and Interviews - Whether a juvenile may be interrogated between 
arrest for a federal offense and initial appearance before the magistrate judge depends 
on die law of the circuit in which the arrest occurs. When an agent interviews a 
juvenile in custody, after arrest and prior to initial appearance while in a place of 
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detention with suitable recording equipment, the statement must be recorded in 
accordance with DIOG subsection 18.5.6.4.17.3. If interrogation is not permitted in 
the circuit of arrest, information volunteered by the arrested juvenile concerning 
his/her guilt must be recorded in the agent's FD-302. Clarifying questions may be 
asked if necessary to be certain what the juvenile intended to convey. The volunteered 
statement may be reduced to writing if such action does not delay the juvenile's 
appearance before the magistrate judge. A juvenile may always be questioned 
concerning the guilt of someone else, if such questioning does not delay bringing 
him/her before the magistrate judge. These rules apply only when the juvenile has 
been arrested for a federal offense. They do not apply when the juvenile is suspected 
of having committed a federal offense but is under arrest by state or local officers on a 
state or local charge. 

F) (U) Fingerprinting and Photographing - Agents may not fingerprint or photograph a 
juvenile unless he/she is to be prosecuted as an adult. Because it is not known at the 
time of arrest whether the juvenile will be prosecuted as an adult or a juvenile, agents 
may not fingerprint or photograph a juvenile without permission of the magistrate 
judge. Following an adjudication of delinquency based on an offense which, if 
committed by an adult, would be a felony that is a crime of violence or a violation of 
21 U.S.C. § 841 (manufacturing, distributing, dispensing of a controlled substance or 
possession with the intent to do same), § 955 (possession of controlled substances on 
board vessels arriving in or departing the United States) or § 959 (manufacture or 
distribution of controlled substances for purpose of unlawful importation), the juvenile 
must be fingerprinted and photographed. Agents should coordinate fingerprinting and 
photographing with the USMS. 

G) (U) DNA Collection - Agents must not take DNA samples from juveniles at the time 
of arrest. 

H) (U) Press Releases - Neither the name nor picture of an arrested juvenile may be 
made public. Accordingly, the arrest of a juvenile may only be announced by a press 
release that does not contain identifying information 
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(U) Other investigative resources described below are available as specified in Assessments and 
Predicated Investigations. The investigative resources include: 

20.1.1 (U/fF OUO ) |~ 

(U) See Section 20.2 below. 

20.1.2 (U//FOUQI 

(U) See Section 20.3 below. 

20.1.3 (U //FOUO) Behavioral Analysis- Operational Behavioral 
S upport Program 


(U) See Section 20.4 below. 

20.1.4 (U/ /FOUO ) Sensitive Technical Equipment 
(U) See Section 20.5 below. 

20.2 (U//FOUQ) ~ 

(u/ /rou oj~ 


b7E 
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20.2.1 (U) A uthorized Investigative Activity 



b7E 
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20.3.1 (U) Authorized Investigative Activity 
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20.4 (U/ /FOU6 ) Operational Behavioral Support Program - CIRG’s 
Behavioral Analysis Units (BAUs) and/or CD’s Behavioral 
Analysis Program 

20.4.1 (U) Authorized Investigative Activity 

(U) The National Center for the Analysis of Violent Crime (NCAVC) manages and directs the 
FBI’s operational behavioral support across all investigative programs. In addition, the 
NCAVC's units provide operational and analytical support, without charge, to federal, state, 
local, tribal, foreign law enforcement, intelligence and security agencies involved in the 
investigation of unusual or repetitive violent crimes, communicated threats, terrorism, and other 
matters. The NCAVC also provides support through expertise and consultation in non-violent 
matters, such as national security, corruption, and white-collar crime investigations. See DIOG 
Section 12 for FD-999 documentation and other requirements for Assistance to Other Agencies. 

(U) Requests for NCAVC operational assistance should be made to the NCAVC Coordinator in 
the field office or to the NCAVC unit at Quantico. Requests for service can be coordinated 
through direct contact, telephone, email or Electronic Communication to the NCAVC. All FBI 
operational behavioral support requests must be coordinated and approved by the NCAVC. 

(U) The appropriate Legal Attache office (LEGAT) or the International Operations Division 
(IOD) must coordinate all requests from foreign law enforcement, intelligence and security 
agencies with NCAVC staff. NCAVC staff will assist the LEGAT or IOD preparation of an 
appropriate request for service and will facilitate the delivery of the service requested from the 
foreign agency. 

(U) See the NCAVC website for additional information. 

20.5 (U //FOU O) Sensitive Technical Equipment 

(U//FOUO-) Definition: Sen sitive Technical Equipment (STE) is defined in the 


20.5.1 

(U) A UTHORIZEDINVESTIGA TIVE A CTIVITY 
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IReler to the Extraterritorial Guidelines (see DIOG Section 13), appropriate 


Policy Guides, and OTD policy for additional information. 
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20.6.1 (U) Authorized Investigative Activity 

(U/ / F 0U 9)r 
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21 (U) INTELLIGENCE COLLECTION 


21.1 (U) Incidental Collection 


(U//FOUO) Incidental colle ction is in formation derived during the course of a pending 
investigation , assessment, orl Ithat is responsive to PFI FBI, or IC collection 

requirement, 


(U//FOUO) Incidentally collected infor mation, responsive to the above-mentioned collection 
requirements, may also be derived from| 



21.2 (U) FBI National Collection Requirements 


(U/ /FOUO) The FBIHQ DI establishes FBI national collection requirements after coordination 
with OGC, other FBIHQ operational divisions, and field offices. An FBI national collection 
requirement describes information needed by the FBI to: (i) identify or obtain information about 
potential targets of, or vulnerabilities to, Federal criminal activities or threats to the national 
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security; or (ii) inform or facilitate intelligence analysis and planning pertinent to the FBI’s law 
enforcement or national security missions. 



(U) For example: 


B) 


C) 


(U//FOU0) Before any investigative activity is conducted in order to respond to an FBI national 
collection requirement, an Assessment or Predicated Investigation must be opened or already 
open. An Assessment cannot be opened solely based upon an FBI national collection 
requirement. An authorized purpose (national security or criminal threat) and clearly defined 
objective(s) must exist prior to opening an Assessment. During an Assessment, the FBI is 
authorized to collect against any FBI national collection requirement that is relevant to the 
Assessment! 
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21.3 (U//F0t}0) FBI Field Office Collection Requirements 


An FBI field office collection requirement describes information needed by the field 
to: (i) identify or obtain information about potential targets of or vulnerabilities to Federal 
criminal activities or threats to the national security; or (ii) inform or facilitate intelligence 
analysis and planning pertinent to the FBI’s law enforcement or national security missions. 

(U// F0UO) B efore any investigative activity may be conducted to respond to an FBI field office 
collection requirement, an Assessment or Predicated Investigation must be opened or already 
open. An A ssessment cannot be opened solely based upon an FBI field office collection 
requirement 
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These Guidelines are issued under the authority of the Attorney General as provided in 
sections 509, 510, 533, and 534 of Title 28, United States Code, and Executive Order 12333. They 
apply to domestic investigative activities of the Federal Bureau of Investigation (FBI) and other 
activities as provided herein. 
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INTRODUCTION 

As the primary investigative agency of the federal government, the Federal Bureau of 
Investigation (FBI) has the authority and responsibility to investigate all violations of federal law 
that are not exclusively assigned to another federal agency. The FBI is further vested by law and 
by Presidential directives with the primary role in carrying out investigations within the United 
States of threats to the national security. This includes the lead domestic role in investigating 
international terrorist threats to the United States, and in conducting counterintelligence activities 
to meet foreign entities' espionage and intelligence efforts directed against the United States. 

The FBI is also vested with important functions in collecting foreign intelligence as a 
member agency of the U.S. Intelligence Community. The FBI accordingly plays crucial roles in 
the enforcement of federal law and the proper administration of justice in the United States, in the 
protection of the national security, and in obtaining information needed by the United States for 
the conduct of its foreign affairs. These roles reflect the wide range of the FBI’s current 
responsibilities and obligations, which require the FBI to be both an agency that effectively 
detects, investigates, and prevents crimes, and an agency that effectively protects the national 
security and collects intelligence. 

The general objective of these Guidelines is the full utilization of all authorities and 
investigative methods, consistent with the Constitution and laws of the United States, to protect 
the United States and its people from terrorism and other threats to the national security, to protect 
the United States and its people from victimization by all crimes in violation of federal law, and 
to further the foreign intelligence objectives of the United States. At the same time, it is axiomatic 
that the FBI must conduct its investigations and other activities in a lawful and reasonable manner 
that respects liberty and privacy and avoids unnecessary intrusions into the lives of law-abiding 
people. The purpose of these Guidelines, therefore, is to establish consistent policy in such 
matters. They will enable the FBI to perform its duties with effectiveness, certainty, and 
confidence, and will provide the American people with a firm assurance that the FBI is acting 
properly under the law. 

The issuance of these Guidelines represents the culmination of the historical evolution of 
the FBI and the policies governing its domestic operations subsequent to the September 11, 2001, 
terrorist attacks on the United States. Reflecting decisions and directives of the President and the 
Attorney General, inquiries and enactments of Congress, and the conclusions of national 
commissions, it was recognized that the FBI’s functions needed to be expanded and better 
integrated to meet contemporary realities: 

[Continuing coordination...is necessary to optimize the FBI’s performance in both national 
security and criminal investigations... [The] new reality requires first that the FBI and other 
agencies do a better job of gathering intelligence inside the United States, and second that 
we eliminate the remnants of the old "wall" between foreign intelligence and domestic law 
enforcement. Both tasks must be accomplished without sacrificing our domestic liberties 
and the rule of law, and both depend on building a very different FBI from the one we had 
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on September 10, 2001. (Report of the Commission on the Intelligence Capabilities of the 

United States Regarding Weapons of Mass Destruction 466, 452 (2005).) 

In line with these objectives, the FBI has reorganized and reoriented its programs and 
missions, and the guidelines issued by the Attorney General for FBI operations have been 
extensively revised over the past several years. Nevertheless, the principal directives of the 
Attorney General governing the FBFs conduct of criminal investigations, national security 
investigations, and foreign intelligence collection have persisted as separate documents involving 
different standards and procedures for comparable activities. These Guidelines effect a more 
complete integration and harmonization of standards, thereby providing the FBI and other affected 
Justice Department components with clearer, more consistent, and more accessible guidance for 
their activities, and making available to the public in a single document the basic body of rules for 
the FBFs domestic operations. 

These Guidelines also incorporate effective oversight measures involving many Department 
of Justice and FBI components, which have been adopted to ensure that all FBI activities are 
conducted in a manner consistent with law and policy. 

The broad operational areas addressed by these Guidelines are the FBFs conduct of 
investigative and intelligence gathering activities, including cooperation and coordination with 
other components and agencies in such activities, and the intelligence analysis and planning 
functions of the FBI. 

A. FBI RESPONSIBILITIES - FEDERAL CRIMES, THREATS TO THE 
NATIONAL SECURITY, FOREIGN INTELLIGENCE 

Part II of these Guidelines authorizes the FBI to carry out investigations to detect, obtain 
information about, or prevent or protect against federal crimes or threats to the national security or 
to collect foreign intelligence. The major subject areas of information gathering activities under 
these Guidelines - federal crimes, threats to the national security, and foreign intelligence - are not 
distinct, but rather overlap extensively. For example, an investigation relating to international 
terrorism will invariably crosscut these areas because international terrorism is included under 
these Guidelines' definition of "threat to the national security," because international terrorism 
subject to investigation within the United States usually involves criminal acts that violate federal 
law, and because information relating to international terrorism also falls within the definition of 
"foreign intelligence." Likewise, counterintelligence activities relating to espionage are likely to 
concern matters that constitute threats to the national security, that implicate violations or potential 
violations of federal espionage laws, and that involve information falling under the definition of 
"foreign intelligence." 

While some distinctions in the requirements and procedures for investigations are necessary 
in different subject areas, the general design of these Guidelines is to take a uniform approach 
wherever possible, thereby promoting certainty and consistency regarding the applicable standards 
and facilitating compliance with those standards. Hence, these Guidelines do not require that the 
FBFs information gathering activities be differentially labeled as "criminal investigations," 
"national security investigations," or "foreign intelligence collections," or that the categories of 
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FBI personnel who carry out investigations be segregated from each other based on the subject 
areas in which they operate. Rather, all of the FBI’s legal authorities are available for deployment 
in all cases to which they apply to protect the public from crimes and threats to the national 
security and to further the United States' foreign intelligence objectives. In many cases, a single 
investigation will be supportable as an exercise of a number of these authorities - i.e., as an 
investigation of a federal crime or crimes, as an investigation of a threat to the national security, 
and/or as a collection of foreign intelligence. 

1. Federal Crimes 


The FBI has the authority to investigate all federal crimes that are not exclusively 
assigned to other agencies. In most ordinary criminal investigations, the immediate objectives 
include such matters as: determining whether a federal crime has occurred or is occurring, or if 
planning or preparation for such a crime is taking place; identifying, locating, and apprehending 
the perpetrators; and obtaining the evidence needed for prosecution. Hence, close cooperation and 
coordination with federal prosecutors in the United States Attorneys' Offices and the Justice 
Department litigating divisions are essential both to ensure that agents have the investigative tools 
and legal advice at their disposal for which prosecutorial assistance or approval is needed, and to 
ensure that investigations are conducted in a manner that will lead to successful prosecution. 
Provisions in many parts of these Guidelines establish procedures and requirements for such 
coordination. 

2. Threats to the National Security 


The FBI’s authority to investigate threats to the national security derives from the executive 
order concerning U.S. intelligence activities, from delegations of functions by the Attorney 
General, and from various statutory sources. See, e.g., E.O. 12333; 50 U.S.C. 401 et seq.; 50 
U.S.C. 1801 et seq. These Guidelines (Part VII.S) specifically define threats to the national security 
to mean: international terrorism; espionage and other intelligence activities, sabotage, and 
assassination, conducted by, for, or on behalf of foreign powers, organizations, or persons; foreign 
computer intrusion; and other matters determined by the Attorney General, consistent with 
Executive Order 12333 or any successor order. 

Activities within the definition of “threat to the national security” that are subject to 
investigation under these Guidelines commonly involve violations (or potential violations) of 
federal criminal laws. Hence, investigations of such threats may constitute an exercise both of the 
FBI’s criminal investigation authority and of the FBI’s authority to investigate threats to the 
national security. As with criminal investigations generally, detecting and solving the crimes, and 
eventually arresting and prosecuting the perpetrators, are likely to be among the objectives of 
investigations relating to threats to the national security. But these investigations also often serve 
important purposes outside the ambit of normal criminal investigation and prosecution, by 
providing the basis for, and informing decisions concerning, other measures needed to protect the 
national security. These measures may include, for example: excluding or removing persons 
involved in terrorism or espionage from the United States; recruitment of double agents; freezing 
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assets of organizations that engage in or support terrorism; securing targets of terrorism or 
espionage; providing threat information and warning to other federal, state, local, and private 
agencies and entities; diplomatic or military actions; and actions by other intelligence agencies to 
counter international terrorism or other national security threats. 

In line with this broad range of puiposes, investigations of threats to the national security 
present special needs to coordinate with other Justice Department components, including 
particularly the Justice Department's National Security Division, and to share information and 
cooperate with other agencies with national securityresponsibilities, including other agencies of 
the U.S. Intelligence Community, the Department of Homeland Security, and relevant White 
House (including National Security Council and Homeland Security Council) agencies and 
entities. Various provisions in these Guidelines establish procedures and requirements to facilitate 
such coordination. 

3. Foreign Intelligence 

As with the investigation of threats to the national security, the FBI’s authority to collect 
foreign intelligence derives from a mixture of administrative and statutory sources. See, e.g., 

E.O. 12333; 50 U.S.C. 401 et seq.; 50 U.S.C. 1801 et seq.; 28 U.S.C. 532 note (incorporating 
P.L. 108-458 §§ 2001-2003). These Guidelines (Part VILE) define foreign intelligence to mean 
"information relating to the capabilities, intentions, or activities of foreign governments or 
elements thereof, foreign organizations or foreign persons, or international terrorists." 

The FBFs foreign intelligence collection activities have been expanded by legislative and 
administrative reforms subsequent to the September 11, 2001, terrorist attacks, reflecting the FBI’s 
role as the primary collector of foreign intelligence within the United States, and the recognized 
imperative that the United States’ foreign intelligence collection activities become more flexible, 
more proactive, and more efficient in order to protect the homeland and adequately inform the 
United States’ crucial decisions in its dealings with the rest of the world: 

The collection of information is the foundation of everything that the Intelligence 
Community does. While successful collection cannot ensure a good analytical product, the 
failure to collect information...turns analysis into guesswork. And as our review 
demonstrates, the Intelligence Community’s human and technical intelligence collection 
agencies have collected far too little information on many of the issues we care about most. 
(Report of the Commission on the Intelligence Capabilities of the United States Regarding 
Weapons of Mass Destruction 351 (2005).) 


These Guidelines accordingly provide standards and procedures for the FBI’s foreign intelligence 
collection activities that meet current needs and realities and optimize the FBI’s ability to discharge 
its foreign intelligence collection functions. 

The authority to collect foreign intelligence extends the sphere of the FBI’s information 
gathering activities beyond federal crimes and threats to the national security, and permits the FBI 
to seek information regarding a broader range of matters relating to foreign powers, organizations, 
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or persons that may be of interest to the conduct of the United States' foreign affairs. The FBFs role 
is central to the effective collection of foreign intelligence within the United States because the 
authorized domestic activities of other intelligence agencies are more constrained than those of the 
FBI under applicable statutes and Executive Order 12333. In collecting foreign intelligence, the FBI 
will generally be guided by nationally-determined intelligence requirements, including the National 
Intelligence Priorities Framework and the National HUMINT Collection Directives, or any 
successor directives issued under the authority of the Director of National Intelligence (DNI). As 
provided in Part VII.F of these Guidelines, foreign intelligence requirements may also be 
established by the President or Intelligence Community officials designated by the President, and 
by the Attorney General, the Deputy Attorney General, or an official designated by the Attorney 
General. 

The general guidance of the FBI’s foreign intelligence collection activities by DNI- 
authorized requirements does not, however, limit the FBI’s authority to conduct investigations 
supportable on the basis of its other authorities -to investigate federal crimes and threats to the 
national security - in areas in which the information sought also falls under the definition of foreign 
intelligence. The FBI conducts investigations of federal crimes and threats to the national security 
based on priorities and strategic objectives set by the Department of Justice and the FBI, 
independent of DNI-established foreign intelligence collection requirements. 

Since the authority to collect foreign intelligence enables the FBI to obtain information 
pertinent to the United States' conduct of its foreign affairs, even if that information is not related to 
criminal activity or threats to the national security, the information so gathered may concern lawful 
activities. The FBI should accordingly operate openly and consensually with U.S. persons to the 
extent practicable when collecting foreign intelligence that does not concern criminal activities or 
threats to the national security. 

B. THE FBI AS AN INTELLIGENCE AGENCY 

The FBI is an intelligence agency as well as a law enforcement agency. Its basic functions 
accordingly extend beyond limited investigations of discrete matters, and include broader analytic 
and planning functions. The FBI’s responsibilities in this area derive from various administrative 
and statutory sources. See, e.g., E.O. 12333; 28 U.S.C. 532 note (incorporating P.L. 108-458 §§ 
2001-2003) and 534 note (incorporating P.L. 109-162 § 1107). Enhancement of the FBI’s 
intelligence analysis capabilities and functions has consistently been recognized as a key priority in 
the legislative and administrative reform efforts following the September 11, 2001, terrorist attacks: 

[Counterterrorism] strategy should . . . encompass specific efforts to . . . enhance the depth 
and quality of domestic intelligence collection and analysis .... [T]he FBI should 
strengthen and improve its domestic [intelligence] capability as fully and expeditiously as 
possible by immediately instituting measures to . . . significantly improve strategic analytical 
capabilities... (Joint Inquiiy into Intelligence Community Activities Before and After the 
Terrorist Attacks of September 11, 2001, S. Rep. No. 351 &H.R. Rep. No. 792, 107th 
Cong., 2d Sess. 4-7 (2002) (errata print).) 
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A "smart" government would integrate all sources of information to see the enemy as a 
whole. Integrated all-source analysis should also inform and shape strategies to collect more 
intelligence. . . . The importance of integrated, all-source analysis cannot be overstated. 
Without it, it is not possible to "connect the dots." (Final Report of the National Commission 
on Terrorist Attacks Upon the United States 401, 408 (2004).) 

Part IV of these Guidelines accordingly authorizes the FBI to engage in intelligence analysis 
and planning, drawing on all lawful sources of information. The functions authorized under that 
Part include: (i) development of overviews and analyses concerning threats to and vulnerabilities of 
the United States and its interests, (ii) research and analysis to produce reports and assessments 
concerning matters relevant to investigative activities or other authorized FBI activities, and (iii) the 
operation of intelligence systems that facilitate and support investigations through the compilation 
and analysis of data and information on an ongoing basis. 

C. OVERSIGHT 

The activities authorized by these Guidelines must be conducted in a manner consistent 
with all applicable laws, regulations, and policies, including those protecting privacy and civil 
liberties. The Justice Department’s National Security Division and the FBI’s Inspection 
Division, Office of General Counsel, and Office of Integrity and Compliance, along with other 
components, share the responsibility to ensure that the Department meets these goals with 
respect to national security and foreign intelligence matters. In particular, the National Security 
Division’s Oversight Section, in conjunction with the FBI’s Office of General Counsel, is 
responsible for conducting regular reviews of all aspects of FBI national security and foreign 
intelligence activities. These reviews conducted at FBI field offices and headquarter units, 
broadly examine such activities for compliance with these Guidelines and other applicable 
requirements. 

Various features of these Guidelines facilitate the National Security Division’s oversight 
functions. Relevant requirements and provisions include: (i) required notification by the FBI to 
the National Security Division concerning full investigations that involve foreign intelligence 
collection or investigation of United States persons in relation to threats of the national security, 
(ii) annual reports by the FBI to the National Security Division concerning the FBI's foreign 
intelligence collection program, including information on the scope and nature of foreign 
intelligence collection activities in each FBI field office, and (iii) access by the National Security 
Division to information obtained by the FBI through national security or foreign intelligence 
activities and general authority for the Assistant Attorney General for National Security to obtain 
reports from the FBI concerning these activities. 

Pursuant to these Guidelines, other Attorney General guidelines, and institutional 
assignments of responsibility within the Justice Department, additional Department components 
- including the Criminal Division, the United States Attorneys' Offices, and the Office of 
Privacy and Civil Liberties - are involved in the common endeavor with the FBI of ensuring that 
the activities of all Department components are lawful, appropriate, and ethical as well as 
effective. Examples include the involvement of both FBI and prosecutorial personnel in the 
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review of undercover operations involving sensitive circumstances, notice requirements for 
investigations involving sensitive investigative matters (as defined in Part VII. N of these 
Guidelines), and notice and oversight provisions for enterprise investigations, which may 
involve a broad examination of groups implicated in the gravest criminal and national security 
threats. These requirements and procedures help to ensure that the rule of law is respected in the 
Department's activities and that public confidence is maintained in these activities. 


10 


All 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 


Version Dated: 
March 3,2016 



UNCLASSIFIED - FOR OFFICIAL USE ONLY 
Domestic Investigations and Operations Guide 


I. GENERAL AUTHORITIES AND PRINCIPLES 

A. SCOPE 

These Guidelines apply to investigative activities conducted by the FBI within the United 

States or outside the territories of all countries. They do not apply to investigative 

activities of the FBI in foreign countries, which are governed by the Attorney General’s 

Guidelines for Extraterritorial FBI Operations. 

B. GENERAL AUTHORITIES 

1. The FBI is authorized to conduct investigations to detect, obtain information 
about, and prevent and protect against federal crimes and threats to the national 
security and to collect foreign intelligence, as provided in Part II ofthese 
Guidelines. 

2. The FBI is authorized to provide investigative assistance to other federal agencies, 
state, local, or tribal agencies, and foreign agencies as provided in Part II of 
these Guidelines 

3. The FBI is authorized to conduct intelligence analysis and planning as provided in 
Part VI ofthese Guidelines. 

4. The FBI is authorized to retain and share information obtained pursuant to these 
Guidelines as provided in Part VI ofthese Guidelines. 

C. USE OF AUTHORITIES AND METHODS 

1. Protection of the United States and Its People 

The FBI shall fully utilize the authorities provided and the methods authorized by 
these Guidelines to protect the United States and its people from crimes in 
violation of federal law and threats to the national security, and to further the 
foreign intelligence objectives of the United States. 

2. Choice of Methods 

a. The conduct of investigations and other activities authorized by these 

Guidelines may present choices between the use of different investigative 
methods that are each operationally sound and effective, but that are more 
or less intrusive, considering such factors as the effect on the privacy and 
civil liberties of individuals and potential damage to reputation. The least 
intrusive method feasible is to be used in such situations. It is recognized, 
however, that the choice of methods is a matter ofjudgment. The FBI shall 
not hesitate to use any lawful method consistent with these Guidelines, 
even if intrusive, where the degree of intrusiveness is warranted in light of 

11 


A-12 

UNCLASSIFIED - FOR OFFICES I TTSFONTY 


Version Dated: 
March 3,2016 



UNCLASSIFIED - FOR OFFICIAL USE ONLY 

Domestic Investigations and Operations Guide 


the seriousness of a criminal or national security threat or the strength of 
the information indicating its existence, or in light of the importance of 
foreign intelligence sought to the United States' interests. This point is to 
be particularly observed in investigations relating to terrorism. 

b. United States persons shall be dealt with openly and consensually to the 
extent practicable when collecting foreign intelligence that does not 
concern criminal activities or threats to the national security. 

3. Respect for Legal Rights 

All activities under these Guidelines must have a valid purpose consistent with 
these Guidelines, and must be earned out in conformity with the Constitution 
and all applicable statutes, executive orders, Department of Justice regulations 
and policies, and Attorney General guidelines. These Guidelines do not 
authorize investigating or collecting or maintaining information on United States 
persons solely for the purpose of monitoring activities protected by the First 
Amendment or the lawful exercise of other rights secured by the Constitution or 
laws of the United States. These Guidelines also do not authorize any conduct 
prohibited by the Guidance Regarding the Use of Race by Federal Law 
Enforcement Agencies. 

4. Undisclosed Participation in Organizations 

Undisclosed participation in organizations in activities under these Guidelines 
shall be conducted in accordance with FBI policy approved by the Attorney 
General. 

5. Maintenance of Records under the Privacy Act 

The Privacy Act restricts the maintenance of records relating to certain activities 
of individuals who are United States persons, with exceptions for circumstances 
in which the collection of such information is pertinent to and within the scope 
of an authorized law enforcement activity or is otherwise authorized by statute. 5 
U.S.C. 552a(e)(7). Activities authorized by these Guidelines are authorized law 
enforcement activities or activities for which there is otherwise statutory 
authority for purposes of the Privacy Act. These Guidelines, however, do not 
provide an exhaustive enumeration of authorized FBI law enforcement activities 
or FBI activities for which there is otherwise statutory authority, and no 
restriction is implied with respect to such activities carried out by the FBI 
pursuant to other authorities. Further questions about the application of the 
Privacy Act to authorized activities of the FBI should be addressed to the FBI 
Office of the General Counsel, the FBI Privacy and Civil Liberties Unit, or the 
Department of Justice Office of Privacy and Civil Liberties. 
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NATURE AND APPLICATION OF THE GUIDELINES 

1. Repealers 

These Guidelines supersede the following guidelines, which are hereby repealed: 

a. The Attorney General's Guidelines on General Crimes, Racketeering 
Enterprise and Terrorism Enterprise Investigations (May 30, 2002) and 
all predecessor guidelines thereto. 

b. The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (October 31, 2003) and 
all predecessor guidelines thereto. 

c. The Attorney General's Supplemental Guidelines for Collection, 
Retention, and Dissemination of Foreign Intelligence (November 29, 
2006). 

d. The Attorney General Procedure for Reporting and Use of Information 
Concerning Violations of Law and Authorization for Participation in 
Otherwise Illegal Activity in FBI Foreign Intelligence, 

Counterintelligence or International Terrorism Intelligence Investigations 
(August 8, 1988). 

e. The Attorney General’s Guidelines for Reporting on Civil Disorders and 
Demonstrations Involving a Federal Interest (April 5, 1976). 

2. Status as Internal Guidance 

These Guidelines are set forth solely for the purpose of internal Department of 
Justice guidance. They are not intended to, do not, and may not be relied upon 
to create any rights, substantive or procedural; enforceable by law by any party 
in any matter, civil or criminal, nor do they place any limitation on otherwise 
lawful investigative and litigative prerogatives of the Department of Justice. 

3. Departures from the Guidelines 

Departures from these Guidelines must be approved by the Director of the FBI, 
by the Deputy Director of the FBI, or by an Executive Assistant Director 
designated by the Director. If a departure is necessary without such prior 
approval because of the immediacy or gravity of a threat to the safety of persons 
or property or to the national security, the Director, the Deputy Director, or a 
designated Executive Assistant Director shall be notified as soon thereafter as 
practicable. The FBI shall provide timely written notice of departures from these 
Guidelines to the Criminal Division and the National Security Division, and 
those divisions shall notify the Attorney General and the Deputy Attorney 
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General. Notwithstanding this paragraph, all activities in all circumstances must 
be carried out in a manner consistent with the Constitution and laws of the 
United States. 

4. Other Activities Not Limited 

These Guidelines apply to FBI activities as provided herein and do not limit 
other authorized activities of the FBI, such as the FBI’s responsibilities to 
conduct background checks and inquiries concerning applicants and employees 
under federal personnel security programs, the FBI’s maintenance and operation 
of national criminal records systems and preparation of national crime statistics, 
and the forensic assistance and administration functions of the FBI Laboratory. 
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II. INVESTIGATIONS AND INTELLIGENCE GATHERING 


This Part of the Guidelines authorizes the FBI to conduct investigations to detect, obtain 
information about, and prevent and protect against federal crimes and threats to the national security 
and to collect foreign intelligence. 

When an authorized puipose exists, the focus of activities authorized by this Part may be 
whatever the circumstances warrant. The subject of such an activity may be, for example, a particular 
crime or threatened crime; conduct constituting a threat to the national security; an individual, group, 
or organization that may be involved in criminal or national security- threatening conduct; or a 
topical matter of foreign intelligence interest. 

Investigations may also be undertaken for protective purposes in relation to individuals, 
groups, or other entities that may be targeted for criminal victimization or acquisition, or for terrorist 
attack or other depredations by the enemies of the United States. For example, the participation of the 
FBI in special events management, in relation to public events or other activities whose character 
may make them attractive targets for terrorist attack is an authorized exercise of the authorities 
conveyed by these Guidelines. Likewise, FBI counterintelligence activities directed to identifying 
and securing facilities, personnel, or information that may be targeted for infiltration, recruitment, or 
acquisition by foreign intelligence services are authorized exercises of the authorities conveyed by 
these Guidelines. 

The identification and recruitment of human sources -who may be able to provide or obtain 
information relating to criminal activities, information relating to terrorism, espionage, or other 
threats to the national security, or information relating to matters of foreign intelligence interest - is 
also critical to the effectiveness of the FBI' s law enforcement, national security, and intelligence 
programs, and activities undertaken for this purpose are authorized and encouraged. 

The scope of authorized activities under this Part is not limited to "investigation" in a narrow 
sense, such as solving particular cases or obtaining evidence for use in particular criminal 
prosecutions. Rather, these activities also provide critical information needed for broader analytic 
and intelligence purposes to facilitate the solution and prevention of crime, protect the national 
security, and further foreign intelligence objectives. These puiposes include use of the information in 
intelligence analysis and planning under Part IV, and dissemination of the information to other law 
enforcement. Intelligence Community, and White House agencies under Part VI. Information 
obtained at all stages of investigative activity is accordingly to be retained and disseminated for these 
purposes as provided in these Guidelines, or in FBI policy consistent with these Guidelines, 
regardless of whether it furthers investigative objectives in a narrower or more immediate sense. 

In the course of activities under these Guidelines, the FBI may incidentally obtain 
information relating to matters outside of its areas of primary investigative responsibility. For 
example, information relating to violations of state or local law or foreign law may be incidentally 
obtained in the course of investigating federal crimes or threats to the national security or in 
collecting foreign intelligence. These Guidelines do not bar the acquisition of such information in 
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the course of authorized investigative activities, the retention of such information, or its 
dissemination as appropriate to the responsible authorities in other agencies or jurisdictions. Part VI 
of these Guidelines includes specific authorizations and requirements for sharing such information 
with relevant agencies and officials. 

This Part authorizes different levels of information gathering activity, which afford the FBI 
flexibility, under appropriate standards and procedures, to adapt the methods utilized and the 
information sought to the nature of the matter under investigation and the character of the 
information supporting the need for investigation. 

Assessments, authorized by Subpart A of this Part, require an authorized purpose but not any 
particular factual predication. For example, to carry out its central mission of preventing the 
commission of terrorist acts against the United States and its people, the FBI must proactively draw 
on available sources of information to identify terrorist threats and activities. It cannot be content to 
wait for leads to come in through the actions of others, but rather must be vigilant in detecting 
terrorist activities to the full extent permitted by law, with an eye towards early intervention and 
prevention of acts of terrorism before they occur. Likewise, in the exercise of its protective 
functions, the FBI is not constrained to wait until information is received indicating that a particular 
event, activity, or facility has drawn the attention of those who would threaten the national security. 
Rather, the FBI must take the initiative to secure and protect activities and entities whose character 
may make them attractive targets for terrorism or espionage. The proactive investigative authority 
conveyed in assessments is designed for, and may be utilized by, the FBI in the discharge of these 
responsibilities. For example, assessments may be conducted as part of the FBI's special events 
management activities. 

More broadly, detecting and interrupting criminal activities at their early stages, and 
preventing crimes from occurring in the first place, is preferable to allowing criminal plots and 
activities to come to fruition. Hence, assessments may be undertaken proactively with such 
objectives as detecting criminal activities; obtaining information on individuals, groups, or 
organizations of possible investigative interest, either because they may be involved in criminal or 
national security-threatening activities or because they may be targeted for attack or victimization by 
such activities; and identifying and assessing individuals who may have value as human sources. 

For example, assessment activities may involve proactively surfing the Internet to find publicly 
accessible websites and services through which recruitment by terrorist organizations and promotion 
of terrorist crimes is openly taking place; through which child pornography is advertised and traded; 
through which efforts are made by sexual predators to lure children for the purpose of sexual abuse; 
or through which fraudulent schemes are perpetrated against the public. 

The methods authorized in assessments are generally those of relatively low intrusiveness, 
such as obtaining publicly available information, checking government records, and requesting 
information from members of the public. These Guidelines do not impose supervisory approval 
requirements in assessments, given the types of techniques that are authorized at this stage (e.g., 
perusing the Internet for publicly available information). However, FBI policy will prescribe 
supervisory approval requirements for certain assessments, considering such matters as the purpose 
of the assessment and the methods being utilized. 
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Beyond the proactive information gathering functions described above, assessments may be 
used when allegations or other information concerning crimes or threats to the national security is 
received or obtained, and the matter can be checked out or resolved through the relatively non- 
intrusive methods authorized in assessments. The checking of investigative leads in this manner 
can avoid the need to proceed to more formal levels of investigative activity, if the results of an 
assessment indicate that further investigation is not warranted. 

Subpart B of this Part authorizes a second level of investigative activity, predicated 
investigations. The purposes or objectives of predicated investigations are essentially the same as 
those of assessments, but predication as provided in these Guidelines is needed - generally, 
allegations, reports, facts or circumstances indicative of possible criminal or national security- 
threatening activity, or the potential for acquiring information responsive to foreign intelligence 
requirements - and supervisory approval must be obtained, to initiate predicated investigations. 
Corresponding to the stronger predication and approval requirements, all lawful methods may be 
used in predicated investigations. A classified directive provides further specification concerning 
circumstances supporting certain predicated investigations. 

Predicated investigations that concern federal crimes or threats to the national security are 
subdivided into preliminary investigations and full investigations. Preliminary investigations may be 
initiated on the basis of any allegation or information indicative of possible criminal or national 
security-threatening activity, but more substantial factual predication is required for full 
investigations. While time limits are set for the completion of preliminary investigations, full 
investigations may be pursued without preset limits on their duration. 

The final investigative category under this Part of the Guidelines is enterprise investigations, 
authorized by Subpart C, which permit a general examination of the structure, scope, and nature of 
certain groups and organizations. Enterprise investigations are a type of full investigations. Hence, 
they are subject to the purpose, approval, and predication requirements that apply to full 
investigations, and all lawful methods may be used in carrying them out. The distinctive 
characteristic of enterprise investigations is that they concern groups or organizations that may be 
involved in the most serious criminal or national security threats to the public - generally, patterns of 
racketeering activity, terrorism or other threats to the national security, or the commission of 
offenses characteristically involved in terrorism as described in 18 U.S.C. 2332b(g)(5)(B). A broad 
examination of the characteristics of groups satisfying these criteria is authorized in enterprise 
investigations, including any relationship of the group to a foreign power, its size and composition, 
its geographic dimensions and finances, its past acts and goals, and its capacity for harm. 
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ASSESSMENTS 

1. Purposes 

Assessments maybe carried out to detect, obtain information about, or prevent or 
protect against federal crimes or threats to the national security or to collect 
foreign intelligence. 

2. Approval 

The conduct of assessments is subject to any supervisory approval requirements 

prescribed by FBI policy. 

3. Authorized Activities 

Activities that may be carried out for the purposes described in paragraph 1. in an 
assessment include: 

a. seeking information, proactively or in response to investigative leads, 
relating to: 

i. activities constituting violations of federal criminal law or threats to 
the national security, 

ii. the involvement or role of individuals, groups, or organizations in 
such activities; or 

iii. matters of foreign intelligence interest responsive to foreign 
intelligence requirements; 

b. identifying and obtaining information about potential targets of or 
vulnerabilities to criminal activities in violation of federal law or threats to 
the national security; 

c. seeking information to identify potential human sources, assess the 
suitability, credibility, or value of individuals as human sources, validate 
human sources, or maintain the cover or credibility of human sources, who 
may be able to provide or obtain information relating to criminal activities 
in violation of federal law, threats to the national security, or matters of 
foreign intelligence interest; and 

d. obtaining information to inform or facilitate intelligence analysis and 
planning as described in Part IV of these Guidelines. 
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4. Authorized Methods 

Only the following methods maybe used in assessments: 

a. Obtain publicly available information. 

b. Access and examine FBI and other Department of Justice records, and 
obtain information from any FBI or other Department of Justice personnel. 

c. Access and examine records maintained by, and request information from, 
other federal, state, local, or tribal, or foreign governmental entities or 
agencies. 

d. Use online services and resources (whether nonprofit or commercial). 

e. Use and recruit human sources in conformity with the Attorney General's 
Guidelines Regarding the Use of FBI Confidential Human Sources. 

f. Interview or request information from members of the public and private 
entities. 

g. Accept information voluntarily provided by governmental or private 
entities. 

h. Engage in observation or surveillance not requiring a court order. 

i. Grand jury subpoenas to providers of electronic communication services or 
remote computing services (including telephone or electronic mail 
providers) for the subscriber or customer information listed in 18 U.S.C. 
2703(c)(2). 

PREDICTED INVESTIGATIONS 

1. Purposes 

Predicated investigations may be carried out to detect, obtain information about, 
or prevent or protect against federal crimes or threats to the national security or 
to collect foreign intelligence. 

2. Approval 

The initiation of a predicated investigation requires supervisory approval at a 
level or levels specified by FBI policy. A predicated investigation based on 
paragraph 3.c. (relating to foreign intelligence) must be approved by a Special 
Agent in Charge or by an FBI Headquarters official as provided in such policy. 
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3. Circumstances Warranting Investigation 

A predicated investigation may be initiated on the basis of any of the following 
circumstances: 

a. An activity constituting a federal crime or a threat to the national security 
has or may have occurred, is or may be occurring, or will or may occur and 
the investigation may obtain information relating to the activity or the 
involvement or role of an individual, group, or organization in such 
activity. 

b. An individual, group, organization, entity, information, property, or 
activity is or may be a target of attack, victimization, acquisition, 
infiltration, or recruitment in connection with criminal activity in violation 
of federal law or a threat to the national security and the investigation may 
obtain information that would help to protect against such activity or 
threat. 

c. The investigation may obtain foreign intelligence that is responsive to a 
foreign intelligence requirement. 

4. Preliminary and Full Investigations 

A predicated investigation relating to a federal crime or threat to the national security 
may be conducted as a preliminary investigation or a full investigation. A predicated 
investigation that is based solely on the authority to collect foreign intelligence may 
be conducted only as a full investigation. 

a. Preliminary investigations 

i. Predication Required for Preliminary Investigations 

A preliminary investigation maybe initiated on the basis of 
information or an allegation indicating the existence of a circumstance 
described in paragraph 3.a.-.b. 

ii. Duration ofPreliminary Investigations 

A preliminary investigation must be concluded within six months of its 
initiation, which may be extended by up to six months by the Special 
Agent in Charge 1 . Extensions of preliminary investigations beyond a 


I ~| see Deputy Attorney 

General’s Memorandum for the Heads of Department Components captioned, “Delegation of Certain Special Agent 
in Charge Functions under the Attorney General’s Guidelines for Domestic FBI Operations ”, dated November 24, 
2008. 
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year must be approved by FBI Headquarters. 

iii. Methods Allowed in Preliminary Investigations 

All lawful methods may be used in a preliminary investigation except 
for methods within the scope of Part V. A. 11.-13. of these Guidelines. 

b. Full Investigations 

i. Predication Required for Full Investigations 

A full investigation may be initiated if there is an articulable factual 
basis for the investigation that reasonably indicates that a circumstance 
described in paragraph 3.a.-.b. exists or if a circumstance described in 
paragraph 3.c. exists. 

ii. Methods Allowed in Full Investigations 

All lawful methods may be used in a full investigation. 

Notice Requirements 


a. An FBI field office shall notify FBI Headquarters and the United States 
Attorney or other appropriate Department of Justice official of the initiation 
by the field office of a predicated investigation involving a sensitive 
investigative matter. If the investigation is initiated by FBI Headquarters, 
FBI Headquarters shall notify the United States Attorney or other 
appropriate Department of Justice official of the initiation of such an 
investigation. If the investigation concerns a threat to the national security, 
an official of the National Security Division must be notified. The notice 
shall identify all sensitive investigative matters involved in the 
investigation. 

b. The FBI shall notify the National Security Division of: 

i. the initiation of any full investigation of aUnited States person 
relating to a threat to the national security; and 

ii. the initiation of any full investigation that is based on paragraph 

3.c. (relatingto foreign intelligence). 

c. The notifications under subparagraphs a. and b. shall be made as soon as 
practicable, but no later than 30 days after the initiation of an investigation. 

d. The FBI shall notify the Deputy Attorney General if FBI Headquarters disapproves 
a field office's initiation of a predicated investigation relating to a threat to the 
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national security on the ground that the predication for the investigation is 
insufficient. 

C. ENTERPRISE INVESTIGATIONS 

1. Definition 

A full investigation of a group or organization may be initiated as an enterprise 
investigation if there is an articulable factual basis for the investigation that 
reasonably indicates that the group or organization may have engaged or may be 
engaged in, or may have or may be engaged in planning or preparation or provision 
of support for: 

a. a pattern of racketeering activity as defined in 18 U.S.C. 1961(5); 

b. international terrorism or other threat to the national security; 

c. domestic terrorism as defined in 18 U.S.C. 2331(5) involving a violation of 
federal criminal law; 

d. furthering political or social goals wholly or in part through activities that 
involve force or violence and a violation of federal criminal law; or 

e. an offense described in 18 U.S.C. 2332b(g)(5)(B) or 18 U.S.C. 43. 

2. Scope 

The information sought in an enterprise investigation may include a general 
examination of the structure, scope, and nature of the group or organization 
including: its relationship, if any, to a foreign power; the identity and relationship 
of its members, employees, or other persons who may be acting in furtherance of its 
objectives; its finances and resources; its geographical dimensions; and its past and 
future activities and goals. 

3. Notice and Reporting Requirements 

a. The responsible Department of Justice component for the purpose of 
notification and reports in enterprise investigations is the National Security 
Division, except that, for the purpose of notifications and reports in an 
enterprise investigation relating to a pattern of racketeering activity that does 
not involve an offense or offenses described in 18U.S.C. 2332b(g)(5)(B), the 
responsible Department of Justice component is the Organized Crime and 
Racketeering Section of the Criminal Division. 

b. An FBI field office shall notify FBI Headquarters of the initiation by the 
field office of an enterprise investigation. 
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c. The FBI shall notify the National Security Division or the Organized 
Crime and Racketeering Section of the initiation of an enterprise 
investigation, whether by a field office or by FBI Headquarters, and the 
component so notified shall notify the Attorney General and the Deputy 
Attorney General. The FBI shall also notify any relevant United States 
Attorney's Office, except that any investigation within the scope of Part 
VI.D. 1 .d of these Guidelines (relating to counterintelligence 
investigations) is to be treated as provided in that provision. Notifications 
by the FBI under this subparagraph shall be provided as soon as 
practicable, but no later than 30 days after the initiation of the 
investigation. 

d. The Assistant Attorney General for National Security or the Chief of the 
Organized Crime and Racketeering Section, as appropriate, may at any 
time request the FBI to provide a report on the status of an enterprise 
investigation and the FBI will provide such reports as requested. 
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III. ASSISTANCE TO OTHER AGENCIES 


The FBI is authorized to provide investigative assistance to other federal, state, local, 
or tribal, or foreign agencies as provided in this Part. 

The investigative assistance authorized by this Part is often concerned with the same 
objectives as those identified inPart II of these Guidelines -investigating federal crimes and 
threats to the national security, and collecting foreign intelligence, fusome cases, however, 
investigative assistance to other agencies is legally authorized for purposes other than those 
identified in Part II, such as assistance in certain contexts to state or local agencies in the 
investigation of crimes under state or local law, see 28 U.S.C. 540, 540A, 540B, and 
assistance to foreign agencies in the investigation of foreign law violations pursuant to 
international agreements. Investigative assistance for such legally authorized purposes is 
permitted under this Part, even if it is not for purposes identified as grounds for investigation 
under Part II. 

The authorities provided by this Part are cumulative to Part II and do not limit the 
FBI's investigative activities under Part II. For example, Subpart B.2 in this Part authorizes 
investigative activities by the FBI in certain circumstances to inform decisions by the 
President concerning the deployment of troops to deal with civil disorders, and Subpart B. 3 
authorizes investigative activities to facilitate demonstrations and related public health and 
safety measures. The requirements and limitations in these provisions for conducting 
investigations for the specified purposes do not limit the FBI's authority under Part II to 
investigate federal crimes or threats to the national security that occur in the context of or in 
connection with civil disorders or demonstrations. 

A. THE INTELLIGENCE COMMUNITY 

The FBI may provide investigative assistance (including operational support) to 

authorized intelligence activities of other Intelligence Community agencies. 

B, FEDERAL AGENCIES GENERALLY 

L In General 

The FBI may provide assistance to any federal agency in the investigation of 
federal crimes or threats to the national security or in the collection of foreign 
intelligence, and investigative assistance to any federal agency for any other 
purpose that may be legally authorized, including investigative assistance to the 
Secret Service in support of its protective responsibilities. 

2. The President in Relation to Civil Disorders 

a. At the direction of the Attorney General, the Deputy Attorney General, or 

the Assistant Attorney General for the Criminal Division, the FBI shall 
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collect information relating to actual or threatened civil disorders to assist 
the President in determining (pursuant to the authority of the President 
under 10 U.S.C. 331-33) whether use of the armed forces or militia is 
required and how a decision to commit troops should be implemented. The 
information sought shall concern such matters as: 

i. The size of the actual or threatened disorder, both in number of people 
involved or affected and in geographic area. 

ii. The potential for violence. 

iii. The potential for expansion of the disorder in light of community conditions 
and underlying causes of the disorder. 

iv. The relationship of the actual or threatened disorder to the enforcement of 
federal law or court orders and the likelihood that state or local authorities 
will assist in enforcing those laws or orders. 

v. The extent of state or local resources available to handle the disorder. 

b. Investigations under this paragraph will be authorized only for a period of 
30 days, but the authorization may be renewed for subsequent 30 day 
periods. 

c. Notwithstanding Subpart E.2 of this Part, the methods that may be used in 
an investigation under this paragraph are those described in subparagraphs 
a.-.d., subparagraph f. (other than pretext interviews or requests), or 
subparagraph g. of Part Il.A.4 of these Guidelines. The Attorney General, 
the Deputy Attorney General, or the Assistant Attorney General for the 
Criminal Division may also authorize the use of other methods described in 
Part II. A.4. 

Public Health and Safety Authorities in Relation to Demonstrations 

a. At the direction of the Attorney General, the Deputy Attorney General, or 
the Assistant Attorney General for the Criminal Division, the FBI shall 
collect information relating to demonstration activities that are likely to 
require the federal government to take action to facilitate the activities and 
provide public health and safety measures with respect to those activities. 
The information sought in such an investigation shall be that needed to 
facilitate an adequate federal response to ensure public health and safety 
and to protect the exercise of First Amendment rights, such as: 

i. The time, place, and type of activities planned. 

ii. The number of persons expected to participate. 
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iii. The expected means and routes of travel for participants and expected time 
of arrival. 

iv. Any plans for lodging or housing of participants in connection with the 
demonstration. 

b. Notwithstanding Subpart E.2 of this Part, the methods that may be used in 
an investigation under this paragraph are those described in subparagraphs 
a.-.d., subparagraph f. (other than pretext interviews or requests), or 
subparagraph g. of Part II.A.4 of these Guidelines. The Attorney General, 
the Deputy Attorney General, or the Assistant Attorney General for the 
Criminal Division may also authorize the use of other methods described in 
Part II.A.4. 

C. STATE, LOCAL, OR TRIBAL AGENCIES 

The FBI may provide investigative assistance to state, local, or tribal agencies in the 
investigation of matters that may involve federal crimes or threats to the national 
security or for such other purposes as may be legally authorized. 

D. FOREIGN AGENCIES 

1. At the request of foreign law enforcement, intelligence, or security agencies, the FBI 
may conduct investigations or provide assistance to investigations by such agencies, 
consistent with the interests of the United States (including national security 
interests) and with due consideration of the effect on any United States person. 
Investigations or assistance under this paragraph must be approved as provided by 
FBI policy. The FBI shall notify the National Security Division concerning 
investigation or assistance under this paragraph where: (i)FBI Headquarters 
approval for the activity is required pursuant to the approval policy adopted by the 
FBI for purposes of this paragraph, and (ii) the activity relates to a threat to the 
national security. Notification to the National Security Division shall be made as 
soon as practicable but no later than 30 days after the approval. Provisions regarding 
notification to or coordination with the Central Intelligence Agency by the FBI in 
memoranda of understanding or agreements with the Central Intelligence Agency 
may also apply to activities under this paragraph. 

2. The FBI may not provide assistance to foreign law enforcement, intelligence, or 
security officers conducting investigations within the United States unless such 
officers have provided prior notification to the Attorney General as required by 18 
U.S.C. 951 
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3. The FBI may conduct background inquiries concerning consenting individuals when 
requested by foreign government agencies. 

4. The FBI may provide other material and technical assistance to foreign governments 
to the extent not otherwise prohibited by law. 

E. APPLICABLE STANDARDS AND PROCEDURES 

1. Authorized investigative assistance by the FBI to other agencies under this Part 
includes joint operations and activities with such agencies. 

2. All lawful methods may be used in investigative assistance activities under this Part. 

3. Where the methods used in investigative assistance activities under this Part go 
beyond the methods authorized in assessments under Part II. A.4 of these Guidelines, 
the following apply: 

a. Supervisory approval must be obtained for the activity at a level or levels 
specified in FBI policy. 

b. Notice must be provided concerning sensitive investigative matters in the 
manner described in Part II.B. 5. 

c. A database or records system must be maintained that permits, with 
respect to each such activity, the prompt retrieval of the status of the 
activity (open or closed), the dates of opening and closing, and the basis 
for the activity. This database or records system may be combined with the 
database or records system for predicated investigations required by Part 
VI.A.2. 
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IV. INTELLIGENCE ANALYSIS AND PLANNING 


The FBI is authorized to engage in analysis and planning. The FBI's analytic activities 
enable the FBI to identify and understand trends, causes, and potential indicia of criminal 
activity and other threats to the United States that would not be apparent from the investigation 
of discrete matters alone. By means of intelligence analysis and strategic planning, the FBI can 
more effectively discover crimes, threats to the national security, and other matters of national 
intelligence interest and can provide the critical support needed for the effective discharge of its 
investigative responsibilities and other authorized activities. For example, analysis of threats in 
the context of special events management, concerning public events or activities that may be 
targeted for terrorist attack, is an authorized activity under this Part. 

In carrying out its intelligence functions under this Part, the FBI is authorized to draw on 
all lawful sources of information, including but not limited to the results of investigative 
activities under these Guidelines. Investigative activities under these Guidelines and other 
legally authorized activities through which the FBI acquires information, data, or intelligence 
may properly be utilized, structured, and prioritized so as to support and effectuate the FBI's 
intelligence mission. The remainder of this Part provides further specification concerning 
activities and functions authorized as part of that mission. 

A. STRATEGIC INTELLIGENCE ANALYSIS 

The FBI is authorized to develop overviews and analyses of threats to and vulnerabilities 
of the United States and its interests in areas related to the FBI's responsibilities, 
including domestic and international criminal threats and activities; domestic and 
international activities, circumstances, and developments affecting the national security; 
and matters relevant to the conduct of the United States' foreign affairs. The overviews 
and analyses prepared under this Subpart may encompass present, emergent, and 
potential threats and vulnerabilities, their contexts and causes, and identification and 
analysis of means of responding to them. 

B. REPORTS AND ASSESSMENTS GENERALLY 

The FBI is authorized to conduct research, analyze information, and prepare reports and 
assessments concerning matters relevant to authorized FBI activities, such as reports and 
assessments concerning: types of criminals or criminal activities; organized crime 
groups; terrorism, espionage, or other threats to the national security; foreign 
intelligence matters; or the scope and nature of criminal activity in particular geographic 
areas or sectors of the economy. 

C. INTELLIGENCE SYSTEMS 

The FBI is authorized to operate intelligence, identification, tracking, and information 
systems in support of authorized investigative activities, or for such other or additional 
purposes as may be legally authorized, such as intelligence and tracking systems 
relating to terrorists, gangs, or organized crime groups. 
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V. AUTHORIZED METHODS 
A. PARTICULAR METHODS 

All lawful investigative methods may be used in activities under these Guidelines as 

authorized by these Guidelines. Authorized methods include, but are not limited to, 

those identified in the following list. The methods identified in the list are in some 

instances subject to special restrictions or review or approval requirements as noted: 

1. The methods described in Part II. A. 4 of these Guidelines. 

2. Mail covers. 

3. Physical searches of personal or real property where a warrant or court order is not 
legally required because there is no reasonable expectation of privacy (e.g., trash 
covers). 

4. Consensual monitoring of communications, including consensual computer 
monitoring, subject to legal review by the Chief Division Counsel or the FBI Office 
of the General Counsel. Where a sensitive monitoring circumstance is involved, the 
monitoring must be approved by the Criminal Division or, if the investigation 
concerns a threat to the national security or foreign intelligence, by the National 
Security Division. 

5. Use of closed-circuit television, direction finders, and other monitoring devices, 
subject to legal review by the Chief Division Counsel or the FBI Office of the 
General Counsel. (The methods described in this paragraph usually do not require 
court orders or warrants unless they involve physical trespass or non-consensual 
monitoring of communications, but legal review is necessary to ensure compliance 
with all applicable legal requirements.) 

6. Polygraph examinations. 

7. Undercover operations. In investigations relating to activities in violation of federal 
criminal law that do not concern threats to the national security or foreign 
intelligence, undercover operations must be carried out in conformity with the 
Attorney General's Guidelines on Federal Bureau of Investigation Undercover 
Operations. In investigations that are not subject to the preceding sentence because 
they concern threats to the national security or foreign intelligence, undercover 
operations involving religious or political organizations must be reviewed and 
approved by FBI Headquarters, with participation by the National Security Division 
in the review process. 

8. Compulsory process as authorized by law, including grand jury subpoenas and other 
subpoenas. National Security Letters (15 U.S.C. 1681u, 1681v; 18 U.S.C. 2709; 12 
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U.S.C. 3414(a)(5)(A); 50 U.S.C. 436), and Foreign Intelligence Surveillance Act 
orders for the production of tangible things (50 U.S.C. 1861-63). 

9. Accessing stored wire and electronic communications and transactional records in 
conformity with chapter 121 of title 18, United States Code (18 U.S.C. 2701- 2712). 

10. Use of pen registers and trap and trace devices in conformity with chapter 206 of title 
18, United States Code (18 U.S.C. 3121-3127), or the Foreign Intelligence 
Surveillance Act (50 U.S.C. 1841-1846). 

11. Electronic surveillance in conformity with chapter 119 of title 18, United States 
Code (18 U.S.C. 2510-2522), the Foreign Intelligence Surveillance Act, or Executive 
Order 12333 § 2.5. 

12. Physical searches, including mail openings, in conformity with Rule 41 of the 
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, or 
Executive Order 12333 § 2.5. A classified directive provides additional limitation on 
certain searches. 

13. Acquisition of foreign intelligence information in conformity with title VII of the 
Foreign Intelligence Surveillance Act. 

SPECIAL REQUIREMENTS 

Beyond the limitations noted in the’ list above relating to particular investigative 

methods, the following requirements are to be observed: 

1. Contacts with Represented Persons 

Contact with represented persons may implicate legal restrictions and affect the 
admissibility of resulting evidence. Hence, if an individual is known to be 
represented by counsel in a particular matter, the FBI will follow applicable law 
and Department procedure concerning contact with represented individuals in the 
absence of prior notice to counsel. The Special Agent in Charge and the United 
States Attorney or their designees shall consult periodically on applicable law and 
Department procedure. Where issues arise concerning the consistency of 
contacts with represented persons with applicable attorney conduct rules, the 
United States Attorney's Office should consult with the Professional 
Responsibility Advisory Office. 

2. Use of Classified Investigative Technologies 

Inappropriate use of classified investigative technologies may risk the 
compromise of such technologies. Hence, in an investigation relating to activities 
in violation of federal criminal law that does not concern a threat to the national 
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security or foreign intelligence, the use of such technologies must be in 
conformity with the Procedures for the Use of Classified Investigative 
technologies in Criminal Cases. 

C. OTHERWISE ILLEGAL ACTIVITY 

1. Otherwise illegal activity by an FBI agent or employee in an undercover operation 
relating to activity in violation of federal criminal law that does not concern a threat 
to the national security or foreign intelligence must be approved in conformity with 
the Attorney General's Guidelines on Federal Bureau of Investigation Undercover 
Operations. Approval of otherwise illegal activity in conformity with those 
guidelines is sufficient and satisfies any approval requirement that would otherwise 
apply under these Guidelines. 

2. Otherwise illegal activity by a human source must be approved in conformity with 
the Attorney General's Guidelines Regarding the Use of FBI Confidential Human 
Sources. 

3. Otherwise illegal activity by an FBI agent or employee that is not within the scope of 
paragraph 1. must be approved by a United States Attorney's Office or a Department 
of Justice Division, except that (i) an FBI agent or employee may engage in the 
consensual monitoring of communications in accordance with FBI policy, even if a 
crime under state, local, territorial, or tribal law, and (ii) a Special Agent in Charge 
may authorize the following 2 : 

a. otherwise illegal activity that would not be a felony under federal, state, 
local, territorial, or tribal law; 

b. the controlled 3 purchase, receipt, delivery, or sale of drugs, firearms, 
stolen property, contraband, or other items that are subject to legal or 
regulatory restrictions on transfer, such as prescription medication or 
medical devices; 

c. the delivery or sale of stolen property whose ownership cannot be 
determined, provided that the property does not pose a significant risk of 
death or serious injury to any person; 

d. the payment of bribes or kickbacks; 

e. the making of false representations in concealment of personal identity or 

■ I ■ I b7E 

I [ See Deputy Attorney General’s Memorandum for the Heads of Department 

Components captioned, “Delegation of Certain Special Agent in Charge Functions under the Attorney General’s 
Guidelines for Domestic FBI Operations”, dated November 24. 2008. 
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the true ownership of a proprietary, but not including sworn testimony; 

f. conducting money laundering transactions (including acting as an 
unlicensed money transmitter or using other methods to conduct the 
transactions) involving an aggregate amount not exceeding $1 million; 

g. the advertising or soliciting of unlawful goods or services; and 

h. gambling activities. 


However, a Special Agent in Charge may not authorize an activity that may constitute a 
violation of export control laws, economic sanctions, or laws that concern the 
proliferation of weapons of mass destruction, In an investigation relating to a threat to 
the national security or foreign intelligence collection, a Special Agent in Charge may 
authorize an activity that may otherwise violate prohibitions of material support to 
terrorism only in accordance with standards established by the Director of the FBI and 
agreed to by the Assistant Attorney General for National Security. 

4. The following activities may not be authorized: 

a. Acts of violence. 

b. Activities whose authorization is prohibited by law, including unlawful 
investigative methods, such as illegal electronic surveillance or illegal 
searches. 

Subparagraph a., however, does not limit the right of FBI agents or employees to engage 
in any lawful use of force, including the use of force in self-defense or defense of others 
or otherwise in the lawful discharge of their duties. 

5. An agent or employee may engage in otherwise illegal activity that could be 
authorized under this Subpart without the authorization required by paragraph 3. if 
necessary to meet an immediate threat to the safety of persons or property or to the 
national security, or to prevent the compromise of an investigation or the loss of a 
significant investigative opportunity. In such a case, prior to engaging in the 
otherwise illegal activity, every effort should be made by the agent or employee to 
consult with the Special Agent in Charge, and by the Special Agent in Charge to 
consult with the United States Attorney’s Office or appropriate Department of 
Justice Division where the authorization of that office or division would be required 
under paragraph 3., unless the circumstances preclude such consultation. Cases in 
which otherwise illegal activity occurs pursuant to this paragraph without the 
authorization required by paragraph 3. shall be reported as soon as possible to the 
Special Agent in Charge, and by the Special Agent in Charge to FBI Headquarters 
and to the United States Attorney’s Office or appropriate Department of Justice 
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Division. 

In an investigation relating to a threat to the national security or foreign intelligence 
collection, the National Security Division is the approving component for otherwise 
illegal activity for which paragraph 3. requires approval beyond internal FBI 
approval. However, officials in other components may approve otherwise illegal 
activity in such investigations as authorized by the Assistant Attorney General for 
National Security. 
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VL RETENTION AND SHARING OF INFORMATION 

A. RETENTION OF INFORMATION 

1. The FBI shall retain records relating to activities under these Guidelines in 
accordance with a records retention plan approved by the National Archives and 
Records Administration. 

2. The FBI shall maintain a database or records system that permits, with respect to 
each predicated investigation, the prompt retrieval of the status of the investigation 
(open or closed), the dates of opening and closing, and the basis for the investigation. 

B. INFORMATION SHARING GENERALLY 

1. Permissive Sharing 

Consistent with law and with any applicable agreements or understandings with other 
agencies concerning the dissemination of information they have provided, the FBI 
may disseminate information obtained or produced through activities under these 
Guidelines: 

a. within the FBI and to other components of the Department of Justice; 

b. to other federal, state, local, or tribal agencies if related to their 
responsibilities and, in relation to other Intelligence Community agencies, 
the determination whether the information is related to the recipient's 
responsibilities may be left to the recipient; 

c. to congressional committees as authorized by the Department of Justice 
Office of Legislative Affairs; 

d. to foreign agencies if the information is related to their responsibilities and 
the dissemination is consistent with the interests of the United States 
(including national security interests) and the FBI has considered the effect 
such dissemination may reasonably be expected to have on any 
identifiable United States person; 

e. if the information is publicly available, does not identify United States 
persons, or is disseminated with the consent of the person whom it 
concerns; 

f. if the dissemination is necessary to protect the safety or security of persons 
or property, to protect against or prevent a crime or threat to the national 
security, or to obtain information for the conduct of an authorized FBI 
investigation; or 
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g. if dissemination of the information is otherwise permitted by the Privacy 
Act (5 U.S.C. 552a). 

2. Required Sharing 

The FBI shall share and disseminate information as required by statutes, treaties, 
Executive Orders, Presidential directives. National Security Council directives. 
Homeland Security Council directives, and Attorney General-approved policies, 
memoranda of understanding, or agreements. 

C. INFORMATION RELATING TO CRIMINAL MATTERS 

1. Coordination with Prosecutors 

In an investigation relating to possible criminal activity in violation of federal law, 
the agent conducting the investigation shall maintain periodic written or oral contact 
with the appropriate federal prosecutor, as circumstances warrant and as requested 
by the prosecutor. When, during such an investigation, a matter appears arguably to 
warrant prosecution, the agent shall present the relevant facts to the appropriate 
federal prosecutor. Information on investigations that have been closed shall be 
available on request to a United States Attorney or his or her designee or an 
appropriate Department of Justice official. 

2. Criminal Matters Outside FBI Jurisdiction 

When credible information is received by an FBI field office concerning serious 
criminal activity not within the FBFs investigative jurisdiction, the field office shall 
promptly transmit the infonnation or refer the complainant to a law enforcement 
agency having jurisdiction, except where disclosure would jeopardize an ongoing 
investigation, endanger the safety of an individual, disclose the identity of a human 
source, interfere with a human source's cooperation, or reveal legally privileged 
information. If full disclosure is not made for the reasons indicated, then, whenever 
feasible, the FBI field office shall make at least limited disclosure to a law 
enforcement agency or agencies having jurisdiction, and full disclosure shall be 
made as soon as the need for restricting disclosure is no longer present. Where full 
disclosure is not made to the appropriate law enforcement agencies within 180 days, 
the FBI field office shall promptly notify FBI Headquarters in writing of the facts 
and circumstances concerning the criminal activity. The FBI shall make periodic 
reports to the Deputy Attorney General on such nondisclosures and incomplete 
disclosures, in a form suitable to protect the identity of human sources. 
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3. Reporting of Criminal Activity 

a. When it appears that an FBI agent or employee has engaged in criminal 
activity in the course of an investigation under these Guidelines, the FBI 
shall notify the United States Attorney’s Office or an appropriate 
Department of Justice Division. When it appears that a human source has 
engaged in criminal activity in the course of an investigation under these 
Guidelines, the FBI shall proceed as provided in the Attorney General’s 
Guidelines Regarding the Use of FBI Confidential Human Sources. When 
information concerning possible criminal activity by any other person 
appears in the course of an investigation under these Guidelines, the FBI 
shall initiate an investigation of the criminal activity if warranted, and shall 
proceed as provided in paragraph 1. or 2. 

b. The reporting requirements under this paragraph relating to criminal activity 
by FBI agents or employees or human sources do not apply to otherwise 
illegal activity that is authorized in conformity with these Guidelines or 
other Attorney General guidelines or to minor traffic offenses. 

INFORMATION RELATING TO NATIONAL SECURITY AND FOREIGN 
INTELLIGENCE MATTERS 

The general principle reflected in current laws and policies is that there is a responsibility 
to provide information as consistently and fully as possible to agencies with relevant 
responsibilities to protect the United States and its people from terrorism and other threats 
to the national security, except as limited by specific constraints on such sharing. The 
FBI's responsibilities in this area include carrying out the requirements of the 
Memorandum of Understanding Between the Intelligence Community, Federal Law 
Enforcement Agencies, and the Department of Homeland Security Concerning 
Information Sharing (March 4, 2003), or any successor memorandum of understanding or 
agreement. Specific requirements also exist for internal coordination and consultation 
with other Department of Justice components, and for provision of national security and 
foreign intelligence information to White House agencies, as provided in the ensuing 
paragraphs. 


1. Department of Justice 

a. The National Security Division shall have access to all information obtained 
by the FBI through activities relating to threats to the national security or 
foreign intelligence. The Director of the FBI and the Assistant Attorney 
General for National Security shall consult concerning these activities 
whenever requested by either of them, and the FBI shall provide such 
reports and information concerning these activities as the Assistant Attorney 
General for National Security may request. In addition to any reports or 
information the Assistant Attorney General for National Security may 
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specially request under this subparagraph, the FBI shall provide annual 
reports to the National Security Division concerning its foreign intelligence 
collection program, including information concerning the scope and nature 
of foreign intelligence collection activities in each FBI field office. 

b. The FBI shall keep the National Security Division apprised of all 
information obtained through activities under these Guidelines that is 
necessary to the ability of the United States to investigate or protect against 
threats to the national security, which shall include regular consultations 
between the FBI and the National Security Division to exchange advice and 
information relevant to addressing such threats through criminal prosecution 
or other means. 

c. Subject to subparagraphs d. and e., relevant United States Attorneys' Offices 
shall have access to and shall receive information from the FBI relating to 
threats to the national security, and may engage in consultations with the 
FBI relating to such threats, to the same extent as the National Security 
Division. The relevant United States Attorneys' Offices shall receive such 
access and information from the FBI field offices. 

d. In a counterintelligence investigation - i.e., an investigation relating to a 
matter described in Part VII. S.2 of these Guidelines - the FBI's provision of 
information to and consultation with a United States Attorney's Office are 
subject to authorization by the National Security Division. In consultation 
with the Executive Office for United States Attorneys and the FBI, the 
National Security Division shall establish policies setting forth 
circumstances in which the FBI will consult with the National Security 
Division prior to informing relevant United States Attorneys' Offices about 
such an investigation. The policies established by the National Security 
Division under this subparagraph shall (among other things) provide that: 

i. The National Security Division will, within 30 days, authorize the FBI to 
share with the United States Attorneys' Offices information relating to 
certain espionage investigations, as defined by the policies, unless such 
information is withheld because of substantial national security 
considerations; and 

ii. the FBI may consult freely with United States Attorneys' Offices 
concerning investigations within the scope of this subparagraph during an 
emergency, so long as the National Security Division is notified of such 
consultation as soon as practical after the consultation. 

e. Information shared with a United States Attorney's Office pursuant to 
subparagraph c. or d. shall be disclosed only to the United States Attorney 
or any Assistant United States Attorneys designated by the United States 
Attorney as points of contact to receive such information. The United 
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States Attorneys and designated Assistant United States Attorneys shall 
have appropriate security clearances and shall receive training in the 
handling of classified information and information derived from the Foreign 
Intelligence Surveillance Act, including training concerning the secure 
handling and storage of such information and training concerning 
requirements and limitations relating to the use, retention, and dissemination 
of such information. 

f. The disclosure and sharing of information by the FBI under this paragraph 
is subject to any limitations required in orders issued by the Foreign 
Intelligence Surveillance Court, controls imposed by the originators of 
sensitive material, and restrictions established by the Attorney General or 
the Deputy Attorney General in particular cases. The disclosure and sharing 
of information by the FBI under this paragraph that may disclose the 
identity of human sources is governed by the relevant provisions of the 
Attorney General's Guidelines Regarding the Use of FBI Confidential 
Human Sources. 

2. White House 

In order to carry out their responsibilities, the President, the Vice President, the 
Assistant to the President for National Security Affairs, the Assistant to the President 
for Homeland Security Affairs, the National Security Council and its staff, the 
Homeland Security Council and its staff, and other White House officials and offices 
require information from all federal agencies, including foreign intelligence, and 
information relating to international terrorism and other threats to the national 
security. The FBI accordingly may disseminate to the White House foreign 
intelligence and national security information obtained through activities under these 
Guidelines, subject to the following standards and procedures: 

a. Requests to the FBI for such information from the White House shall be 
made through the National Security Council staff or Homeland Security 
Council staff including, but not limited to, the National Security Council 
Legal and Intelligence Directorates and Office of Combating Terrorism, or 
through the President's Intelligence Advisory Board or the Counsel to the 
President. 

b. Compromising information concerning domestic officials or political 
organizations, or information concerning activities of United States persons 
intended to affect the political process in the United States, may be 
disseminated to the White House only with the approval of the Attorney 
General, based on a determination that such dissemination is needed for 
foreign intelligence purposes, for the purpose of protecting against 
international terrorism or other threats to the national security, or for the 
conduct of foreign affairs. However, such approval is not required for 
dissemination to the White House of information concerning efforts of 
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foreign intelligence services to penetrate the White House, or concerning 
contacts by White House personnel with foreign intelligence service 
personnel. 

c. Examples of types of information that are suitable for dissemination to the 
White House on a routine basis include, but not limited to: 


i. Information concerning international terrorism; 


ii. information concerning activities of foreign intelligence services in the 
United States; 

iii. information indicative of imminent hostilities involving any foreign power; 

iv. information concerning potential cyber threats to the United States or its 
allies; 

v. information indicative of policy positions adopted by foreign officials, 
governments, or powers, or their reactions to United States foreign policy 
initiatives; 

vi. information relating to possible changes in leadership positions of foreign 
governments, parties, factions, or powers; 

vii. information concerning foreign economic or foreign political matters that 
might have national security ramifications; and 

viii. information set forth in regularly published national intelligence 
requirements. 

d. Communications by the FBI to the White House that relate to a national 
security matter and concern a litigation issue for a specific pending case 
must be made known to the Office of the Attorney General, the Office of 
the Deputy Attorney General, or the Office of the Associate Attorney 
General. White House policy may specially limit or prescribe the White 
House personnel who may request information concerning such issues from 
the FBI. 

e. The limitations on dissemination of information by the FBI to the White 
House under these Guidelines do not apply to dissemination to the White 
House of information acquired in the course of an FBI investigation 
requested by the White House into the background of a potential employee 
or appointee, or responses to requests from the White House under 
Executive Order 10450. 
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3. Special Statutory Requirements 

a. Dissemination of information acquired under the Foreign Intelligence 
Surveillance Act is, to the extent provided in that Act, subject to 
minimization procedures and other requirements specified in that Act. 

b. Information obtained through the use of National Security Letters under 15 
U.S.C. 168lv may be disseminated in conformity with the general standards 
of this Part. Information obtained through the use of National Security 
Letters under other statutes may be disseminated in conformity with the 
general standards of this Part, subject to any applicable limitations in their 
governing statutory provisions: 12 U.S.C. 3414(a)(5)(B); 15 U.S.C. 
1681u(f); 18 U.S.C. 2709(d); 50 U.S.C. 436(e). 
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VII. DEFINITIONS 

A. CONSENSUAL MONITORING: monitoring of communications for which a court order or 
warrant is not legally required because of the consent of a party to the communication. 

B. EMPLOYEE: an FBI employee or an employee of another agency working under the 
direction and control of the FBI. 

C. FOR OR ON BEHALF OF A FOREIGN POWER: the determination that activities are for or 
on behalf of a foreign power shall be based on consideration of the extent to which the foreign 
power is involved in: 

1. control or policy direction; 

2. financial or material support; or 

3. leadership, assignments, or discipline. 

D. FOREIGN COMPUTER INTRUSION: the use or attempted use of any cyber-activity or 
other means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized 
access into one or more U.S.-based computers. 

E. FOREIGN INTELLIGENCE: information relating to the capabilities, intentions, or activities 
of foreign governments or elements thereof, foreign organizations or foreign persons, or 
international terrorists. 

F. FOREIGN INTELLIGENCE REQUIREMENTS: 

1. national intelligence requirements issued pursuant to authorization by the Director of 
National Intelligence, including the National Intelligence Priorities Framework and the 
National HUMINT Collection Directives, or any successor directives thereto; 

2. requests to collect foreign intelligence by the President or by Intelligence Community 
officials designated by the President; and 

3. directions to collect foreign intelligence by the Attorney General, the Deputy Attorney 
General, or an official designated by the Attorney General. 

G. FOREIGN POWER: 

1. a foreign government or any component thereof, whether or not recognized by the 
United States; 

2. a faction of a foreign nation or nations, not substantially composed of United States 
persons; 

3. an entity that is openly acknowledged by a foreign government or governments to be 
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directed and controlled by such a foreign government or governments; 

4. a group engaged in international terrorism or activities in preparation therefor; 

5. a foreign-based political organization, not substantially composed of United States 
persons; or 

6. an entity that is directed or controlled by a foreign government or governments; 


H. HUMAN SOURCE: a Confidential Human Source as defined in the Attorney General's 
Guidelines Regarding the Use of FBI Confidential Human Sources. 

I. INTELLIGENCE ACTIVITIES: any activity conducted for intelligence purposes or to affect 
political or governmental processes by, for, or on behalf of a foreign power. 

J. INTERNATIONAL TERRORISM: 

Activities that: 

1. involve violent acts or acts dangerous to human life that violate federal, state, local, 
or tribal criminal law or would violate such law if committed within the United States 
or a state, local, or tribal jurisdiction; 

2. appear to be intended: 

i. to intimidate or coerce a civilian population; 

ii. to influence the policy of a government by intimidation or coercion; or 

iii. to affect the conduct of a government by assassination or kidnapping; and 

3. occur totally outside the United States, or transcend national boundaries in terms of 
the means by which they are accomplished, the persons they appear to be intended to 
coerce or intimidate, or the locale in which their perpetrators operate or seek asylum. 

K. PROPRIETARY: a sole proprietorship, partnership, corporation, or other business entity 
operated on a commercial basis, which is owned, controlled, or operated wholly or in part on 
behalf of the FBI, and whose relationship with the FBI is concealed from third parties. 

L. PUBLICLY AVAILABLE: information that has been published or broadcast for public 
consumption, is available on request to the public, is accessible on-line or otherwise to the 
public, is available to the public by subscription or purchase, could be seen or heard by any 
casual observer, is made available at a meeting open to the public, or is obtained by visiting 
any place or attending any event that is open to the public. 

M. RECORDS: any records, databases, files, indices, information systems, or other retained 
information. 
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N. SENSITIVE INVESTIGATIVE MATTER: an investigative matter involving the activities of 
a domestic public official or political candidate (involving corruption or a threat to the 
national security), religious or political organization or individual prominent in such an 
organization, or news media, or any other matter which, in the judgment of the official 
authorizing an investigation, should be brought to the attention of FBI Headquarters and other 
Department of Justice officials. 

O. SENSITIVE MONITORING CIRCUMSTANCE: 

1. investigation of a member of Congress, a federal judge, a member of the Executive 
Branch at Executive Level IV or above, or a person who has served in such capacity 
within the previous two years; 

2. investigation of the Governor, Lieutenant Governor, or Attorney General of any state 
or territory, or a judge or justice of the highest court of any state or territory, 
concerning an offense involving bribery, conflict of interest, or extortion related to 
the performance of official duties; 

3. a party to the communication is in the custody of the Bureau of Prisons or the United 
States Marshals Service or is being or has been afforded protection in the Witness 
Security Program; or 

4. the Attorney General, the Deputy Attorney General, or an Assistant Attorney General 
has requested that the FBI obtain prior approval for the use of consensual monitoring 
in a specific investigation. 

P. SPECIAL AGENT IN CHARGE: the Special Agent in Charge of an FBI field office 
(including an Acting Special Agent in Charge), except that the functions authorized for 
Special Agents in Charge by these Guidelines may also be exercised by the Assistant Director 
in Charge or by any Special Agent in Charge designated by the Assistant Director in Charge 
in an FBI field office headed by an Assistant Director, and by FBI Headquarters officials 
designated by the Director of the FBI. 

Q. SPECIAL EVENTS MANAGEMENT: planning and conduct of public events or activities 
whose character may make them attractive targets for terrorist attack. 

R. STATE, LOCAL, OR TRIBAL: any state or territory of the United States or political 
subdivision thereof, the District of Columbia, or Indian tribe. 

S. THREAT TO THE NATIONAL SECURITY: 

1. international terrorism; 

2. espionage and other intelligence activities, sabotage, and assassination, conducted by, 
for, or on behalf of foreign powers, organizations or persons; 

3. foreign computer intrusion; and 
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4. other matters determined by the Attorney General, consistent with Executive Order 
12333 or a successor order. 

T. UNITED STATES: when used in a geographic sense, means all areas under the territorial 
sovereignty of the United States. 

U. UNITED STATES PERSON: 

Any of the following, but not including any association or corporation that is a foreign 
power as defined in Subpart G.I .-.3.: 

1. an individual who is a United States citizen or an alien lawfully admitted for 
permanent residence; 

2. an unincorporated association substantially composed of individuals who are United 
States persons; or 

3. a corporation incorporated in the United States. 

In applying paragraph 2., if a group or organization in the United States that is affiliated 
with a foreign-based international organization operates directly under the control of the 
international organization and has no independent program or activities in the United 
States, the membership of the entire international organization shall be considered in 
determining whether it is substantially composed of United States persons. I£ however, 
the U.S.-based group or organization has programs or activities separate from, or in 
addition to, those directed by the international organization, only its membership in the 
United States shall be considered in determining whether it is substantially composed of 
United States persons. A classified directive provides further guidance concerning the 
determination of United States person status. 

V. USE: when used with respect to human sources, means obtaining information from, tasking, 
or otherwise operating such sources. 


Date: 09/29/08 
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•rhl^fod tp dCYor^ xpplpn. as tlw way but shall 

net the coridisSt of cOWPt action®,. l^je KSG ahaXX atae 

•x?*sv;t«» prs^xyisxii^ for ethor intai dp*r<atXot>ss * 

&■•$.. Pze*$p£x*F $>£ $t#:t$&sn&3 letai ^a Subject to hh^ 

¥iiittes: tty f d.i ifohtiofiy sms* : &£ kb# tho 55tt«oi5:oc 

•t>X ■ IDirootor ^ ohaxi am tW h««d of: 

thp %tt%&XX j^hep ty», ^ et ha a be pxinoiphl a4vi»aX to the 

PfOisrXtJOntf to tho Hi5C* ^ thtt. ChMW-iX • 

for Xnt^iti^enoo ^txore? r ala tad tip- national h^curity, and 
i^hol.i 6uaPa£h ssnd direct tn-e I t&pi**tz<*xi tCviosi of the Hat icoal 
XjttoXXicersca fecs^jram «.h«3-. #x<®sytklp&- :p:t tha HhtieVftaX 
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* Xho v>s rx^toi- if ill a coo tdi t hd, 

■s.hd £*< addition* tho bi 

wheel s * in s?ut &h$- :ilti«ss <*$$$$-£ 

iSOoiioA* Ha-fet® ir*tp 9<£<raifo.£ K;.hA4 yi^ s>f thfJ h«s$*d«$ .<*£ 

&ii oXo^onf: th« &nfc*ti;iX$OhP£« 

*t;ho £ii .tf ottos'- p>£ th* 

t$) &&$«£&. .oh by ''*.&$• Fico^idwt pi 

$>Xoh.ibi&<&$■■ isy A &w> th« p&vmzfo&k shall fev« a$£n$$& tts $X1 
i fifot'ftvst ;loti i • In JvJM&v* -est thin 

Foe o? to .ami ii*<j &X i'tii&fwbxi Xcriy 

:unti X nto X 1 i^nn<?*> fchs? Di i:ot: s 

11} It* ffMsr*ite$ .g$&iQnj$c3 t.h p tunc tLtoh $jr*<so£ 
dpdtiPU ?|‘S(j p,t thSf 'ftejfcj? t'O >xt«toreviho %$\#% 

•s^«>g4 K<$\;*&-&®y.•■%■'£ *tws sspu&xjs fepstt vdjti^h <io4civo^ ond im^lxvdih'jl 
inl&vmxi&n ^&thhr$«$2 ytthih br putadd^ xi>« bntfchd &%$&«**+ 
p^setvitoo! ih xIyshv i«hh -Unixoti xtnvi 

$£$ ShslX • >gitiiiptttx^ t&'jtr to XritoxmovAoh 

e:«r £ ; ntpll i* 4 &$iw i& pp6vl^«-4 to m: '&«£$$•&$*&£ by tho 
\Jn*f>f«i.tri;ity in nphm'Kiiinno with thin oed^t* *rt& 

tpr hpy £¥*■*? £t>Xottf>niiPh ox £h£nl l l^^hd« £>«: nn*>i ■#*>&:#&£ 

hy thh X tit ; h.XIi r*cf«* <5dri^i>ityt. &ii ;$u$d&llr&& dpv^ippbd Xsv 

h^pt$pfc hfcsil bn hy AttPjmoy 

SsfidV yHh-P 1 # {tjpj?* hHoi 1 h<> pohol$fcpfitx with 

xghXdoX ihoss Asm*o>3 t&> noot idrx 1013; i>& • Xhc$X : -i:X#$h*3& 

stoiom and T^tsrorisfft toot ion ot 20&4 Hsv> v 

(b>) Xh addition to ttiXtxXAin^ fe!-m Pi>It^<5tiPnn dnd 
po^£^nnlb;XXXtto^ pepnert .i bod &<y tho Ant # thss- plx^^x.eit't 

iiA i5h^i £ ont Xfc^ inh p$ idi'i tion£> Xnd 

^widaripo i«js ThtoiXl^noo ^iwtj:i'by' : tOrttniwfb ti.htoiy onb v 

of footvivo itria din^^Xb^oion c?;f 

iht^A iiponoe?* ot vhotov^t' or*d t wft&imtpi ■&&&£&& 
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\Z) M&y in feati-ot^ With a££&<?t#<r 

Non?v js or ty- ; pn&. or 

m&z*s to d&volop &sy 3 to ssAint^tn 

^otvicon of ootu^.^n oondorA on b^h^il i or t ho Xntoi > igonoo 

Oftjfsrty^toy it t\m pi r«fotoj?: d&S 4 »' 4 H$$ft*« s?^i<r^ c<m ' 

os: ofteoiiv«ly ;*h od ■ in & 

TRsmwr* 

£$i ^A,ii ov^r^oo >^oci pi^vide sidvicd to tiro 

&rsi?ids?Tst &rki thp H&C vfith to &X.X ongoing »nd px'C v po^«?d 

dovo r t; a ot ion prd$ z&ki& j 

H 5 in rog&xxi tt? ti \0 o# t, Abi X#tifflft$nt Ond corxi not of 

tntoii I90000 $g era rigors Ats aocS vith IcvtoidA 

snd £ticiftal ■ or^oxrixo t idfcus-s 

W Mdy ontox into &r>& 

<xotot ori r»tol 1Swjjoneo # r: ont*^ $»nd vr-xtft i<trbi<?A 

$$0vt> *•owoy <£js *md i:6r^a|. <>r<g aA is?'ax i ono/ 

$B J &hol I forifjAiOvO pol i c-i o c? oo no*? mi r >d 
t A c$ I,1 i xVAd ooriA toxin toi l 1 dtodfc a rtOnn OftS^A.tis and rr^t ooaro t>tis 

with foreign $Pv«rTattot« *nd in to rn&t 1 on* 1 organisation® } and 

i|C.jf &h&l i ^ X ign &nd sygoAroni^ i i:3onco and 

bbtot** xri:fStds&iiditinc^. f&£#£$n roig* iog^hlp®: sesonp th& fismh^r. 
tbs to tortboi' Unltod Pt&to*s ys&tioniil 

#ocr*ciby> policy, .®j& : ob^ O'ytiwssf 

t£ii Sh&it po s'ti oips;> t o i n tho ctey$i opiaoHt o i 
pc oo*?du etts? sjppcovod by tho At, tornoy O^nsr&i d ov $ sr rri pig oclfRinai 
dx'Ug i ii toAdtivitiois 5sbcOo>i to ■&n&u£%: th<vt. 

^otivltiotr A.t^ v:ons$iotont v^i tii fei;oign int^lXi^noo 

#hA : ii ossft.sbitoii o^orixity m*& gcroops 

.^tAtsdA^dS fot AAd h-Otidi SSyiSftfifJSJiSy 

tnlor^otloo, AiVd produ<?t^j f vit’ft. ox^pbo^iss on 

f. m?l 1 it o t i-n<y: 

S 
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ThO Md MSgt prompt' aO-SSdSt to ^ 

of in£®t*w*&vn and inietJ t<?onoe practicsbXn* 
aa&ismfftd ths ht priority to detxsivlfnl* pr*>v>>i>iv5 , 

pr^^pt in#* a>vl diaruptioO *hr^eto and dot-lyicS ko 

tho felted Its and allies;! and 

l&l r ¥ii& Of standsI<3^ tor an 

In£ erep^Pafelia «>>t.«cpri«-s• that &$<?£ litotes 

the nh&rih# ••&•£ itit«iin ioeXtn'ontn of the 
Xn t t Hiifepiauni iyi 

'$%$■ that eppieprihto rtmrtK4i end 

have node S3* to and rtfeive thn support 

rU£*$dhd to peiffefa independent 

fh> ^heii protect* and ensure kh&£ pro^r^t^ are 
<j;^<yp«i<i ^ Intelitrends noorpee* i>set ftodu , s*n<i 

{Sts? t :t V it I ^ ti^SI LtfpYUthOC i died d i,«is»’i $>d u re i 

Wholly eftts-r;: ^C'n^ultatl';>rj with rho head;? of 

a .fl'e&t t e*di'•’ <u>d ^enoior, «M; : hyn^ ^iildssll rs^o for 

I xi tel1:1 £b**sr.«j C^>ikmnl ty elements? Sor t 

*; Af CXasui fio<Yt loo sndf deel.*a &i £lo&tiotv oi ai t 
it) t<hl Lldh&fe: and IPte IXI^»rvoO"^o1 otod .Xh£pvwd %%mt.. class i Tied 
under the atithotity of tiw Dirnotor or tM authority dI the head 
of a deportment or <^iminl ty «?L; and 

(fs| heceaa •£•<?• $*hd dis&feU nation of all 
i ntel 1 i#coee and I nte 11 .1 uope*;- re:i« Ted irv^or^vtiort^ poth In 1th 
final lorTps: and in tiw forre when, initially odtbershi* to Ihdihdn 
t nt&Tl t^en*>n dri^inally olaoslfiod toy the head of a d^paru«oht 
or In tot II ^enco COierc&mliy element* except that cnfdeeo to end 
disaordnation of information rondnfhing felted stater p&reonn 
ana l I Po ^ovotnod by. pt x ooodur «?a d^vo l dpnd in a^oordwno^ wit h 
Par* Si of this ordori 

l Ftav% only vlth rosp^ot to f rtt o X i 1 <j on 

oinraont s^ arid a t tor o*x*nsrolt a tion vith tho hood of Oho 
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- Ctotft^riS t y &1 *»<&«{>& Ox to of tfctst 

dseXows fy r •<».*••• dlfoct- tho 

doo&&$?& .1 £ 14w* 5.5i : fssx¥»^-t 1©^ «?.«?: .in?sO.Vii'3<yT><?«F roXot it fto to 

i ntvOi 1 Xo*m<so ^oitrcresv ^ylhosior m\3 ^OfXyXti^v Th« pXrootox -tor 
<mly this? ooffroxify to th* Prineip&i Popoty EXf^oPox o! 

$Xs»fc iofts i lotol i i <j3&**«?.o; 

PI .* tt&y o^t#PX>oh, Op^rOtp# cstid w tf^r^ 

ost iOn^.I Xr>T,o i i io<*Otro &>tv ^ddrofS& 

■p t ipx'.Vt £ 

Ur§f lOfc FupOpioxsoI *nd 

ift<i do^i<?n?itsO e*ffiCOtO or otjvpi *M tbo 
Wn.i.&od s> tst: *s to $$** £w ir<. t: boss o pos V& Xoft^ * 

i.h 5 Funois iofjot MsoO^oV# Sto&lX Xwppfe't to 'fcjra- 

pXtodiot os&Oomirtsj tho #xoduti^*> of ■fPoXf dutioo *?$ 

my fct« wi&i? d0VO:iopli\9 »«ci i^pionOvntirig 

. poXX<VX0i3> Asvi Xoy #dtivIoXttO 

io $* specific in to 3 di.pc?:ip-i.ips ox $*ot: of 

x f>t.o.c i l^noo &#% tx^XPlrig sft<i irsdyr-ra ft 

and ordmF# oo^rdinOtl&O wX-ttflift o&d ipe ol;tiji4’ft. 

•<H.8$?•$pi.%*><wsr «ml 5'ftwswsmity otwmOntxs sr><i vXth 
rsor^i otpXX ootXvXt t oo * FvmotXon* i Mo i ^ moy o 1 sp. 

odvl^o; fcli# D.i r^OvOs? oi>2 Kiio of x^oout'd^oi pesXioXojS 

snd pxooed^tro#* <?dX5<f>5f Xdn ospspXiXtle?Sf orpe^xoin^ **vi 

dis^cM?jInotions of irsf<slXi«y^nwj: X^hni^l i s : n<$ 

Pthor X.«ft?u*^ oir odtlvitios’; d^toxmimd Py t&& Pi xootCv*% 

£ i f $!h« Di roOtot* of fcHo - ^st Xono A 
^fscdXity Asjxnoy is dooio*u*tod f h•$? FunoXXorisi fpf 

liit&l lid 

{ii j Tho Dixyotox of tho <io*it;x;&l 
InX^XXidFS^^ its* tth^ foncf ip?><5i Honodor for 

hu^sri i;nt of XIo«fje?o f ond 

fi l l X Tho Dirooi ^X of td>o >ist i<>n^i 

7 

B-8 

UNCLASSIFIED - FOR OFFICIAL USE. ONLY 


Version Dated: 
March 3,2016 



UNCLASSIFIED FOR OFFICIAL USE ONfcV 
Domestic Investigations and Operations Guide 


«X1IgoPeo %# rh» Pundiiormt 

Hs.n>ag^j: for int n 1 i inonc?n * 

i&l Kin?rxon . &&£.$..! .ss«a.rvp: && prlnofp&i 

».feamiriy* sdvi tips# on alt or sp^oi f x *d &opo>;t>x <*£ i n%- «1 ,%. id \®nv^ 
rtyi&t^si to dt>$o ipnot syd v**ii onss ? ropier f or fun of Lotu* 1 

1.0 K<i ♦?«? s 

il&l ^hdll o&tpbil&h m ft i.fo sn», off to fiat for tfm 
^feermi tsafc&<$p of" r«tlsfciy& pri^ritl^r tor *xb« t of 

prlfioall feroitp* t&% »i£ xponpo * and dudyisb fp<s of 

oono^ tni n<$ t fro oorxo^j nlop tiofris r<*f&&r*r«t of th*? 

tt<f tfr« Kf<*n • b£ soon 

od ad^nt) Ida t.ioh o t 

i%*} 'd&*£.l frov*> \&ix\ltt&%& r®&p&vi&$pt%i$y for 

«**$; di ssjHpnf nafcipfr of %&%$\ 1 }.$;&**£*••• prod**$#$. by t$»« 
iOo^imity &frd sythority to iovy. ansly-tiro to^ko op 

i«to ix pe.c^iioxtm* oto^oX**rio na wit: ly fn %h o r nr&ix.i:$p:nd.te 

y* ip ronpuitat iop with fpo h*>$d& of t he' tm*lXX#wiK* 
Com\unit s y. oio^&tantsa ^ofuso£fr<Mj 

£!$> Hay o^t&btlofr v^tivl^ory troops for tlo? ; , pij : rpo«;:?? 
of bbiaipi psj ^dyiro iiof>> wltbin tfro Int^lf i^nrto?* Community to 
o&cty .put - %<k$ t$f z*s<£tor * & rnsponyiteiXlt;$«*$> xor 
rntoi xipono* -arc*ns p $ oof >t. oonarifitf o * s$ 

of ts&pi&r IhW14‘Cwftviipi;fey fr*?&doro- $dvii?^.. : ^y^8 ohssii 
oop^isfr odT r^ro^s«fPt.44tiv*i? f ro!>> of t i\o 

cps^aflif><* $i* fey thtt fti f**oror f or oth^r 

brapoP ?iop^rx?f«px45, arsd offas appropriate** 

11 ^ i i?ha S i ® pa p r<t> t H*>- timely ^pi olf a t ion and 
dix^sSoM fsot.ioo of data by national int^lil^on^o 

ooli^srtion fi^nss, and onsxir.^ th?it tho rtnsdlivin^ i n t a i i ip nr; os? is 
di is a am i n rod i saj><> < di afcsl y to sppr opi ,ia t o? ^ovPrnfftPn t 
1 noXtjdin<3 pfd X:i tsary ^osaaonds / 

1:1^1 ilKaii r^dnir^reants and priori 
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t&Xf arid arid dXroot tj-hsr Kp&kmit* anniyaXP, 

pr&dxtvxi&fr*. ■&$*& of, n *bionai £-n&*l li^rs<?« ;&y 

Of Xbn Xtmb^XdW^* 5 indfndt*>d ap^rovSb<£ 

fo^bir«rw$r*tss for obsi oftaXyPi& and ic^ds>Xyihd conflicts 

X n ooi loo*; $■<*» r^uireprtsftvt?? and Xr> tfto t:aiskii$d *>t ivsfv.tpoai 
opi .1 e0t $-on ossnpt*? of inipi Corsu^unAty pX^stpjvtd 

When othovwX&o dlr*nt£edl fey t,j>** $reH*3&«mt <?r wh«n fcb* S«oro£#ry 
of p*$t On®a is <s#X X or f ion tasking a utfeo f X ty ;Mtwi«r pi a nss 

®?*d dfey tfed 'jp^brefaiy of s^fj&ndo and tfe** 
id focboc)!•; 

$■*$■}■ Hoy ptxwid^ advisory td&feM*d obnoeroins 
collootiofe a?id sfeaiy$X& &£ in.£bi^at':Xon or lotoilidonc* xalovant 
to n&ticm&l int^iiXdonpfc or n&ilonai tty to dppartmetttjp* 

adO?wiO^* and aof iho OtVX tod Stat«o OovferosttPnt 
that aro not PlOm*mta of tho inrailidan^ COttaoonityX and a no 11 
Opt afeXla'h 

prooOdui:PiV* Xti oor»&ul t. oiVion with o f footod .&&&$§& of 
departmonr*-$ or a^imciois swrat to approval by tbo Attorney 

Qtexip.iy&i;,, to '±^X$p&&£ tftXd authority and to ntonitor or. pyeiH&tfe 
the • o£ ; i ? nifod ^v^rnBKRwf dsypartaionto# 

agarioisd* and ctfeor *>£s<>b.$ .t a Oma nta ; 

M $ V sSfed 1 1 fol fi .1.: ?. |vO roPpobs? iforiv .1 i 11 Pa i n 

aoorlop ■ i*&'( bi(X’?j >md t$-@? of tids ordory <»oriads£s?no with 
afepiXcafel^ 3 $w arid Pltfe foil .'^rpft^id-^tatX.oiV. of iho rldfeto of 
Uni ted &£•;*$••$& petteObfe* whether information i d to bo rk>iX«otod 
Inpido or pufiSidO £ ho UoJ bPd Htatpo; 

t£Oj dbali ernsuro, tju&uigfe appropriate f^XXdi^d >apd 
•pxoo«sdufjre.it* ftio 1 ■ poordlnatioti f and iTU^o^ratiors of 

ail intoi Xld^ndo activities conductod by an Intel 
Cottsonl t y pi emsmt dr £tmdted by bfed Hat 11 oria 1 5 ote 1X X 

rate > X?i aoteot>dado«> Pitti thpse ^ i and prooodu rap % 

XAi Tha iiirbOfor of tho Federal Bufpau bf* 
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Xn y tia* io n uh&li th*s *s%»t*4!»&k£ti& tt&l.x&tet.it>n of 

triXO-ll -hisfliSyi- ■ -jSfSUi?p;fei^ ?'->t' XfcXOLiSjh 

%3 A&fclVi Xtmidti 

t,h* Un 1 &■*&&: S t j$\«$.} 

$3Si TSvo 01 r*^i;oc of f y h'b CtVtt fc at % 1 1 \£«*■XX X ijefi-s?*? 
0wl;% ^<>OXfiirmtO fci*» cl&tKjOOtirs# Xif fOX&&gr* 

thr<Wa<3h hw&frn .sbtfr£*y& hUi&sifc~ 

iafrid $*5 nf «?i i A<3«tt43«s sst?t $ v£ t) «*w *suf <t ; * $f> : 

Ihi-i fctsri :£rt,.jSt;.OJs. ;. 

£CJ All p6liji!i«r» Aivi ''O&s&ih&ta$- 

$£ «i»*i;*>fcW irst:*&ili 1.'i &«««?*& .#cttvjtl^ tho 

.^1 cjoi&■£ 15.«3^ri:^ £to#id*? ti>« 

*$ti$,£ : *&i i>** j?f<ib:5 <?<;t to th*? *»£ tho- ^vtiotho-y 

f «<¥ti <sr »£ $ *vi>>;3 

vDX &U ,#?*$ s>i\>o vnr £>& dxii^d.^r 

kUiO ;s? *£*?*. lots &h&l£. jb«r OOWf&l fVs»l ‘mi w|tih %h*- cjf M"i<KW;od 

$$«!&$•#&jtotn&$ NfKi Inf o i % iC^fr^unity 

f'SlJ wxxH th*> G&XiZior .<stf t h^ &<*,>»«£$: of 

■&£.£&&'%&*£ d * p< a r tomtit&■ •:&nd u<$&m? £<*&* ^nt^hiioft y<*X#& W 

<top®.km iX Set * -^o-btd.f wn:t&-+ o nd ;$ynnh £ i fvt ^ 11 i §.«&ras^ aest & v i t, i $?o 
te?y ><**? |ntvl££^«myn &oissn\Kfi\X iy ot: i>V ths* 

£$« XfOntM Tnlhir£**s# .w/thfr iT?t e>l n&t iyl td «&, 

yii vi tit,h*t i.tiwi foe <?i gn i n t<s 1 i a r&& k it;y 

^ i- that iri-wivo u®« '&$ t?Xrhi??sti 

by oth^x 

<Jh|.>flfrt,tftbi>h^* &-& 9 ■»*>&• ^-^• 

VZ%Y in cx>ox^iop tion With - the? &•£ 

N$t>|>^rt;et’Srit;.« cont -of th<> Iot:ol) i oorv^to C^wity* 

ti^voi-op 4 ^rovoeh «y?sth^ t in 

WhWi'** b : r t?v ht^loxifcy pstt by the iWtsfiii^bbhss 

t'£$i Sh-atii i?Ws?ic 3tSvix?0 f XW* t ^ Oci*01 «k ry bf t>t« 

to ths^t, isM*. pe>.Ilx?y lK^Ii<?atihh«^■ vX ^,xop<?o^i 
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l e O iAro .amt'-ttha-ll efhstito* 

X hy o h§h ts» t>6£ X d £ h A <$n& th&t t nt <>l i a 

sdbivttdfcs- ssra sx>rvtoet*?d in & cannot »2Ciru?$.&%*&$, wi th th*$ 
r#&ppn&i bXX i ti «•$ {>yynaant to toy $nd p^aid^fttxnX dlxneti&*v :o£ 
ChXofh of Stjitys? Hi»»Xon*sj *r>d 

i £4X ffeafl tool!itobe the on<? of r*ifolll^ohc’o 

’•• .pb<^3Ubto by sxto qdii^yoisis iti & #&&&£**. 
toj Th4 Pi reotor * a b£ in 

Act, And ti&isi OT\to s &H&.V.& fi>XM; abro^Ate At ntutory oi* 

other ifc:i«*• &•£' thy hoAdo t*i &f the 

United ot&tos fevorriwnt or thn T^irtotox of tfco Oshbrni 
Xntolli^^nco A^oney* Dirobtivyn i&s?u<$<X and actions by 

&H« Di tobbof-. li\ the %li* hi rector* a nuchotibl«» 

*nnd itt^«yp?0!>*'ifcXlftiis*:; to iht^fjrnt **t >xoox<ii n s $ And riaR<* tho 
'•i: nxe XCdf<^un ttY mor ® of loci iyo Ux prov idind int oi l i^yndo 
cehtoed to nAtton^i A*to*itoty jAhnii. bo Xt^vtnioentj&sJ by vho 
n ;5 onsynf ^5 of the fivtol t-y#-■ ■ ^r-oyidOd toot any 

dyydY.rtraehf h.oissd dypAt-ji;mo?\t. ton to ins; an oiy?s>oni: of tho 

s:nivof s idon4 who fe^itoyoA ttnvt o 41 to**- or 

notion xsi the CM'yfc^Nsr' fch* rto^trorstoto of! oyet;.ion 101$ 

Of c.ho fATto ofc tfiiA «ubA^btlon &hA&.X bbinsj tJv^ l^u« to cho 
avtontion of yto OLtnctoto thy <?r thy &re.$.l$f$ri* for 

$:os?OlMhXon in «t r?nhnex that rosspooty and doos? not dbyog ate thy 
Stotototoy &£ thy bonds of tho 

fd> Appo £ nt^tebty £y> dt?rt : ,»in yxvAitlons- 

SI} Th*s roloyant: .d&p&ptimtis ox bubo Ay h©v*4 «ha,ii 
prsvido iio-c^i^yndAtionn nnd bbindft tins c^aricumdricy oi tho 
bixycyyr ibt thy ytoXycttion oi'r th^ Di rod to c b i the HAtiotidl 
>5yddritY .A^ortsy, t'^. •M^t# <>f the ^At idnai RocofmniyAnns;y 
cXfiio^# the Xtiryofcdt of the HAt:i«son:l X■$'%• 

Adyncy# tho hndyr ^oe.rytn.ty y?f tk?oelnmi ^ydufity fox 
intytiXldonde AJtvd AimXynis# thd A^siss’hAhb of £&&*&& toy 

ll 
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Beoya tvhp th* of $>££o£ 

l ti t i 3 ** v:2 coufit dx I n t>r X iXrjAn>!>■£ o £ Xh# of 

fch<5> •. £S*sb rotary £$?X $ft>d An** '■% i;s <>f 

tBs- of. this and &ht* ^sFssFi^^ont: 

•pi Ox fox £&>» BAXXotoX S^uxX tbo roster** X pisrd&y 

of 21 yob £t$*p£<s¥' iVisf iti i&i&. 

tr«CA^^^fYd*t v $ofs, fcfcd ti&mi m*y : not till nhy *>j? 

fr 4ko ib<* xocso?^^^ i;o xho U f oxidon K ? Xhn tx&y k># + 

It KM «$$*>■* xt-sfc&ot sivd Dir^iTt^r •<&<* -tmx «n 

^xoor*onr on vAo ox t o oojfcsfti*r>d 'x \-ion* th<* $n&. 

.*<&« *wyb odn*nrnyb esuiy tho S^oaldonx 

of oho 1>iroot.ox 4 * IrfioBt; too Od vikhNol-d none?Lixrorkro * 

l&-$ TAtt f^lsSyorst, <$*>£»& ff: B&'Osl OOnAUif: twXiiv 

i.i>« .8$ srs^ttor sp^intisv^ indivXdu^i [p& ft 1/1 & YM&&M& 

or xoco?roof,xii>'i«;i to ihss fxooidont an individual *><•' to 

fiti n tnSd^noy in o ny of tho feiXo^ K ir>d po^inion^i chy Mod or 
Scte-eMtiS'*>y of r«i <* rox xnt;.^.iiidOt>>2d/ -Pi. e:«ss*,tii6t“ of th<? 

uAX fry****^ bO&dA <s>;t • this, Ifvi-ti! 1 idorsitjb 
o of oho Ax*«y, th*< >h*vy> xho Air «ri<s 

Corjs# ofcsdvo tho rsmfe of Olo ;$ or Ofsoor^i dr ftdsf r A<i^irai ? %h*a> 

i^&i&titti.t. ^Oit^^TvdjSfiS; of fvh« Oti^of CJu^xii f«3:*r. 5 isjnntr^jr «n-d 

tho A^oiAtonv Attorney <$'*$n%r.&i $$>£■ ■ feiori»i ;y«oyi’lt,y> 

Co>< K<mov.*l ■£$&& orj.*t.siti fxiai Liunjj ^ 

U i fox ih* |Ji f o^tor of ih^ Concroi 

:;info3X '»^« : . &i&y to 

Proisid^ni# -b : h« Dinon^br: <5!>j fhd >d^aiirt*aont h<?^d 

1 OOOASUXt. &Xi th§. .O^KV>V^l> <S>J' r^OOt^VO^'iOf i^A W tM- $W&.%ti&Tit. 
fof •&’» th.«f -‘^ of ? ihsp? DirOOtor -Of t4>» 

t>»tioo«A A^^yfiby pirwdfof df tAw Ksst i 

dybo^v x ?iX ^X A t. ^ i XiApymty, tf*& pif o t tAd f&n# ® 

tttK**l iidoA^y Ai^ooby* rhb Undor ^oi-^p ty o| iSos^iii^ ss^ooxri f y 
for |otdiXibbm?« ood Andlv^slo* tfw ^sribi-wnfc iS^prot^fy v v >f 


£2 
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for ihtol iiooopo hd&odfOh* ami tfto Svs>r*Kary for 

and Ahdiy#is of tfco bop*rtjsont tTreasury* If 

s; ht> Diroof or &t>4 Xih& 0op& x fn>0 A £ ho**d do hot fOmxw&l:* or 

rridotto?; for ic : «:f?«>yai.J f ; Ofthop ps&y makts o 01 Oh to 

t.;h«-- te\fch^ retn&vaS of rh$ 

i&| Thu bltosT^f ami thp ptXuy.»nt dopotttKu>i oc 
butssu ihf&d xjsuij&uit -bh tfe«: jp.«»6v4i of i ti.hu ibOsoutlvT 

Ao«\i of an* p&fcoo&pt' for iho ho i tonal Sptu* fifty t ?f fhu 

Fddoftfi £&£&&&) of £h& :£&*&££<*£ of tho of 

'.*'h h&Xl t ami c»f the boportmuht of 

tLn$x-<3*s% thts i)%T^%0c of tho H^iiorS'Sii ' R«^m-ni4-l^a«<?'o bffishKy 
*■*>* fWiiStsttif of thtt Guam XtTuiiiguooo* 

omi trt« .U%ute-?/ Swords: ary c i frofvnso loir With 

p&gpect, to dsi- individual appoinhod by.. & ^ob^rt^nt hOa<i# the 
df$pari&&*uv hui*<i issy zmsovti tjW Individual- upon *b« wi 

the eh rootsu ? if fh$s d#psfff&enic head ^hoost&e fiOf to remove the 
either tho bi t^ctor or: fch* deportment beod way 
advi^fs th«? President of the 4*p*rtffi«jsYt fyeadie 
Pptalh thp iridlvfddai >. X'h Stiff “vOse of ;fc : h« bmior Secretory-■ u£- 
Dof^na4 for Inteliivu Secretary of tXAfensje i^my riaco^iensi 
to the FreuTdenf either iho f;em>yol or twiention <st the 

ifr££vi'dp&f... 55^1 unX+drp^d he&dit of thu int^llidobod uiement& of 
t ho Atoyv the Wavy# the Air PO roo f omi the Hot i ho do tips* > the 

,«a«.y t r>vaiov>ai to ihO &>fi?f-etopy 

Of be fa-ope- 

t S> Nothing In this ^ub««ctic<n sjhal-i .bo 
to :li«ut of ofhomia?? affoot tcno authority of tho Fr0af4«nt to 
t^otuinaio, oppointt Ot tofraioato tho ^p^oXotm^rvt: dr 

xiOislonfRvnt of «toy individual # Kith or K£ tlW^t 0 oo nou I to t ion # 
r o ^ oa^oridati on r Of oo nOatt *a ricO » 

f * ;t tho Ttik&X*t-$&.ais& ComtnmS&y* cwiotatont with oppl toablo 
rsjOorhi low .and Kith fho ofhar p rovia lon& of this or<i«r> ond 

*4 
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t/hb pi .fc&g. .'fee »p*?cl 6 ;is% X A V 

And tdUo ferdsr , tne intelligence Cd ttwsnrvtsy t 

j-si.'j Oyllsidt provide irit^tn^ation by the 

Pr^aXdsfht; ** $n. £*>«& fet «xmiuy^ ifottfefcX&rve*- fc.he- 

Uia& t tjm KSCji t-fve t$otn$ X a n<i td i y council , tho 

Oh^I p£‘ •&&!?>• £&ife* d,t : Sfc-.».£f> is o n iot mi li ix&.ry 

And orher fesyin.&h ap<4> 

the ££<&%£**& of fctife .tip-Z£p<* &t a fey as; 

Jfe> In Accordance with priorities? oot fey %h*? Fre^ldonie 
collect information c^r«?ewU.ng > and ©^^^1*. • &feif lyitdj»# tfe 
xshHv«<?t edfetrassi* inx^srn^ti^n*i feferrjffe&iLeia*. pv&i ifTsfejfetid#* o£ 
terspofir ,p:£' iftAisg 3;^a«^ >xit rout ed 

..a^aiiatefc tfee Via tfed -gtetefe*. into rn* tlona L o rtavi na i drvg 
4dt Xvit X«?i>y And '^t.h#r .--fedfe-t-l,t :• act t VIt. 1« A directed the 

Uni tod vS tacos• fey* j^wor-si* prg&n Ait afelone> pfersob®* and 

; &h».-X;r .&&«$¥&$;. 

i<ry produce# And dixjsr^ralttsie infelltggnooj 

t<t) iX^Pdugt Adpirii«?tTraiivss f technical, smd Otho r cdppdsrt 
as?t: iv*X tii*?# within t.Ho \Jf n L ced tfee ami abroad ned^ea'sAry ifef 

oi alithortrod activities, to XndXiXd^ providing 
■ddfevXdeii' d.f cdfcman >?on<3*?s;n for tfa& Xruxel X iganoe <k>axstvniby i .--*>d 
dos£gttnf : ed fey tcfee fex.roct&r In Accordance vith thi& &rd«M?$ 

to? Ofenduot r^epArcb* dnv^icp^ni^ and procurement of 
i;achn x o» 1. rsy&fc *?lw And dtvicoj? roJoting b$v a vnhvvtixxed 
■rnxsi- or th>» provision Pi aijryic^ of oc^aadn odng^rn fpt 

i.hfe- CfeTSimunityj 

it) $£g&«o£ thq sfgswiiy of inpgXitgoivi^ r^iAtrrd 
aoti y.itiefi # infomAfidn/ 1 r»-s %>uX\ alioc^ f prfepdtty; and ^ployger. 
by a pprop r S atxf» «UdXv X^v^wt 1 ^t:.Wig $ o f 

ApplinantiJ f d^fet-bfe^tferis # And ^th®;r witt* 

isii^iXar with too X:nt<?Xl i^«soc^ dfeisognity ^l^t^ntss »« 

a r y ^ s? A :r y # 
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Wto into St* to* locnl* and to tool 

;*• w$$4 a.o 4ip^f©jpiria-t^r f>rivat:# *$*?<? tor anti tito'* 
•Ifttotost'ipih rolst>ind to nation*! and iyotmlton# 

(h> fcdofillito* ifvc>$^r'a^ ail intol! : totoW' 

actosrtfcto# and tohor informtoton $4 titering.- in siKJcotoantTto with 
tovo ti on ;l * 3 (fc > i £0-j &£ thiss ardor; sr^ 

i i ) l<thtoi$srh$ aind dytisss? tolot©d to 

i ato iv-ltlos an tto 1£*?tod$s nt may direct v 

.Vto; £*&££&& and 4-£.£<to of ifed £f*dd* r-toT 

and A^ontoo^v Th© toato of ail doptottwynto 

and odtoto © &.. ®h&X.i. * 

(to ;toto:ido i\to : pirtoitoi: tk>, al l and 

intollidsn^ to iho nsttonal a-^u.irtxy '«»«■ that dthorwtso 

l& r©<$p i rod £&$ :%hm ^r£&vk\$fi$& of tto Dirtototo& dd£to*> 
to incindo admin lo t rally© and ptitor 'ajpjaropr £.&£«£ 
i ofor tit>i>t axoapt fju&iv i n f yrift&i ton o:<c;lv:<i©<i by l&w> by .©to 
fPbtod©bi* or by tho ntoin<3 csndesr this ord©jr 

at- tn© diiaatian of tto to^todont; 

(fc>| Itovld© all prb^raiJ^atvlc and todd©tory i n toh^/t ios> 
mo©©o$ta ry to tfiijppdto tto ntrtofof .in >tov©idtotto National 
1 n to 1 i t © £ trod 

icl (yOdtoinato d^totowto and l tf>pldtsiitoi <* itotv of 
i ntali ici^noa sytooms* .and ai'ohltdotyros? and* asr appropri&t©> 

©to to y,l<*n a .1 sytoto^ and ordivitovfo too d£ tboA-h dsspo totostyf c?* 
>%danoio^ f and dthoss tos&tonts kith, th© Dlrootor to ro<sfpt<to 
to natvlonal 1 to^vltotontd and ail appll^abXn 

,iti pts : mhalind and aocdrit:y ddldcfl in®&* intntmition 
prioanyv ^and oi ; hot ri?<|witoft>onta* 

ii'i) ^rovid^* to maxtmnm oKtont pmrto ttod by 

law* otitviodt to tho avmllalbliioy^^ of apptopriafeion^ 0 jk 5 not 
tneons iotont with tho mi^nlon of;' tha do pa rtrnon t o t adono'y * nuoh 
fnrthot toppo^i to thd pltootof to the t>itoooot toy to^totV 

is 
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at tgr with rhe dep^rtbbhb «>+' 

•for the pecferr ignore o£ the £d.£ggibr *> tXinctlons# 

i<%} Roepono to advisory forking frsm $h*z Cdx^ntop 
under *wgtio<ri i*3(bi (.i.B! ot chie ordor ts> the grgst>^t edcfobt 
pn£gii>.th # in, auoo rggiioe vl&h- &ppXibgfc>i& pglidled n&tnblifhed 
by the h«si'*«t of the r^p>^rscttTK? d^p*rttoent or og^ncy* 

( f j Snstupe fch&t &il **fi thin the. j.-tfij«r»t 

or comply *<ith the jp*dyi££&ft& tf Fart & -of ’ tnii artier f 

pt InkPl-l l'^*$n<sy Csowm^i-^y ll^tion, wf>*r< 
performing foreign into! I opd 

t'angtiohe* 

t$1 p^Ofvf 5 tch* g.*v3 int^gr^to dll 

'jiis't; Jiviti# In ggdorddbw with dtustiors l, 31b} f£Oj # 
•asKf ihteXiigjsnee end other %&tt\*lkl&& in ^oord^noe with 
eshthioh l v^inVf^li of t hi g orderf 

tHj. in ferm ttv« Attorrjey <?en* rstfi , either dir «sotl y dr 
chirp ugh the Federal Bureau of t n v egi i^ht tOn« &nd the Bi rectos 
of oof looften of fort?i>gn ond 

■sbciyi ties? Sngld** the ,%IM Btehee ^ 
osiorOineted with the BodOTSi fcrreae of ;f s nVwtl^»tion* 

It) eorewent eg errengtripnce developed by the hood e f 
the depertieent o.r 0;>d the hireutee of the Centroi 

Intelligence Agency; end approved by the Dl rectos:, inforp the 

Bireotof shcj: the iliregyb?: of the Iritbl &gehgy> 

either di recti'/ or through hie serving ootnide the 

fttai-t*# ■:■&■$»$$& * &&■' opproprioto, of; olseogootihe ool loot ion of 
£ocoign Info| 1 igenog gd|%getod through hubsn eouroes? or throogh 
m^^h^onsiiyied owtoldd the ifoitraff i5tet*« that not boen 

<?gordi nat od vi tii tho Cent rs»l Intel i.lgenoo Agehoyj §hd 

i j ? Xnf oro the i3e<*retoty of ^ tene<? ► di t her dt regtiy of 
through hie derigndo, en appropriate* of oi stride tine gofllootipn 
of. foreign int e 11 .ig^noe outaaidtv the t;r&£&& Sreteg th i rggtdh of 
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m&x or <?oa£ irvaenOy «d- by Kho 

&0or*ts3fy -■&$ fMtsmWg tor pArps®«ja <?l this af to?: 

Kiy* &%£&mpp ¥>r N&SiObAi 

l r <5 ife'sci^ of &£'■$&& 'J£nt>&2 i-i. : ^«rs«fest ey * tl'so bosulsj 

o£' o^omortto of rho iivtoi ii^noe Coita^rsitv^ ohai t; 

(<>) Areylde- the PArootot <*<?co!5o to ell 1 Ofdrpofioh ®x\t& 

$i&i-«v£:r<fc to the -tt&fci&aBl ifeourity o:*r .%\%&:Z 
i> revolted for the i>eff»rm;anro of ttaw- $frwto;? f d duties/ 
to lootvdO $n4 other approbviOrvisas^oyiaeot 

X tit or*h$h&ohi oxeept eooh i n for^l t.i oo e^oto<Jod i$v*> jsy sho. 

f *>£ fc‘V the Attorney >Sefter&l aot'dTi^ lander this etder 
at the d i oeOtioO of tho &rO&sdem:$ 

ife? Alopott to tho Attorney Potters! f*ohss;tOi.o viol of iotiO 
of rooorol er i¥t:iri>s2. I^ava* hy er^iOydVi* o*>s£ of aooei t i^d r^orot 
bri?fir»&S isVo fcy dhy. otho r -jpEtr&ttrt a.* proobiod in proeeci^ro^ 
a^rood up*m by tbe AttortiOy txooer^i ood the head of the 
deportts^ntf \o*3>shoy> pt iohft>$ht OoheO-ft^d# Ah o fs&hhor 

oo^elisi'ent vith the pr <*toot 1 on o£ SntoXIiooriev sseoroeis and 
oof hodo, oo opvolfiod ah thsoxe phO<?odurop i 

vOi Kepoft to the for el. fidonet: Ciy^^ai^hx: B*o$ rd , oo n sir t o n t 
vith Order. 134&£■. pi retire ty 2 b .£po*?o &rKi psrovidv 

o^pioo of oil dudh yesiojcte te th* Otrootot# oott^o tTii oi>y 
iofcellldoooe ^ebivitioe of £fr*?;f r that thoy bow rosseott 

.to. ;p#l:i..ovo my bor or eoAtrAty to e^opiattye Order Of 

p rOis fdOA tl o 1 0a reef 5 vo ? 

l&i btotoof i ntei lichee and i fit oil ig&nde s5dufo«^» 

RvothoOe^ Ah<i &0i Ivl f lee troo ^h^o^thori^oo dt0oiO5$urv 1 a 
ooootddnoO with ^uidto from fbv DiA'eotor a 

t'O; litofeV %^>fOprist;^^ the tixg 'Of-:,1 ft f0fOb'' 

s>f ihtoli *11 footed Ivy 1^0 or the ' ; ^ifWl«j«nt^ to 

iPOAlp ttlbol * ^nO pviv^cv ^eetor ontirieo# 

ff) ixi^vMMXi^h or Ihteito iOfOion 
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and iii ti i•• organ** undtax 
ar s«< tint. ^ X I i<| muz o s >£ a$£fe$s&frt8F; ift 

vit h ior? I * 3 i b| +41 of thi s ord&t; 

S d? $?■aytto .£paxts %n ch& <s £ proc> ksux&£: pv££*y^d 

*>y fcfr* hmoxiFtel? 0Vps?rsX pr<^tm*.iAvr> *>?>i 

«.>f or i Xi^nsjv^^ r^v4t:ip:j txcm criminal 

i «?X :1 i y * a e * -«fttd vltlya: abroad if -*.h$y- hay® irtps*l X 

f$p■ .il&tttejBftix> dx'iaUWX dyskj 
add ht'&£ Eie&irvg; $tnd 

(Hi tM& ifidpoetoxs *>pavaxssi> ^ni«sfr.«|. 

apd advnoy officials xeaporteiblo fpp priyapy ox piylL iib^xtiys 
toy i tfwpas&£-&Y<? <$r$$ &&'%&&.£&$$'' $v&y* fed ar;<y 

infexwt ion ox tm&£itddpOs? Asdo^daXy t:^ix difldlai 

\iy 11 Yd » 

1*1 T&t&XI£'$&&&& C&timiiisity S-U&to&ftt&v £aob fcX«jsj^tit-' *>£ 

Ktiv xidf^u?>idy hav>? sh.d dvt i*so arid 

r:ddpoh*ii>x$ ifcX: spoolxtod poiow* ift addition £& tfco&o 

apwdMip** *>Y X&vr itv thi«? oxdor^ i^dnd?t 

poabumity oXdrcoot 23 wishin «moe*jTvivd ssH&il janrvo iho 

toformxcion *r>d iotdl ih^ir riy $.< h*?*vds5 

and a iso dd&ii .<^>dra&«r • m. ix*pt y>£ *p 
IntoitX<cjo rocn ty* ava px^yld^d i,y* Xav o.x this' x;*xdox> 

la) TH£ mmox* ?ft* of iho 

C^Av ta i i.i>3*fno4®r &hai 1 1 

13 j <^>X iadi' iXds?l udin^ thooi^h o 1 and«?s*fc i rsft> twana? , 
an^lyx^# 'aiad- ■£#'$*$%?*. i yix ^.1 i i^dda 

tto,y n ^ i pi*v 1 % 

5 Copddifit Xid»n^©: apt iyit?i^«r -ui ihotii 

dx p^ri'drmind s»ny lAtvrnal $yt?urit:y vithin 

th*? ^fs.iXdd M 

i$Y Coddoxtv administx^tivd ami t^dlUXidal av*pi>^xt 
aepiv.it iod vi idin and dwtdidd th^ United Staton ndd^dxfaxy fc?r 


xa 
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os>v^r and priori&r; 

•H-> C&ndti&t. yovyrt susticm by th« 

+ thy febtx&l x.r&feX l Igfctrircte Jfyg&tic ry *oi- 

tiiw &£.i$bci' <>r thy yh&Vbd StatrsiSi in t i P«y v v <sr dsKtiarteri > : y 

efcti or du?Mw p*?ri£<d by a rs^.ft v r, fm .tN 

&xw*id^i$b t o; tt>b Cbn^bWs vXbh thy w**t: '^5^' 

&.&V m&y condyyt any c*v yrt jtyumt 

•actlylty fete dyt&fsdhcra shat ahothyE *$&$€££ i& 

m>T# itik.^'iy to &di£X$y&- .i$ p « v t Xcyld v bbj 00t i v*? ♦ 

j 5 -J Cbndnsrt tpr^i<$r< Xiai^sn 

£ * t&x-l bh^hipa VXbh inbyXis^ehKry $g s^rVib^b af 

^V«4T'fiBft«Afcss: £>£ in tbrna ttonal or^'anX-x^t£&>?$& xribh- 

1.3 (b) iA'} Pt tbla opd^r^ 

•$41 Ubdbf fch» di$'bbtX:$m and ^xdandy «*£ 'thu i>x«^bbw:# 
ansi U\ yr$ %i\ $syy s i<$A 1.* 3 $ b> \4'$ &f-. th 1 a brdter * 

•bdshcdiha £%' :%$%& >x>£ intoXlid^ndy and 

i <&Xyis*&nt : is of thy 

MtyXX i^yhcsy cys^muhity and thy intol li^nby ot ^y<j«bity 

b£ f y r n <>r Xht ythat lots ai iyna? a nd 

{ ^ $ #^jsr£bi?m r?u£h othyr Xuneytyr*® and dittos* rslatyd 

by ihtyXXiy«?h<?« 4$ t&y Mrihst^r 

<b) th& t mrnnss Thy ■&%$<?<?%&*■ &£ •$■&*»■ 

t^ibbrsy XhtyXXlg^Tic^> Agyndy Khalit 

r.lt (incflAjd.itsd fc^u^K oSyftdytstiny fSvyan^Tt 

ahaiyso* prddu^y# and • int^U• -4 Ad 

o*un t y ri s\ ys? 1.1X dyhyy' ny &i 3 pp&jrt n-akidnal arid ar taiafttai 

a ® s >3:ny ? 

.\;Z% Cdllyct/ analysts# p.t>x>d^c^> yr# tbbyy^h ^a^icin'd 
and dddxxdinatix^hr pj:yyidy ajvi dyfidb^d 

imylX f*b £$m $&?$&.ta ry df Dnf? 3 nay f thy ChsaXrffcan of t:h^ 

doint Chidi'a o?; d^rn^a ®r ?? r dthbr l^Cyhay 

<^e)p<Nhyiiby> And non—byrti^a 

1 $ 
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I3> G&f&luc-t toto t <? tityfct111 -3 sstlv- 11 i to* 

H i toixtoct ve support 

«tolY.ifc£»&. wi t hits s r 4 &utoi<to Xix\.L&mi- 3 tat to •*? 'ftto'tototy tor 
.to tor a to pto^rito’toy arrto^tototo* 

to* Cotouto int<si O 3 

r®i,atl>>>S5iJhip 1 ss <i«f^tia<a Xrttol ligtoto toto&mto |irs>u:£&$*&. viiit 
tors* ito tof&nto ostsfcd i$?hfiisi?inr.>?> irit^.1 X i &v ^KHtyrity 
& toy to to to ■t'CffQi i£$V d»>^nt &p sstsid X nt<*.£:vatitoa1 dtoi uvi& 
i n *to tord&h to ni th totoi&ri js X.■■*£ <h} Hlr # 'sto t* %&{ i] to 

i 6) Hsitjia^e iihd totosiitoto slXX uh&fctoto toistto to thtf 
Dy rytt ato 

til £wd 
iSv^utx \ to i t> t -a i1 $ toatoi auppaH't h# ditoto^d fcy th*? ^stcrt^tcaty 

to £>$-$#*»&$>> 

(to th<s ftitototo to ito 

tolly jfVgertvsy M ii; 

U > &<*\X.*$pt iiripiu^xrig through »?| &*%#&.) * 

tototo»> pto;iuc?s> issyi 41^totohto« tfigtoln itotolidwths 

‘i;Tii<>r ; mt;l<m &tk*. xtots ior foreign arid 

tou toU r i n to i. I £g$^*'* i&t rpcusto to mtpptot tttoirstol ahdf 
tops f ivi- tsiatorasa; 

sHtKi -^toto*? *m to £ toils-**? uni iito 
to^toriiv&tlsU} tor jSfi^iiiii $to<3«?pt: tot tto 
to operational tontt«al t>v*cy r. -t totals t'ltoi'dttofits that 
to**. trstou^h pthwr to thfe 

'ffatemihi&Y* &fo> either or avay £r* to^nsrlr? 

iptfeX ^toiyi tito pu^u^tvt tu a d^tou^tiuu fcy th^ 

JiH tont t5jl iotoll towto■ ^>ml 

*>§• • aixiurs^nt to «s* 

atot>& tot ^uto p^rito?s ato -to is>x tht 
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di sect of ^KawatCKi.*f**sS'$ 

$4$ 0&*&$utsfc. ■*«&*&** i at ouppoxi' 

STO tiVV Wl tiliXY &XVCf <3U££ddfe- t hfi% tU'dtsd SttAJ v^«S : fieoOk^exy fei- 

cove r a i- i v <> / 

$hf Pre v id e &i§FvdL& ir>tel IIai enoe fsjt nxvtci^n^X 

4^- a I £*Kt .£&$ th« C&ndttet $&£■ tt> XXitcYC/ 

OpO f>*tiOfLSd 

i$) fet fcb* ‘H^t.i-0'^i U&s*&$®£: for Hafionsi ^ourity 

&y®fc'*j*BSL \:t:tii %<***' $f$& fSKSF'i and tii thik ckp&dl.ty 

: be respond 01*3 to. the at to the Oirectof? 

O'S '*SCin#;t&%&ft* -With &eOfcloh ItS&Xf^i of 

the ;&&£>• it« field of veiihdricovf op^r^tlon#* ^kdofity 

c^*r&&l-f»9 praot lees? * i>^Xodir^ tJ\& 
ji h&ndilnsi* smd di&t.rlOexien of Is. i ^Xi 

shd ppmuai«a£ X oriss e$d$iy material within and $tPdrt$ the 

of 'the s$l of .the f{^t.'lona : i &wz\i?i ty 

and tftk neo^c«ex’y • cOfitfoi to «s.^yr^ 

00 %$&£.i .ano# **&t h the re^ul ^ticsn^ j and 

OsriddOi cryptologic' XXOXk^h re lotlc«?JhX?>^ 

In $s$i$p£i$iin(SK yfizh eecXlorp X*&$$>} HX*- X*^i&3i?43U and X.XOflJ of 
f h;t,a .ofd^r *. 

Hi tm n&nx&hi* qrEf$£* The Dtf^otof of 

thk tl&tSdk&I Of tics? nJml.it: 

H) Be fevs roeekrch and <1evo loptsen t* 

it lOnV Ishmeh* OepX o^^vkh t^ end dp&r&x ion o f 
ay$fc:tt*drs and roiateii d«f«. prode^adht* foci Xitlee to 
inteili<sete«s '»n& £t %femetion to tdjpp=s>rt n^tiotiel end 
steps* rtOerytal i&t snssi on & ami other tsSnifod v t ke od ss ? 

:&M- 

($■$ comfoct fot^fo^ -XlcYtsor* teletionssh:ip*ij f^aieting 

to tho fftiststtosy in ^oooixi^dOe ^otione: l r 3iix) <4;)# 

i> Ti ev isi P <aod i * 10 i i i &t chin o^dot* 
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w: rm. q ^ai -tht§ lli<&&$& mmm* 

mmptror of $ a l !$&&<*&' A$*moy ®h&3is 

>3 4 s so Xiiti'-k intoti I'Sooco i p £<;>£#><>£ tor* dilta i'cys 

f^iroit^rj itr*«££ i good® and ^stiTtfe^riteip«jri>w«« to s&ppprf 
sX&tiond* and £k»p arti^nt:>^ 1 rniisa^.i^riss# 

iZ$ frrovido ^uppdrt £ : o£ 

&-{?& ^i £^vjvitrotfst^fitjs &o$j lor 1 too ■&£ 

tn% i i r y opo z & tto n $s $ 

£3$ e?ondViOt ‘&3xRtttt &$f 
sdttyifci&is yi&hin &;r^ dut&ido th** Ua itod &t.jf£fe& so riooteooi'y £&$ 
asovot r 

$4? ^oodiiet $oo&pat.lal 

r^X &t£^*»H'£jf>8* tft with tx3|fef t4>f t*i<5)n 

>ind :V,. I £H 1$ •«$'? this* &$cter* 

in ?m zm%i&xmm% mo tmmmimm*^ or 

rim mm* mavy, &x*l; : *mm* mo ?k& .$**x 

h«50C*3s of fho and ooijfit*?rirstoi Pi$$ssoco oi' 

fsh« Amy* ffsvy*. Air ror&&* &nd H&titso ^spa oh^i i: 

$13 Qoliocv i$siplvti$±iw$ thc&^h 
px^ixfO*?» orm;l yi£fj>. st>o <1*£>m** &tst&n&4*z&% &tmi 

ik\t&l\ i#&t\#ft ■■■&¥*&■ <fc»y rtt.« i i. &o ^jppdrt d^parti^ftpa l 

»n<l* ass? oo^Ioo^I r^Mir^Kiorit#* 

fS-$ XXnadU^t. ooAiot^iftitoi:i l^orico &otivi&ltta* 

KVJ Hof;it^r fchw dmo Sopt^orjt r proouxros^ot * «nd 
iustW4’M^i6:t’ tsox-Xooi v<k8^»- • SAd; 

srolst^pi ros?i€?or^H, d«v<?lopstt?ot, on$f tvoscft sf;4 oyoiii^fci^p 
4<? t i V11 ;i oo; Sfiyi 

14} O^nduot ;^i 5 1 fsi ry i oo*$11 i^onoy 

v#jt;h 

oo*i*ydtm4 coo*pot'stlvy ??sst; obi t.ssh^or?t^ sod 

1 otorosfi dosl ions io socottdsrico with 
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etIC'hS 1 * 3 <i (4) $ .1 ..+ ? t i S^i * I *1$ (1V o 1 vVyd^r* 

{<&} xum&ms or rm rm&mu mm *0 or 

Ujy:$#:t £h« su^rs^ision of the Astern<?:y &eh*r4i 
ms<$ t. to ruoh regulations as th£ Attorney a1 m^.y 

eefca&Xi&tv, ihs? intall 1 d.yn<?e ^Xetwnts ot -%h&. Federal of 

I ny $?eti gotvloo siha XX t : 

i. li Co.Mltot i through c t$m<Je n t In*? &*?wn^ > # 

tftnslyve* ; praetor** .&t*d foreigh smd 

t&- $.ms$tt>£c' Jratldn&i and de£>or 
£h fc&dordahr;*? \*Xtk iroi ftppnw^ foy 

t he At:tcus\«y <&*m$vr#$- r , after <xc*kmilx$X:i &ft Vi th tft«? Direetdfj 
f & 5 p*tv;i nr t os&tf h te t?iM% ^Ili:p|k?»- ai c&Xvi £ 1 os : > a fid 
i of foreign intyiligenofs and 

<?*>Ms>ter 1&9<&nc& 1 -Xalfedzv r<s iat iortohi^ VJLth infc*?1 kX<i&k*z&, 

aseOdrS fc*y> ktt$ low • w?3trs # i0e$ ot iotei dn ct»we>i>t $ or 

Internal on &i organisations in <soc$> cd&nere with. 

S^otsohs 1 * #twi : - X+'^ $&) 1§X of this 

im tim- xfiTE^^i^^ficr ws* cosin ’er x .#0?' 

1?im COAST SMA&&, ^he Co jsfi^rbden t £>f tx^ifS Coast Co&rd oh a 13.5 

ill C&XX&dt; (i^dividing <s$:&fc&4hisj * 

Ahaty&o* fitrodyoe* »‘nci di^ymin&te t>x< reign irjteXXig*moe and 
including dofohoo ami 

X nt o £ ?r*.*t1 oh and iotoiX igenne id r^i^eri not ional sod 
<tap& i r,?f:*>*•>*. a X 

cyudiios: iXg^hss* o^rtvit iy?A> 

>3£ Hofiitoi' tho dov<?lopK5^rit t ^trds;u£'%fs«ivt> and 

raotieal. intelllg^noo $$■&%*$&& and eguip«<onr and 
Condwdt ro.iatod doveior ;f! ^ht> &r>d t<?ot and ovdii»$at3.on 

.& o t. i vi t i,ar | a?«3 

J4> Cot^diiot Joi'olgn i n t.oi X igonoo I i a 1 sJ on 
i-at iohnhlpss and; intalXI^ehoo <??<ahanyo wi th fdfyi^ri 

ifitoli ^curi ty s$«xvl-<s«^ or Int^rrisi ionLAl 

%3 
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iptm Iti with fs v* l.TfiVi t&S* 

&h«*# whfn $*h putt ot the «.£ offense* 

LI OMl ef t^Vsf order* 

ft;J' ^hk mmm m mmixa&mm m& e or 

'?BE 8&&X S& tiW Xf?TEt:^t?3E^Ce fW 

?m *?mAMsmt or matio^ai. aKMttt "mm 

htmmmmTimi tbs* officeof i?^TSLLiaE^oK ahd 

or hcneuvne • m& iw -mmm or 

xm^uammB and o>c;m ? ?^xhr?E:viviogHCE, v&pj&msm' or 
SHie Ne&tfs? Of the :£&*?*$»i>- Xrttellicj^n^ dnd R^^i’trh, Depertswnt 
of $-£-$£*$1 %hp CjsFJ?i<afc' Kit J^p^rt^eiVt 

Of the Tt^Aisswry? the Offide of ^eehrity trif 

1>TU€f: .Adta&til &xir8tk&ni thts Offto of Intel!and 

A«eiyiS:t$s> &fe#$r-£f*tervg Of ^dufttyf ttW Otti&#.- p-t 

Xa*te&3>X1>3& tide and Of Energy 

s 

ijl$ OpXXeet iev^irtly «*.r: through ptihlioly availAbl^ 
sdsiaiX^e* ^rodude, and di 

^treal- • ss??wRt^ n%v& w.«&: #upp&t%. ond 

d-ep<3rm^hf:«f ^$ &£>»&* dhd' : 

i>i) c^vwtu&-& r &m* p^riieipNifs in an^ly* fc or 
Infc<ii5t4iitvfi ••• vfifcji: '£!*>£& l$ti pktth&tss- shd Ihf ethaf 

Irfe with X>3$bj ($ $ And 

X * ■? f<il 16| Of t hi -ss order' <1 

fi) mr orrsos or $h& &$%&&&% or m^&ht4£d£Nc&* 

The Oireotet: #N^.U doX.Xeot ievettly *>f ptifettief y 

aval Xeblo prhdMtter end 

IhT&t^A^XPrs* Xnlyelil^jeh«iei And cduhteilfiletl i^end-e to ^ppppt'% 
the of the Offof the Dirttetof of H**XorcssX 

fotfO ^.Xqtmvfti indlhdind ths? fJAfi$n$l CduAt eit ^rror tarn G*nt?.p.i;. 
tm<* "tp ether nations* MeslonAv 

X* $ ,ik?p&r&%wnt: of ii> Ad^ltidrt t® %tm sathofirde^ 
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bY tXvi? Bnr&a n o f ami uhdter 

auand ctf •&&«» s«crut .ary o f State 

a hsslIt 

i&\ .O&l&m-t. (OY^ftly or thmtis^h publicly sy01l5ifctl^ 

tfobbste) folov&ht; &*• %&#&%<$?* 

ji taA nut-Wrist*! s^ow.rtby ; 

tte) tsb thu oxtonb w^iblu* reports 

yq& €■$<&&■ Steatite dlplofu*tlo >nei pxxstB? 

{ <?) . 'Wan*-r*I t report in?? arid advisory t&dkibd^ 

of hh$? Ifst-fell ^<jond^? Ccsf^irturLit.y fed thy ChXofu of bnlyud 

x 

Mi&aloriu abs^adi and 

('&} Support Chlysf?? ■&& UiilttAd >U«taionu. 

f bil -i fc : i- ««■ • ''p& r«u^ : rsb ts> iat? and 

l>f*^iduhf X a* di t on•* 

,1>J ffm stt" .hfossr Tj?K&&Ux , y<* In sddxWbn 1.^ tlw 

Ax>tvho.yix;i«:^ by th^ 0££X\?« o|. Int-blli|$6hd-9 &fj*i -teal.yjgs-ia 

of thu t^psfcrurehc csf rfos TKouuury iUniff oftOtionsf :t*4 and .1 * 7 (V $ 
of tteW osrd^r -feHb xsbf’ruba.fy >x>$ thu Trua&uty hh&il 
{ovbrtly or tht-oii^h bnbXIofy r&UbdM$ fmnrldn 

£ln&n«?i$i information ami* in o^naoXtation with i^p^rtw-ynt 
of K& f foculsjn Uoohdmio X hformat ion«► 
iwib ^^rrrf^ht of >ho of 

ahoi%+ 

(d) .0$Jtl^ i'ift«?i^i^'' tbfe^h &J *fi^!iMPtih» *$&#&$$> 

analy-tu# proxino^, ami .tefot^oiiihn and inheiilid^h'cs? 

and 1 ^, ^sp^m tts od<?iaory turkxnfi by 

r.bf - Pirobtof♦ 

ib> Coiiaon { iAoXud£rs<j through clat^iejstin.*? jntoHj$w*sf-# 
an&Xyro* prodtano* and d X a a out i n at a ds?fom?o and d© fan o roX&ft? d 
i nt oX:i;i>annc*? and dtnats Wrl'ht:Ol^,i^;!f?n^o # aa .roejdirod for ??se«o^ti on 
of tho raaponaihi1ition? 

(of conduct bi'odrano and mi ion si nooo.aaa ry lo fulfill 
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riand tactical thtojU r v qu it 

td> Coiwfuot soi *1 v i%%*>& Xn OoppOrt 

of pep« ri-Hssrsfc of De?£erwse co^s^nento sr*d oyserdinvtc 
count e££»&«;$. I£$$nc& activities? in #«<&>.£$&&&* with 
t smkI. } of thii? order; 

(>>•)•• Act* i?i with fchtt Dii:o<?tot> <&s& t.lw 

oxfe^utlvo :A9*«t of. ti'i^r LJnli;&£3 Coyern rtent for 

■1 ra& *i& i no y o of 

ff ) #povi<te for thf* t i m? l.y on of criti oai 

tfrhOi&i^ndo* si®; cte fitted by sho Pir^btOr* within th# 

Un i tod iitot co i5<>vo mi3>orjt; 

{*$$■ Carry out <>sr contract for £opfc3trc:h, oovo Ioption t # 

•arid pro<?»4i*oir>OTit: &>i technical oi^toroi and syiatio^ i.& 

£i m t ho riocd 1 % I<ynttOo t wttch i ono; 

<h> fcbtL ;&aci*rXt,^ of papapt{.^nt of poien^o 

i^rioii^* s*ct. tr*foriaoc.uvrj> property, &nd 

ossfvloyooo b*/ $»<*$*** a# InoiLidincf «mch; invto'»bida t:i'dbo 

of App%t^nt.$t 0 .<?oh:trsSif fo-r«, and ofh^r pardon*? wi th 

oimixat ooacciohiop$$ with the hoparffcvs ft t of bo t ons* e ar*r 

iU ^hd miintjsit> defasmo intoifti^nc.e 

r«3atioftohipo &n>i defonsv osphuapd^ pro^r^^c 

with ^cl«Krtod eppporafiv^ fdfoidh 'd&fofjdfc ns?t3piidbv^r**r^ 
i-tstol i ot >&eoMrl ty darvicys of forci^f; ^ov^efn^htis^ M 

\ nteem*tichol drisarsioafion??* Md i-bot «moh r «Hct ion^hibh 

and psr^.faftv§ arts in ;&d&os^&ho& with tebbidrsd? i«^fcd HI* 

^nd t. ?(dif<sj of %ki& ordoT; 

hj ) Cof^dwoi aduiini on s d t ^chhi cihi icoppopt 

OoiLiy.lciois vt.i th ih dnd ptif ^ido the bnitcd : £ss$ ®r«? 

ho provide fpr s?<syor ^od $>rtfpriyhory ®rr^ndejf*odt»# to p*?#Xpv.**- 
the ftjncciohA dooot'iOod fo thov^h Vi-l ^v<s, nr^t to 

iihpporc, thy intelXi^endO CotWtt.odi ty eX<?j5>ej'. of the St^ptoPtsoOnt of 
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ikl into l:i vrifcMn 

^>| istetsfri- t 4$d..‘in. I*7tb) I t) 

th<s C&&&% : I & sopor giving ass psxf of th& Dx$nv£ t»nt 

of D«?ior*<s o> 

ih) jssi&gtv.fc- t>x» c&j.-. sry b**£ tbs* s&crotary of *O 

i&'£.«&■ asvsii*v £h£# «4cbi»or> or 
or of floots vi thI t* t.bo Dop sxfr>ani of D*tfono ,i §> a*? 

:£&£«> to &$ttd*iot tbo mi^ion/st ansi 

X1t£or. t>;> th**- sbK*rot>&t*y of 

t v it • $&$*>£.*ty« In- to- fho 

-au&h&rf &1#&. ox4x<*t4*<i by tho Off loo of xnf a*ys& Arisiyssis 

&4 rHss t&pjfer&nwrtA: of ${&*»&&($<? • ty $<?&&! <hi$ 1*4 4;i)d 

1. ► *? ix i . of tfatp ofdorv tho SobtotAry of si^ll 

«ofidv.ot> rhrbM^b febo United .$&&&-&& $8Ks.r4t- v&fttvic#*: ^«sf Ivltvisstts fp 
M' rho otrlcftonot? -&;?#£ <r>spafoilivy Of bcio.ipsvopt 

bo&At$ wsaioO tj^'. % t&4 Vioo £b'4albyn£ yf t:i\<n 

Ufiito4 t)>o E^<rutlvo Of ftoo <*£ th.& 'W*teatt*i*snk* smd* 

;§£ tho ^^sf.rsst.ax'y- of Howland OoEuxity j&x tiwfr 

'$>£4#i4«*rfc>. otth^x ^fyfeb £rbt s 4ofcb4& .4r*& sbvitOd $£&*oss 

b-o irifoxsistSoA ^b'sM b* intern: ion^ity 

feht? : i^h &&&h' iv.l-’Sil.fejSf o&b&p'V so proto^t &<)&-!'&&£. u&o ssf 
mxt'\**$X t ^<jvi * Ab& t bojsv nyt £ vll X ta* 

{s«rsus^t to agxooO upbn &y thb dwferetaf.y- of tetelsmsi 

^Yoyxlfy; -at^i £bj& O^rv^r^l* 

ivX£ 33x4 bf £m$r$y* In to ^x>rfK> 

xx4roii5>^<i by th«? <)f fi04 of tfit«f'Ui^«0' 

c-f f;h?5 of fvnttfW -\*rvft'*$z: ■#»<?£Xv 4 1*7 (1) of 

tfjir osrdoxj. tb<? ^«sorfiMary of Snor^y ? 

i,a j Arovi^o i c> imsxlyt io, and 

xofs^oroh o 111 f i«r« fo oiHor yXlbir* f.hs? I broil 

tK»»iffi««.i t ¥t m o$>r i s t o i 
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in into* i coll oo tiron and 

^jK|U 1as v?ft*r*s ttiA * Ap*r*r:t dAp&fri1 my nt the 

csn >ror>v rih\t* *? And 

(>ar) •&srfci<&pi».sfc • vhn fc«p4.rtm#nTi cf sit'*t;<K« wertXy 
cn!l i.nd i n £onsr^f fen v*lth t'c&pnot tn ior^idn oh^tNiy . 

1*1$ if&c ■$#£&&&■ &f; In to : &hg$ 

fexd/re&s-ffd' by Sb<* ‘Itrc-fti I !$*&<?& «!«»*&*&& ■■&£ the* 
fddoxnl Euronn of inn of Uve Dopn*- £*$&**£ o £ JV^^ ins* 

ni>'3nr n*>eciono 1 * ^ and l f ? of thin o$:<$<>£.. and undor bh*? 

■&up*eiv-l&$*>n- of *h«t Atncsm^y &nd pursuant t* sunh 

$$ dftd ^«trn«y,^6^1 #$&y pf& DAtwto^ 

of tiw ^«d*rai Siimu invest shal l provide technical 

nssits?t ano a> or .nutS:id*A tbn Unlt-ad tit foiuvlsiti 

1 nn <1 idv* nBlnrc?<5rsisnt. nnrviooo« With 

twntioft I *rifibj j&Oi A nd i &ll o£ &M«- drdarv as may: &» jit«wry 
r^t niitriottnl <sjr dftpatat pisuinnrs* 

FART 2 Cnftdbcf dr ? O&&£ £ lAy^tJvf tins 

£*;L .Qfemf* Ti«>sjly> and Inai^htfui i«.€drp»fci<AB 

tho isdtlvi t ;i*rie# 1 1 tt , plant*# and of fcroi^n 

p&imz&+ dsS^s.d $k ; #z% obd* and persons?# shd thbit Anohin# id 

aSsssntial bo ininSi^d daoisidfipa^irsd £.*> tins ivrosss of n^tioriai 

and f&toidn £$X-$i&i£tta.#. Coliddtidn 
dir sneh iRtsd^fKat.idn is a pri^Act ty nn<i will; be? pursued 

in a vi^rtsu^i; snd r^^pdnsrlbl« txAun^r that, is 

bondisi^ut; with th?f Coi’jjstl.iuti# 4n& Appiicabin Iav sand 
I'd ap^cti t'iii c t’ th«? priBciplnn upnn wht oh that yriitnd ^ vssj 

ti>u;vdnd. 

2;v$: This? Ortds?t: i§ ihfcnhddd to dhhtocd hxmtm ^ndi 

toohniOAl onll«Gjtibri tochj>idu«s> n^pncialiy thos^ imdetrtabnn 
abt>x>s%d # nod fc.h<s nc<jdi«i tlon or nidhiripnnt int^iiidahm# 

an an thd do toot ion and coon toting of l o rn at i on si 

tdi'rorist nct.rivi11 ^rs, ?;hn ^prn.nad A>nAf^u^ nf AUiS^s de^bruotion, 
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&.hd' ufehduoted fey foreign Sfefe fr?ri>p are 

certain goner 3 i prlfioiples that* in addition *<s ^rtd 
wi th a to t<? ^^hi^v;s! the propor foaiahce 

between the aoqui &i tion of end ^roteet ion 

of t^ividedi ininresffess* Nothin in kfeie Order s?MU 'be 

filed to ^ppiy to or interfere with any euthotioed olvii or 
original ivw enforoejsaent res?ponnlbi I it y of any doparf»t p$ 
o$fchuy> 

f * i ??ofieotion <s*f' infbimsrion» E.i«iwTit#- of the 2 n £ ei%■i 
isoa^unr-ty. author la*#- •&&' -retain* or diwwtih&te 

inffd^tion coh^rnlrw United Stated pVrs&dru* only in xW&fefedsnce 
Vlkh fer o oocs urea esJtAbliehed by the Head of tbo inteXii 

ity <obhfeertsed-n.r by the h^«?i «i dep^rtbent 

<sm rkainih# feboh eiejmhf and approved fey the Attorney ttoneral* 
<rt>nsieteiYt with the Authorities provided fey batf 1 of fcfei a 
■O rder t **l£iv the Director, Tho&h prfeo<sdur&e 

a hell perwit <*oii*ofcdon, retention* $ndt dis?«ej$i notion <v£ the 
foilowl09 types of infotO-StiOns 

id) Xnforf^at.ittn that ia pub 1 idly ev-iilaPlo tvr pcliecjt^d 
with the consent of the potion conoerned/ 

i'b) Infbrp^tlpn cone titutits# foreign 1 otell.iuenc«s or 
tA^Uhte?;r:iiifoXIid^h^by euoh information opntern.ity^ 

corporations £>•**' other uoferafepcioi or^ miiid '% ion# >. 
with i f; t he fenSted Btahe$ fef Cferoitrn Intel it<rHnoe not oth^ wi^o 
*bt«lriablo #heIX be undertaken by the Itadarai Bureau of; 
irsvenhi^eil^h {£ 31 ! or* when aigh if leant foreign Intel iidfene* ia 
bought, fey other authorised nieiaeots of the Intel 1 i$emoe 
Cfe^nnityy presided, that no foteidn int^lli^ohoe e>s?iX*sptipp by 
o,n oh e lobe hi $ nay fee under t a & 4 h for the purposso r<£ ac^nirln^ 

1nfo mat ion ooncorni n^ the dome srfei o act. 1 vi 11 en of United £?fc&tor 
per a Pews' 

ife) fnforbation obtained in the course of a lawful foffei^n 
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1- frfvi Iooskto* & © a tyro z i 1£ i. (i op oo f iti X sSrucj ox 

i PO O X p;*tfl t l oxt i Q# L i O i X$ 

(dj Xr^fcOrm^tipr# rxssdod to prorocr the* & jafo ty of &ny: £«o mons 

ox inelodirii) thpo«r -who &ro. vioCtsrj^s* or 

&£' iPt v dxn&tvloh&l tor?:<>CisX 0X05»pfx^t i otw j 
i&X X pfom^ri or* n^^Jssd to protect t oroidp .tr^toll Ig&rcco or 
raswbtLOX'X ?*toi sp>Proo$ , $&&&$*£&« oPd ^oxi yitiop Xroso 

%iba u t bo\t idod df s?clo«xir^ * Cot ioxtdop wX'fcftin tP$$ dpi tod :^utw 
iaPbiX fc« wddrrafcfcp; fey fefeo rs* o^dopt thiti ^th«y of tte 

XiVtns'3 .X f<4fcPt>£ Ox^SiftUfsity XiOy &V&&r' oolioot Xdt&i if, ofdfesb&fc 3X>P 
cbric&rrti&g or fo.mor prooonr ox torbPX 

1 p toi X 1^0000 ^Xomopr s?o t’iK : r a ct oafs Ox thoi x px&j&Osit or f.OfW^ p 
or applicants fox <?uoh otop loyxu&Pt ox OOPt r»otin <£$■ 
t£J Xni : s;<r!ftat..tc?F» sSonoMntiKj per&opo ^ v bo ,$ro r^o>^c:xjoOiy 
bol tovool to bo i$t> k&ti t'X&I: oourodo ox oopfs»otX : f or t bo p<i rT>t : o : o of 
dot.oxr >.ip.ior? x boir o«•£f afei i.tty ox oxddtfei 1 ityt 

t<j) tfifxu'matlop out -ofe a lawful por&oprvsd* 

phyd£ <X3 i f or doo^xotvi oaf- X o?P& oooixp.l ty 5 ov’ort 4.&& t.-iots? 

$h) ihf s xttri5i«stiop /&d$j|&i*rad by overbad rdCfdtmoissaaw^o not 

diroofod ot $$tt£&£;ls Umrod p&x&osvr* 

ttt xpoid^>t^XZy obtained ipfoot^ttop that oay ioditjoto 
itwsdtu tbat rod^r^£ f dX^to* 

to<?*t 3 1 dr foxbi^P imt&j orsd 

tj : j frilormsttlop bocd»&uxy for ftdr&i ai atr&t tv^ pui^podoa ^ 

:tr* • of fcK& j ntsti iit|oo>5o Ct^»isibit y »a.y 

d .% d&'Ob.i bO to in fo rxiO t.ixsp to 03 rH 3pp'srfi^iri 3 C 0 o 1 owdVbt with i ri t ho 
tn to 11 ioooo COfp^ur<i ty for p^jrpoo^ss of S ^X lovlr^? thr rooifjioht 
oixrttobf to doto.rtti po wboubox tho jpfotri*ti.or lift ro.ioynpto to ito 
roopxsfioib? Xd11rv? 3hd o^tj rot3food fey it , OKdopr th^t: 
ibfoxtetiop 4 oriv«d f sx>fn n^y <wi-Xy; i»o. 

difsoond oot-^rd or :m&&$ ovoXX^p.? o tp X uto!IXd^PdCo^pTsit y 
oXrTOOPtp .in ^ocordanoy vith pxoood'jro5s o^tobii4hod by 
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UX boo tor in oooodi oat ion fchw rbfory of apd 

bpproyod by tbo At : &0gik&y 

Z* 4 • CpJ $ J •’of ’PftO Jr>bo } -I £n<XO 

<?^^«sprt.ify‘ aImlIJ. *j«o tho l^asst intwiT® t^&hfsi^uw 

rpoolbio within cb.«r Stator? or d;lr<*ofc?s«i 

United prw, abroad, ^.V«m«nt : ^;;d^:- bh<* Into lll^Pnoo 

coftw<yt>x a rp not to o#o pooh .&# 

ur^ooftoobf^d pftyr.i£?&X robots* o$& 1 i 
o is ov<*4 i l& o 0** P 04ry o £ l l ppop, <>?' bovicnsp 

onXPsO ! bh*$y are? in fc\irh jswWw^«# opt skii $h : ^ by ffto 

ftoodi-of tftp c<±im\mXt\> e4^»s daboPrOOd or tho Hood 

of ^ ooftboltvifts? »MsJh >f?prbvie^l.--:iby-:- -.ttotf 

fepomi, of tor $o*«*rol t4? * i«w» with" tfto bir^ptor* soon 
procodLiros^ 8$£pfX pro v^d i opft&bibbti$? bP X dnd Xo$oX trldbts? 

»'i“;<4 X s «d t tissb -of -tsussfh- Xnf brmati or* to iawful ^overoii^orit:a£ 
pui^>oo.o«? : * Tbo&p p.rooorftir oat ojr^xi not ov?vPorXoo $ 

tii-l- Tba Co&p’tras. ij>x:<si:ii^orido A^ondy imm: to tfs 

*s3potrw*Xo. &u ryp£i£&n&p wittoi ps tfto bpifcod Ssfcat*m- o^oopt tor tho 
ptipposiO; of irolbipo# ?:oop4oov or trobduor4ft<y to 

hoett O o pi oof rooio $?p£v«i X ions*** 

(b) U np oft^*r*toti phy ptool .js#&r&fto& I ft rftp fcJrilb&d &£&%$& by 
nlpraonrO of tho fop oilstone* vCpnM^l^by’- •'€.*£bifcr ; tho £&I r 

«&oopf f or $ 

ill ^«*dkr»f.hftp by ooxir.toriftt'^XIi^oftoo of fftp 

iftiXitftry sorylos^s diroorpd &q<\.unfit itllXtofy po.pooftjiOl vl tfti n rXo> 
United X?f«*rps? or pbrdftd fop ffttpl Kh«R : 

auibbrl by & b.ii xt>/s.ry doWftiiodifer ^rto ijpp^ovo pftyoXooX 
ji50O' roh^o for 1 *w ooforoft^OTft pu.j^^oo^# upon » tXftd'iriO =^>f 

probftfoiy oao&o to bol ioyo tHot poob porooft^ ^r<s ^ot4 
of .fpfoX<3ft ^pd 

1.$^ ^odroftos by diA t*£ pPt&aooi ptdporr.y of nop* 
bbip^xOOftO XOtvrfTfilly ift s?OAspO«10ift? 
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of * TJnftbo stoto** person i'h t?w 
stoo by olOKm>£s o I t h ** In t ol lioonco &os*runi .t.y otfror 
tfcoo tho imt> fc&o&pt £<>r; 

ll\ £fry»ioal «ury^illstrjc^ of prstssmt or f&jfts&gr 
orf>ptoy*sOi** y^roponfc <>x for«y^£ ^i.^Jsa^nt: - 3<&^£&c £&.££* or 

fc bol r pvmmit dr fcumr orcploystoo, or »p# l iossnt^ for m*y #vkib 
oirb^oyjff’Sj'it- or opnfcar#r t ino*; Anri 

'SZ$ Pfvyoio^i Ot*rVo£ilonw of >> toilitaty person 
oiop i oy«d by & non-int*l 1 1$« nd«? olottOnL of a military &pfvipo* 
a no 

?d? ^hyslcai of A United &&»£*$. : por-srop Obr.Ood 

to o&sopt to obtain OioniflOAiix 

ifiiottistion eronnot rn^Aonsibly bo fesy otiwr fpsosno* 

S Art<ornoy Approve 1, t£**> A«;*ornoy Gon&r Ol horsavy 1 a 

doin^$oto<i oho pcr*?or t.o Approve th# nss«? for infoiii^^noo 
purpooor* wtxhm *$>& onxtod or 4 vnitod'• St&£oi& 

p*?rs&tr &bsroad> of sny tooho X <$uo for ohiob $ v^rtonb 

if wdorfAk«n for law onioroorjont putrpos^o> proyid^d 
%&&$•■ m*x4a ^ bvbni,^uf?o nboli not b*3 und«?rc^l<^n un!$$$ tho Attor^oy 
Gonorai n^o *iornri?vino»i in oa*Ob th^t bhor« pr:pb^bl« o&noo 

to boiXovo th&i fhp ioohoi^o ■&£- diroot*$d o fdroi:>^r> 

povfox or m% Af^ivnt of $ foroiQn povor* ¥bo : ^ utnor i ty : *idi o§a*od 
onrooApi to this? r^rodrobbr inoVndln^i iho oothorlty to ^ppr«>vo 
tbs *l»$ <&£ &d dof&npd ii> ihO f'oroido 

intot-..t4jp^no^ ^urvritsono# Adf of -,V^^, $& drnssndsjd, bo 

ossssroi ssod in ,&ioffordssioo kith. th&f Aot * 

S ^ b f ^ Popoo to fow ^bfoi v A^o#nt ^oo ) fi*o rX £ f 0^5 * 

t'viontonto of tbo infoX If^ono* Coitsrftmity &x&. horisr^si to: 

Xa s Cs>bpor;^ro vi th Approbt^ .^to tk& ontoro*»i^nf A^^obioo tor 
thFs purp<doo of protootib# tbo' ^wtployigojs; tnfofraat ion> proporty, 
And f noilttioo of ony ^lontont of ?cho ^ Coossiupityj 

fbi t?nloots ottxoproolv^i^ by loV or tola? Ordtor* 
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lb Xu X sw ontoy 0??3io a t abbivifl*** !>'>> 

proyonv. cl o ndfentifw itifeiSfiXX^riC^ by 

vvt: i r*torr iono i t;orrorin$ <>y namot ioss 

<c> ir rovi<3« sp oo X &X X xod o>3uiptt>«nr* t<?>?hnic«j knowWd^* ot 
&s$&xMsiano«& &£ pop£OOtt*s4 for **»«• by AT»y or 

:&$nn<?¥t or *rh$m li w fcp Xopoi i»«r 

OnfO.£O^Onr v i.S i OO Of -St&?i l& vOnot£ i>y 

phoiX S&fc ««<t^ • q(ii^ . : |jy. ttns* y&fiyf&V $f&un$& ; 3 

t>£ th& providing «isj^ht oe $ &nd 

£v$ > Rond&C i£ny oidifcif «Sd*nf i35%0£ it?yi &&t% tp ielV 

onforo^oni <wr otn&r Civil sothorXtiyb not pr&oiudnd £<y 
ii&pl letsjbi o i m? , 

S * C&TtiZxit&p4sx&* >i<f th« into 1 XX 3 00 CottununXt;y 

aoiftorlK^ t>o i?&*> ^ntrsoris :*>£ woni;^; foO t.hn 

provision of ,$podfc or ^orvloost' wi-!;h psdvat-^r. or- 

1 npb X tvfc t ion<? Xn fho tHxitoi &rjd upod *vot tfowol td>n 

ppott#pr&ftX$> c«.€ puerh ^ont^otis? br .0 r p»n<3 op « of o for &u bho iii 
IntoIi puf^*sp*s> Con 000 or *rith•• o o sd*s rd o 

insfi :Kn£&ti$u& CR»y '^••- oply wi$& th« condone of 

oppropri oso Of fXpx.sig pt 'th# .tetl.tM t ion * 

&&&#£'&$+&$$*■ ••■#£$£' i?tMr X>jut^A its Ofssipjt- oh^lX bo 

Conorrood fo ourbo!Ei*s;o ^xvy ty iti Violet tor* .&£ £ht$ 

Cbn«^Xt>.itiob Ob &{;»&&*<&*? oC rho 

>1. ■> &ra£3; ti oi ^ tiofs i$r<$&t} X &4 fiyyjjs K’i £h£p 

Wri.’iSisad &£&£&£,* ■. ^Jo posits ^>rs b^h'St v f o f O 1 !of fcb# 

Js'sr<oli:i^>i\^oo •$b«U^uivilc- : ’y. My l^n Of p^rtioi^ssfet^ ''i«, atjy 

or^.n-tsf^txi^tv ■■%& xfye*. : on ^^hnxt of «ny >yl«5f?sOrvt pf 

tbis- XnixoVii<g^fibo . .-wi't;hT6wt; diaol^ln^ onoh ;p®£ 8 ®tii f >& 

Inf frl i i^tinos? A f f 1 I t-iV< AfXptNSpr 1 r.*A Of f O f t.ho 

bbo^ni^tiOfi:,: n^b?>ps in ^Oooraatncr* vrifeh prbOQdusF«> ^xx^biirjh^i 
ivy tvhsj: Mad f jvo inioXii^oricfo f4 s oi<s^oni o^o*c»rnoo ot 

f be? hosscr >of « dop^rt^ont oonc^inifiicj pu«sh onft ; Appoovod fc>y 
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tbb Attorney3*b*nba*i* 'H ltest: bbosuit£bn tli tlm Dirbbtbtv 

.'Sufffe p'a , rti<rip*i&c»ri- 1 &•*» '3'u&h%£&£<etd on 2 v if it. is -£jaug$rt&la ; X‘ 
t-b MfrjibvirnJ X«w£ul poxpobtn as dtt*s trained by fefob Xnt«d I 
Commril%y bbbf»*?i>t dr &&$$#$*&&+> Ate par^icipaciori msy. 

bb shb pnxps &t irrflnbfbrin^ thb bdh&yity.'<>£' ivhss 

or^$nX;mHbn bb Itja. mmfcmzS' in nabb# vbsntbi 

lUV) Tb« .j^b&ic&j^fciPrs- is und^rt^k^n >x?tf b^bcslf of th# p&I in 
thb Investibavion; nr 

(b$ Ebb conc^cnnd In primarily «?£ 

indi.v'4.»'i^^-ias Vbd sbb not &nit«d ■&£>*£«=?:£ pbrsnnsis bnd. ii$ r <*n jso n^b 1 y 
.bbi.iby.bd‘ to bb n<;fci 0$ on bnhrtf of * foroidn pwbr*, 

&> 10 Bnymn- *■ ?u> of t.hb inbniiitg«non 

Cw^isn.tt.y bh&ii stbntrbbit :€&r f or bbrninbt rbbb&rob on 

hbfc&h bfe*pt in >n th quid^tiness £&&&bd by 

tfrss D»pbrt&«bt of H^blth Human ^nrvXbbi® * mib;{o5St^b 

informed bonbbnfc sh&Xi && dbbutswnv^d as fey thob« 

i^Oldb I i nbb * 

&vli ‘ Pr<shi:hi • fi&ft &t$ t>M$&n+ Mb j^.tf<sjai> by or 

bd£ib$j on fc^vali Of tbb c^vtyxns&snt bhall onbb^n in-- 

•bx £bbnpix<& tv> in nation* 

$ * 1 % Sndi rbs : t ■ Efors-ioi pa *;&<?& > ttb 4i nt- xbn In tbl 2 nob 

bh<?IX i^i^it.^' In of rnd'obst smy psmon to 

wd^xrtaka sptlYitibb forbidden by fM® Ordor* 

;<t , 13 &ibi bstibn bn f^vbxt Aotion* fin covbpt potion nt$y b«? 
oondb^t^d whi&h- is int^nviod no influ«i5«i& poiitiobi 

prs^nsf snn?s, publib opinion# po tlo! » or mocXi^- 

PART 3 bVrsorni ■ &&$&£#$&&& 

3.1 ♦ Tho dntii?o ^ rwpcfa«ibiHt;t^*s of 

tbo Dirb'bfbr ^tv;i ^hn hobdjs c<f othor dopnxtitbntbr 4<3bnolbi&# 
bioca^nt«r> and antiti^sf ono^^od in i n t o 21 i pnej? ^ ct i % <; X t lb a to 
onopbr^tb bb tb thn tTon^rbs^ in tfrb onndubf pf i ts 
rb^ponbibiilbi^s for nvox ; bl^ht of antiviti;^^ bhsll 
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if) w.{ th ^ pp l i o*b X « law, 

‘V Thy stemyribs* &t &ppl i cab:i *• i&a> 

in cl Aiding tXtXs? Y &£ the Act f shall apply tx* all : p»v«irfc abhX&iY 
y^fclYifclcr# -ay ir* bhi^ Ocdcr* 

3*S? ^ th^ ?isc> 

bh* shijll yyaab suvsh- &pprc*p)Fi&t.b ditvf?^tiy^js> 

ptoccdurcCT/ *sr>d gy idsrsy# ar*s ito$$£k$£ l v : t:o irs^.Xtfmbat hb.i.s 
PiNstygr* tesiss <>f & Wi thin ttiq■ tnt$2 Co«tmus>i ?:y 

sft&XX iaadb &ppxQpir&&t& pr^jetfurea &nd . 8 \ 3 ppi««w5]&jt.iiii't^•• 4i^i»tiws| 
:^rm&«£«n£ wish tfrvii* Ciyl^r* ffro pcoo^bObb •£<? Paxt Z 

&£ this? b.i>d*ss sshaXX b& Usu^ a£ th&UK iifi&y fXsrty bat's 

ap^rov^X, aftyr. tfith the Direcfcac- The* 

s^be*Y4 ahyil pboyids & &&$*<&#&&% pt %&$ mt Hpp.v<*y%ii&. 

df»y prpoi^ats?^ ^Kajbl-ijshftg by 'bW he$ad of &t> Xrr Uw 

^ W M the 

yayh f$Xmimit } other than the fBZ* in uistapc«a what** -thie 
^Xssttmvt .fre&tf yr he&d th« Attorney oynoral 

uimbX* to yyswafi m other tiimv o&ioabi tat i&n&l 4* othys? 

thy Mtbrinyy fehV imdi of d&jpaxtq&tit; 

OObC'etnyd*. or t h*? l*% £v#%pz % bfcb H 0 Q* 

The fabtivlvSb^ herein bhtii^rio&d tivat, 
require- preuodiityfj I I £s& ia adoyrdaboy with 

b&i »t.Xh&<>r rb^uir«?mbntt? i^bbd dWior £hbtrMbiye 

oya>?t 8<iw ,. ■&& ■ %. Kraabotiw 

Ordyr &.&-$$$* as fbJSfebbJt efRondyd* »sh$XX $5*gL' $& t d&l.lgftraf 
^^b^d;itic?obiy bty All fi^w • ^t@.<r^ti*^.tt 

py.o w^Fjt Ofdst S.ii333> ^btbf»si*Kly sjh^'XX b^' ^saa<5 
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C APPENDIX C: (U//FOUO) USE AND TARGETING OF A 
FEDERAL PRISONER HELD IN THE CUSTODY OF THE 
BOP OR USMS DURING AN FBI PREDICATED 
INVESTIGATION; INTERVIEW OF A FEDERAL 
PRISONER HELD IN THE CUSTODY OF THE BOP OR 
USMS DURING AN FBI ASSESSMENT OR PREDICATED 
INVESTIGATION 

C. 1 (U) OVERVIEW/SUMMA RY 

(U/7FOUO) Use and Targeting a Federal Prisoner: During an FBI Predicated Investigation, it 
may be necessary and appropriate to: 1) use a cooperating federal prisoner to gather and obtain 
evidence and intelligence; or 2) target a federal prisoner. This policy sets forth the approval 
process for the use of and targeting of a federal prisoner held in the custody of the Bureau of 
Prisons (BOP) or the United States Marshals Service (USMS). 

(U/7F0UQ) Interview a Federal Prisoner: During an FBI Assessment or Predicated 
Investigation, it may be necessary and appropriate to interview a federal prisoner in the custody 
of the BOP or USMS. This policy sets forth the approval process for the interview of a federal 
prisoner held in the custody of the BOP or the USMS during an FBI Assessment or Predicated 
Investigation. 

(U/7F0UQX»E xc l us i° ns from this Policy: This policy does not apply to: 

A) (U//FOLJO] 


C.2 (U) Legal Authority 

(U) The FBI is authorized by the Department of Justice (DOJ) to use and target a federal prisoner 
for investigative purposes and interview a Federal Prisoner (DOJ Memorandum “ Use and 
Targeting of Federal Prisoners in Investigations. ” January 22, 2009). 

C.3 (U) Definitions 

(U) Federal Prisoner: For purposes within this section, a federal prisoner is one who is held in 
the custody of either the BOP or the USMS pursuant to an order of a court in connection with a 
criminal matter, regardless of where the person is housed. 

(U) Use of a Federal Prisoner: Use of a federal prisoner means to employ a federal prisoner 
during an investigation in such a manner that the prisoner will interact with others who are not 
members of law enforcement (e.g., the prisoner will engage in a consensually monitored 
telephone call with a target) or the prisoner will be taken out of the custody of BOP or USMS 
(e.g., the prisoner is removed from the prison to assist the FBI in locating a hide-out) or law 
enforcement will interact covertly with the prisoner (e.g., an undercover agent engages with the 
prisoner in the visiting room of the prison). 
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(U) Targeting a Federal Prisoner: “Targeting” a federal prisoner means that the federal 
prisoner is the target of the investigation and that investigative activity will directly interact with 
either the prisoner or the federal facility (e.g., as part of a money laundering investigation 
targeting a prisoner, the FBI wishes to engage in a consensually monitored conversation with the 
prisoner). 

(U) Interview of a Federal Prisoner: Interview of a federal prisoner means to interact with a 
federal prisoner, overdy representing oneself as an FBI employee, in order to gather information. 

C.3.1 (U) Use and Targeting a Federal Prisoner 


(U//F0UO) An FBI employ ee may request the use of or the targeting of a federal prisoner in an 


FBI Predicated Investigation!_, 




(U//FOLIO) 




C.3.2 (U) Interview a Federal Prisoner 

(U/ / F OUO ) An FBI emplo yee may request to interview a federal prisoner in an FBI Assessment 
or Predicated Investigation _ 


C.4 (U) Approval Requirements 

C.4.1 (U) Approval - Use and Targeting of a Federal Prisoner 


(U//FOUO) 

L 


(U//-FOUO) 





The process is as follows: 


A) (U//TDUCH The FBI field office employee must: 


1) 

2) 

(U//PDUO) 

(U//FOUO) 



3) (U//FOUQ) 


4) 

(u//FO«a)l 
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5) (U//FQPQ1 


6) 

qj//FOTtfyil_ 

n 


(U//TOUO- 


1) (U//TOUQT 


2) (U//FDU©) 


3) (U//F0PO) 


4) _(U/ /roiJO) 


(U/7FOUQL) Note: 


(U//FOUO; 


mnmanl 


(U// FQUQ ) Note : The DOJ Memorandum governing the Use and Targeting of Federal 
Prisoners i s labeled “Sensitive Investigative Matter.” This is not a SIM as defined in DIOG 
Section 10. 


C.4.2 (U) Approval - Interview a Federal Prisoner 


(U//F OUO) -The FBI employee must: 


(U//F6UQ 




(U//Ft>UQ] 




C) (U //FOU 0) 


b7E 


b7E 


b7E 

b7E 

b7E 

b7E 

b7E 

b7E 

b7E 


b7E 


b7E 

b7E 

b7E 
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A) (U / / FQU O 

B) (U//FOU6 |~ | 

C) (U// FOU O‘ ) r 

D) (U//FQt?o J~ 

C.6 (U) Extension Requests 

(U//F OU Q) Agents may request extensions of the authority to use or target a prisoner in an FBI 
investigation I 


(U/ / F QUQ ) 

(U/ /F0U 6) 



UNCLASSIFIED - 


Version Dated: 
March 3, 2016 















UNCLASSIFIED - FOR OFFICIAL USE ONLY 


Domestic Investigations and Operations Guide 


C) 

(U//+-0UO 



D) 

(U//FOUO 


E) 

(U//TOUO) 



C.7 (U) Transportation of Federal Prisoner 
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D APPENDIX D: (U) DEPARTMENT OF JUSTICE 

MEMORANDUM ON COMMUNICATIONS WITH THE 
WHITE HOUSE AND CONGRESS, DATED MAY 11, 2009 
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of % Attorney (Srneral 

(!L 20530 

May 11, 2009 


MEMORANDUM FOR HEADS OF DEPARTMENT COMPONENTS 
ALL UNITED STATES ATTORNEYS 


FROM: 

SUBJECT: 


E ATTORNEY GENERAL 
Communications with the White House and Congress 


The rule of law depends upon the evenhanded administration of justice. The legal 
judgments of the Department of Justice must be impartial and insulated from political influence. 
It is imperative that the Department’s investigatory and prosecutorial powers be exercised free 
from partisan consideration. It is a fundamental duty of every employee of the Department to 
ensure that these principles are upheld in all of the Department’s legal endeavors. 


In order to promote the rule of law, therefore, this memorandum sets out guidelines to 
govern all communications between representatives of the Department, on the one hand, and 
representatives of the White House and Congress, on the other, and procedures intended to 
implement those guidelines. (The “White House,” for the purposes of this Memorandum, means 
all components within the Executive Office of the President.) These guidelines have been 
developed in consultation with, and have the full support of, the Counsel to the President. 


1. Pending or Contemplated Criminal or Civil Investigations and Cases 


The Assistant Attorneys General, the United States Attorneys, and the heads of the 
investigative agencies in the Department have the primary responsibility to initiate and supervise 
investigations and cases. These officials, like their superiors and their subordinates, must be 
insulated from influences that should not affect decisions in particular criminal or civil cases. As 
the Supreme Court said long ago with respect to United States Attorneys, so it is true of all those 
who exercise the Department’s investigatory and prosecutorial powers: they are representatives 
“not of an ordinary party to a controversy, but of a sovereignty whose obligation to govern 
impartially is as compelling as its obligation to govern at all; and whose interest, therefore, in a 
criminal prosecution is not that it shall win a case, but that justice shall be done.” Berger v. 
United States , 295 U.S. 78, 88 (1935). 


a. In order to ensure the President’s ability to perform his constitutional obligation to 
“take care that the laws be faithfully executed,” the Justice Department will advise the White 
House concerning pending or contemplated criminal or civil investigations or cases when—but 
only when—it is important for the performance of the President’s duties and appropriate from a 
law enforcement perspective. 
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Memorandum for Head of Department Components Page 2 

All United States Attorneys 

Subject; Communications with the White House and Congress 


b. Initial communications between the Department and the White House concerning 
pending or contemplated criminal investigations or cases will involve only the Attorney General 
or the Deputy Attorney General, from the side of the Department, and the Counsel to the 
President, the Principal Deputy Counsel to the President, the President or the Vice President, 
from the side of the White House. If the communications concern a pending or contemplated 
civil investigation or case, the Associate Attorney General may also be involved. If continuing 
contact between the Department and the White House on a particular matter is required, the 
officials who participated in the initial communication may designate subordinates from each 
side to carry on such contact. The designating officials must monitor subsequent contacts, and 
the designated subordinates must keep their superiors regularly informed of any such contacts. 
Communications about Justice Department personnel in reference to their handling of specific 
criminal or civil investigations or cases are expressly included within the requirements of this 
paragraph. This policy does not, however, prevent officials in the communications, public 
affairs, or press offices of the White House and the Department of Justice from communicating 
with each other to coordinate efforts. 

c. In order to ensure that Congress may carry out its legitimate investigatory and 
oversight functions, the Department will respond as appropriate to inquiries from Congressional 
Committees consistent with policies, laws, regulations, or professional ethical obligations that 
may require confidentiality and consistent with the need to avoid publicity that may undermine a 
particular investigation or litigation. Outside the context of Congressional hearings or 
investigations, all inquiries from individual Senators and Members of Congress or their staffs 
concerning particular contemplated or pending criminal investigations or cases should be 
directed to the Attorney General or the Deputy Attorney General, In the case of particular civil 
investigations or cases, inquiries may also be directed to the Associate Attorney General. 

d. These procedures are not intended to interfere with the normal communications 
between the Department and its client departments and agencies (including agencies within the 
Executive Office of the President when they are the Department’s clients) and any meetings or 
communications necessary to the proper conduct of an investigation or litigation. 

2. National Security Matters 

It is critically important to have frequent and expeditious communications relating to 
national security matters, including counter-terrorism and counter-espionage issues. Therefore 
communications from (or to) the Deputy Counsel to the President for National Security Affairs, 
the staff of the National Security Council and the staff of the Homeland Security Council that 
relate to a national security matter are not subject to the limitations set out above. However, this 
exception for national security matters does not extend to pending adversary cases in litigation 
that may have national security implications. Communications related to such cases are subject 
to the guidelines for pending cases described above. 
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Memorandum for Head of Department Components Page 3 

All United States Attorneys 

Subject: Communications with the White House and Congress 


3. White House Requests for Legal Advice 

All requests from the White House for formal legal opinions shall come from the 
President, the Counsel to the President, or one of the Deputy Counsels to the President, and shall 
be directed to the Attorney General and the Assistant Attorney General for the Office of Legal 
Counsel. The Assistant Attorney General for the Office of Legal Counsel shall report to the 
Attorney General and the Deputy Attorney General any communications that, in his or her view, 
constitute improper attempts to influence the Office of Legal Counsel's legal judgment. 

4. Communications Involving the Solicitor General’s Office . 

Matters in which the Solicitor General’s Office is involved often raise questions about 
which contact with the Office of the Counsel to the President is appropriate. Accordingly, the 
Attorney General and Deputy Attorney General may establish distinctive arrangements with the 
Office of the Counsel to govern such contacts. 

5. Presidential Pardon Matters 

The Office of the Pardon Attorney may communicate directly with the Counsel to the 
President and the Deputy Counsels to the President, concerning pardon matters. The Counsel to 
the President and the Deputy Counsels to the President may designate subordinates to carry on 
contact with the Office of the Pardon Attorney after the initial contact is made. 

6. Personnel Decisions Concerning Positions in the Civil Service 

All personnel decisions regarding career positions in the Department must be made 
without regard to the applicant’s or occupant’s partisan affiliation. Thus, while the Department 
regularly receives communications from the White House and from Senators, Members of 
Congress, and their staffs concerning political appointments, such communications regarding 
positions in the career service are not proper when they concern a job applicant’s or a job 
holder’s partisan affiliation. Efforts to influence personnel decisions concerning career positions 
on partisan grounds should be reported to the Deputy Attorney General. 

7. Other Communications Not Relating to Pending Investigations 
or Criminal or Civil Cases 


All communications between the Department and the White House or Congress that are 
limited to policy, legislation, budgeting, political appointments, public affairs, intergovernmental 
relations, or administrative matters that do not relate to a particular contemplated or pending 
investigation or case may be handled directly by the parties concerned. Such communications 
should take place with the knowledge of the Department’s lead contact regarding the subject 
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Memorandum for Head of Department Components Page 4 

All United States Attorneys 

Subject: Communications with the White House and Congress 

under discussion. In the case of communications with Congress, the Office of the Deputy 
Attorney General and Office of the Assistant Attorney General for Legislative Affairs should be 
kept informed of all communications concerning legislation and the Office of the Associate 
Attorney General should be kept informed about important policy communications in its areas of 
responsibility. 

As Attorney General Benjamin Civiletti noted in issuing a similar memorandum during 
the Carter Administration, these guidelines and procedures are not intended to wall off the 
Department from legitimate communication. We welcome criticism and advice. What these 
procedures are intended to do is route communications to the proper officials so they can be 
adequately reviewed and considered, free from either the reality or the appearance of improper 
influence. 

Decisions to initiate investigations and enforcement actions are frequently discretionary. 
That discretion must be exercised to the extent humanly possible without regard to partisanship 
or the social, political, or interest group position of either the individuals involved in the 
particular cases or those who may seek to intervene against them or on their behalf. 

This memorandum supersedes the memorandum issued by Attorney General Mukasey on 
December 19, 2007, titled Communications with the White House. 
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U.S. Department of Justice 

National Security Division 


Office of the Assistant Attorney General 


Washington, D.C. 20530 


January 10,2008 


TO: All United States Attorneys 

Ail National Security Division Attorneys 
All Anti-Terrorism Coordinators 

CC: Assistant Attorney General, Criminal Division 

Assistant Attorney General, Civil Division 
Director, Federal Bureau of Investigation 

FROM: Kenneth L. Wainstein 

Assistant Attorney General for National Security 

SUBJECT: Revised FISA Use Policy as Approved bv the Attorney General 

We are pleased to provide the Department of Justice’s revised policy on the use or 
disclosure of information obtained or derived from collections under the Foreign Intelligence 
Surveillance Act of 1978 (FISA), as approved by the Attorney General today. Also attached is a 
form for use with respect to notifications that are required under Section I of the revised policy. 

This revised policy includes significant changes from current practice that will streamline 
the process for using FISA information in certain basic investigative processes, while still 
ensuring that important intelligence and law enforcement interests are protected. 

You will note that the revised policy authorizes the use or disclosure of FISA 
information, under the specific circumstances described in the policy, with notification to NSD 
and after consultation with the FBI (or other Intelligence Community agencies) for the following 
investigative processes: 

I I b7E 
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As described in the revised policy, the Department continues to require prior 
authorization from the Assistant Attorney General for National Security (AAG/NSD) for the use 
or disclosure of FISA information in order to file criminal charges or in post-charge criminal 
proceedings, as well as in connection with certain investigative processes ( e.g criminal search 
warrants under Rule 41 of the Federal Rules of Criminal Procedure). The revised policy also 
requires the prior authorization of the AAG/NSD or his designee for the use or disclosure of 
FISA information in non-criminal proceedings. 

The revised policy was drafted by a Justice Department working group that included 
representatives from the Attorney General’s Advisory Committee of United States Attorneys 
(AGAC), National Security Division (NSD), Federal Bureau of Investigation (FBI), and Office of 
Legal Policy (OLP). The working group also consulted with the Office of the Director of 
National Intelligence (ODNI) in the course of the development of this policy. 

The revised policy requires that it be reviewed one year from its effective date and 
requires NSD to issue guidance on what constitutes information “derived from” FISA collections 
by March 31, 2008. 

As noted in the policy, prosecutors are encouraged to contact the National Security 
Division at any time in order to obtain guidance regarding this policy and to expedite resolution 
of any issues. 
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Office of the Attorney General 


ILS. Department of Justice 


Washington, D.C. 20530 


January 10, 2008 


TO: All Federal Prosecutors 


CC: 


FROM; 


Assistant Attorney General, National Security Division 
Assistant Attorney General, Criminal Division 
Assistant Attorney General, Civil Division 
Director, Federal Bureaujyf Investigation 

Michael B. Mukasey : 

Attorney General 



SUBJECT: Revised Policy on the Use or Disclosure of FISA Information 


As a general matter, it is the policy of the Department of Justice to use all lawful 
processes in the investigation and prosecution of cases involving terrorism, intelligence, and 
national security, and to undertake all efforts necessary to protect the American people from the 
threat posed by foreign powers and their agents, while also exercising due regard for the 
protection of intelligence sources, methods, and collections, and the privacy and civil liberties of 
United States persons. 


There are important purposes to be served by consultation and coordination with respect 
to the use or disclosure of FISA information 1 in investigations, criminal prosecutions, and other 
proceedings. First, because FISA information is almost always classified, the use or disclosure 
of such information will normally require declassification by the originating agency in 
accordance with the originating agency’s policies and procedures. Second, the use of such 
information could directly or indirectly compromise intelligence sources, methods, or 
collections, or disclose the existence or nature of or otherwise compromise an investigation. 
Third, FISA requires the Government to notify the court and an “aggrieved person” of its intent 


1 The term "FISA information,” as used m this policy, means any information acquired, obtained, or derived from 
collection authorized pursuant to FISA. Whether specific information qualifies as "derived from" FISA collection 
may be a fact-bound question that depends, at least in part, on the attenuation of the information to be used from the 
original FISA acquired or obtained information and whether the information was also obtained from an independent 
source, as well as other factors. Where such a question arises, the application of this policy should be discussed 
among the US AO, FBI, and NSD, and if consensus is not reached, a determination wili be made by the Assistant 
Attorney General for National Security. Separate guidance regarding what constitutes information "derived from” 
FISA collection will be issued by the National Security Division no later than March 31,2008. 
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to use ot disclose any FISA mformation before it is used against such person in a broad range of 
proceedings. Fourth, the Government is required to ensure that complete and accurate filings are 
made with the Foreign Intelligence Surveillance Court (FISC), and that the Government 
complies with all of FISA’s statutory requirements. Fifth, it is important to ensure that litigation 
risks, if any, are properly assessed. Finally, in certain cases, it may be appropriate to make 
disclosures to a United States District Court regarding classified facts before legal process is 
obtained. 

Given these purposes, it is essential that coordination take place in connection with the 
use or disclosure of FISA information. Such coordination should be streamlined in order to 
promote efficient, nimble, and useful investigative activities. The risk of compromising the 
purposes described above varies depending on the sta ge of the investigation, criminal _ 

prosecution, or other proceeding. As a general matter! I b7E 

"[ federal prosecutors should consider alternative 

approaches for taking action. 

Prosecutors are encouraged to contact the National Security Division at any time in order 
to obtain guidance regarding this policy and to expedite resolution of any issues. 

The following policy is therefore adopted and supersedes any existing Attorney General 
policies with respect to the use and disclosure of FISA information to the extent that they are 
inconsistent with this policy: 

(a) the Assistant Attorney General for National Security may act as the Attorney 
General, as provided for under FISA, see 50 U.S.C, § 1801(g), for the purpose of 
authorizing the use or disclosure of FISA mformation pursuant to this policy; 2 and 

(b) federal prosecutors and all others who may seek to use or disclose FISA 
information in any trial, hearing, or other proceeding in or before any court, 
department, officer, agency, regulatory body, or other authority of the United 
States, in coordination with NSD and FBI, are authorized to do so pursuant to t he 

terms of this policy, shall coordinate with NSPl I b7E 

| l and shall comply with the 

following procedures in matters that involve the use or disclosure of FISA 
information: 3 


2 Such authorization may also be provided by the Attorney General, Acting Attorney General, and the Deputy 
Attorney General. See 50 U.S.C. § 1801(g). 

3 Nothing in this policy is intended to supersede or replace existing policies for prosecutors regarding notification, 
consultation, and approval for certain investigative and prosecutive steps, including consultation with other districts 
where related matters may be under investigation. For example, the United States Attorneys 1 Manual sets forth 
when a prosecutor must obtain prior approval for various court actions in national security prosecutions. See, e.g. f 
United States Attorneys’ Manual (USAM) §§9-2.131 ("Matters Assumed by Criminal Division or Higher 

2 
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L Use or Disclosure of FISA Information Requiring Consultation with FBI or other 
Intelligence Community Agencies and Notification to NSD 

A. Certain investigative processes present only moderate risks. As a result, where 
FISA information is used or disclosed in connection with the processes described 
below, consultation with FBI (or other Intelligence Community agencies, as 
appropriate) 4 and notice to NSD is required: 


1 . 


2. 

3. 




4. 


B. Where FISA information is used or disclosed in connection with the processes 

described above, the following notification process shall be followed: 

1. 




Authority"); 9-2.136 ("Investigative and Prosecutive policy for International Terrorism Matters”); 9-2.155 
("Sensitive Matters"); 9-2.400 ("Prior Approvals Chart”). 

4 For the purposes of this document, the term “Intelligence Community agencies” refers to the appropriate agencies 
within the Intelligence Community, including the Office of the Director of National Intelligence. Consultation with 
Intelligence Community agencies other than the FBI is typically appropriate when the sources, methods, or 
collections involve Intelligence Community agencies other than the FBI. Prosecutors are encouraged to contact the 
National Security Division, as needed, to assist with the consultation process with the FBI or other intelligence 
Community agencies. 

* Some courts re quire a significant measure of information with respect t d \ 

I t o the extant that flggfatigas a Stttil districts retire jfr? 9,f additional FISA information 

bevond t he disclosure o q | 

J Advance authorization as provided for in Section II of this policy is required prior to such applications being 

made to the court. 
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2. 

As provided on the fitf ached dr *4 ft 1 

1 the federal prosecutor 

must indicate that he or she has 

1 




3. 




above—to ensure that NSD complies with potential obligations to nouty 
the Foreign Intelligence Surveillance Court. 


C. Where consultations with th e FBI tor other Intelligence Community agencies, as 
appropriate) demonstrate tha]_| 

further consultation that includes JNSD (working witn intelligence uommunuy 
agencies, as appropriate) shall take place prior to the use of such processes. 


D. This section does not permit the use or disclosure of FISA information obtained 

| | Federal prosecutors must 

seek specific, separate use authority from the Assistant Attorney General for 
National Security prior to initiating any criminal proceedings. 

II. Use or Disclosure of FISA Information Requiring the Advance Authorization of the 
Assistant Attorney General for National Security 

A. The advance authorization of the Ass istant Attorney General for National Security 
is required where FISA infbrmatioii il I 
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1. Investigative Processes Requiring Advance A uthorization 


As 


a result, aumonzation or me Assistant Attorney General tor 
National Security is required before FISA information is used or 
disclosed in connection with the processes described below: 


u. 


m. 


119, United States Code; 


JTitle 18, Chapter 


States Code; 


Title 18, Chapter 121,United 


Criminal Procedure; 


J-ule 41 of the Federal Rules of 



b7E 

b7E 

b7E 

b7E 

b7E 

b7E 

b7E 

b7E 


2. Criminal Indictments and Post-Indictment Proceedings 

a. The use or disclosure of FISA informatioJ | b7E 

| | As a result, the 

advance authorization of the Assistant Attorney General for 
National Security is required before such use or disclosure. 

b- This advance authorization renuirftmfint annlipq trl I _ b7E 
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3. 

Among the factors that will be considered with respect to granting use 



authority are:l 

l 




4. 

Because the process of obtaining advance authorization will require NSD 
to coordinate with Intelligence Community agencies, federal prosecutors 
should seek such advance authorization at the earliest juncture possible. 

In addition, because the use of such information will normally require 





a. Prosecutors are encouraged to contact NSD at any time in order to 
obtain guidance regarding this policy and to expedite resolution of 
any issues. 


b. 


Where advance authorization involvind~ 


shall provide 


[ 


notice of such request to ODNI. 


III. Use or Disclosure of FISA Information In Non-Criminal Proceedings 


"[ Therefore, authorization of the Assistant Attorney 
Uenerai tor National Security or his designee is required before such use or 
disclosure. 


1 . 
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2. Among the f actors that will be considered with respect to granting use 

authority are:I I b7E 


3. Because the process of obtaining advance authorization will require NSD 
to coordinate with Intelligence Community agencies, the attorney for the 
government should seek such advance authorization at the earliest juncture 
possib le, In addition, because the use of such information will normally 

require! I b7E 


a. Prosecutors are encouraged to contact NSD at any time in order to 
obtain guidance regarding this policy and to expedite resolution of 
any issues. 

b. Where advance authorization involving particularly sensitive 
sources, methods, or collections is requested, NSD shall provide 
notice of such request to ODNI. 

• This policy shall be reviewed one year from its effective date to evaluate its 
effectiveness. 
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F APPENDIX F: (U) DOJ POLICY ON USE OF FORCE 

F. 1 (U) USE OF LESS-THAN-LETHAL DEVICES 

(U) Deputy Attorney GeneraFs Memorandum on Use of Less-than-Lethal Devices dated 
4/21/2011. 

F.2 (U) USE OF DEADLY FORCE 

(U) Deadly Force Policy, dated 7/1/2004. 

F.3 (U) TRAINING 

A) (U) Deadly Force Policy Training Material, dated 7/29/2004. 

B) (U) Instructional Outline and Use of Force Scenarios 
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F. 1 (U) USE OF LESS-THAN-LETHAL DEVICES 

(U) Deputy Attorney GeneraFs Memorandum on Use of Less-than-Lethal Devices dated 
4/21/2011. 
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F 2 (U) USE OF DEADLY FORCE 

(U) Deadly Force Policy, dated 7/1/2004. 
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POLICY STATEMENT USE OF DEADLY FORCE 
Approved by the Attorney General July 1, 2004 

GENERAL PRINCIPLES 

I. Law enforcement officers and correctional officers of the Department of Justice 
may use deadly force only when necessary, that is, when the officer has a 
reasonable belief that the subject of such force poses an imminent danger of 
death or serious physical injury to the officer or to another person. 

A. Deadly force may not be used solely to prevent the escape of a fleeing 
suspect. 

B. Firearms may not be fired solely to disable moving vehicles. 

C. If feasible and if to do so would not increase the danger to the officer or 
others, a verbal warning to submit to the authority of the officer shall be 
given prior to the use of deadly force. 

D. Warning shots are not permitted outside of the prison context. 

E. Officers will be trained in alternative methods and tactics for handling 
resisting subjects, which must be used when the use of deadly force is not 
authorized by this policy. 

CUSTODIAL SITUATIONS 


II. Unless force other than deadly force appears to be sufficient, deadly force may 
be used to prevent the escape of a prisoner committed to the custody of the 
Attorney General or the Bureau of Prisons 

A. if the prisoner is effecting his or her escape in a manner that poses an 
imminent danger to the safety of the officer or another person; or 

B. if the prisoner is escaping from a secure facility or is escaping while in 
transit to or from a secure facility. 

III. If the subject is in a non-secure facility, deadly force may be used only when the 
subject poses an imminent danger of death or serious physical injury to the 
officer or another person. 

IV. If the subject is in transit to or from a non-secure facility and is not accompanied 
by a person who is in transit to or from a secure facility, deadly force may be 
used only when the subject poses an imminent danger of death or serious 
physical injury to the officer or to another person. 
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V. After an escape from a facility or vehicle and its immediate environs has been 
effected, officers attempting to apprehend the escaped prisoner may use deadly 
force only when the escaped prisoner poses an imminent danger of death or 
serious physical injury to the officer or another person. 

VI. Deadly force may be used to maintain or restore control of a prison or correctional 

facility when the officer reasonably believes that the intended subject of the 
deadly force is participating in a disturbance in a manner that threatens the 
safety of the officer or another person. 

VII. In the prison context, warning shots may be fired within or in the immediate environs 

of a secure facility if there is no apparent danger to innocent persons: (A) If 
reasonably necessary to deter or prevent the subject from escaping from a 
secure facility; or (B) if reasonably necessary to deter or prevent the subject’s 
use of deadly force or force likely to cause serious physical injury. 

APPLICATION OF THE POLICY 


VIII. This policy is not intented to, and does not, create any right or benefit, 
substantive or procedural, enforceable at law or equity, against the United States, its 
departments, agencies, or other entities, its officer or employees, or any other 
person. 
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F.3 (U) TRAINING 

A) (U) Deadly Force Policy Training Material, dated 7/29/2004. 
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(Rev. 01-31-2003) 


ALL IMFOBimTIOM CXMTMNEO 
HEREIN IS UNCLASSI FIED 
DATE 05-08-2018 By| ~ 


NS ICG 


FEDERAL BUREAU OF INVESTIGATION 
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b7C 


Precedence: ROUTINE Date: 07/29/2004 

To: All Divisions Attn: AD 

ADIC 

SAC 

CDC 

PFI 

FBIHQ, Manuals Desk 
FBIHQ, Manuals Desk 


From: 


General Counsel 

Legal Instruct, i on Unit. 
Contact: 


Approved By: Canroni Val erie E 


Drafted By: 


Case ID #: 66F-HQ-1312253 
66F-HQ-C1384970 
66F-HQ-C1384970 


Title: REVISIONS TO THE DEPARTMENT OF 

JUSTICE DEADLY FORCE POLICY - 
DISSEMINATION OF TRAINING MATERIALS 


Synopsis: This Electronic Communication (EC) provides recipients 

with training materials incorporating the revisions approved on 
July 1, 2004 to the Department of Justice (DOJ) Deadly Force 
Policy. 

Reference: 66F-HQ-1312253 Serial 8 

Enclosure(s): One copy of an instructional outline and one copy 
of use of force scenarios provided to all recipients for training 
purposes. 

Details: As discussed in the referenced EC, dated 7/7/2004, on 

July 1, 2004, the Attorney General approved a revised Policy 
Statement on the use of Deadly Force. In order to assist Field 
Offices in providing training and guidance on the practical 
application of the Deadly Force Policy in light of the revised 
language, the Legal Instruction Unit (LIU), Office of the General 
Counsel, revised training materials used with the prior Policy 
Statement to reflect the changes approved by the Attorney 
General. 
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To: All Divisions From: General Counsel 

Re: 66F-HQ-1312253, 07/29/2004 


The training materials consist of an Instructional 
Outline and a set of 13 factual scenarios with a discussion of 
the use of force within the scenario and whether its use violates 
the policy. This material is similar to what was used for 
instructional purposes since 12/1/1995. The revised material 
reflects what was noted in the EC, that the revised policy does 
not expand or contract the current justification for the use of 
deadly force. Nonetheless, revisions to the training materials 
were necessary in order to describe the application of deadly 
force consistent with the new more succinct policy statement. 

The revisions to the training materials primarily 
relate to the elimination of the "safe alternative" language as a 
function of the "necessity" for n«p of f mrn& 

elimination of language addressing! _ 

| For a more detailed 

discussion or tne nature or tne revised Policy Statement and the 
basis for these revisions, refer to the referenced EC. 


b7E 


2 


F-ll 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 


Version Dated: 
March 3,2016 



UNCLASSIFIED - FOR OFFICIAL USE ONLY 
Domestic Investigations and Operations Guide 


To: All Divisions From: General Counsel 

Re: 66F-HQ-1312253, 07/29/2004 


LEAD(s): 

Set Lead Is (Action) 

ALL RECEIVING OFFICES 

It is requested that this communication be distributed 
to all appropriate personnel. 


♦ ♦ 
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DEADLY FORCE POLICY 
TRAINING MATERIAL - 7/29/2004 

DEPARTMENT OF JUSTICE DEADLY FORCE POLICY 1 


Law enforcement officers of the Department of Justice may use deadly force only 
when necessary, that is, when the officer has a reasonable belief that the subject of such 
force poses an Imminent danger of death or serious physical injury to the officer or to 
another person. 

A. Deadly force may not be used solely to prevent the escape of a fleeing 
suspect. 

B. Firearms may not be fired solely to disable moving vehicles. 

C. If feasible and to do so would not increase the danger to the officer or 
others, a verbal warning to submit to the authority of the officer shall be 
given prior to the use of deadly force. 

D. Warning shots are not permitted 2 

E. Officers will be trained in alternative methods and tactics for handling 
resisting subjects which must be used when the use of deadly force is not 
authorized by this policy. 

This policy is not intended to, and does not, create any right or benefit, substantive 
or procedural, enforceable at law or in equity, against the United States, its departments, 
agencies, or other entities, its officers or employees, or any other person. 


department of Justice Policy Statement Use of Deadly Force (07/01/2004) in pertinent part (Language 
relating to Custodial Situations has been intentionally omitted pursuant to FBI policy. See. 66F-HQ-1312253, EC 
from the Director's Office to All Divisions, titled "REVISIONS TO THE DEPARTMENT OF JUSTICE 
DEADLY FORCE POLICY", dated 07/07/2004). 


Not included in the above description is the policy relating to the use of deadly force to prevent the escape 
of a prisoner committed to the custody of the Attorney General or the Bureau of Prisons. Because Agents will 
seldom find themselves in a position to apply the custodial aspect of die policy, the FBI will adhere to the policy 
decision set forth in the Airtel from the Director to All Field Offices, titled "Deadly Force Policy Matters," dated 
1/5/95, which states "A policy decision has been made that except in cases of prison unrest which would principally 
involve HRT and/or SWAT, FBI Agents should adhere to the policy and training principles governing the use of 
deadly force in non-custodial situations. 
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F.4 (U) TRAINING 

B) (U) Instructional Outline and Use of Force Scenarios. 
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07/29/2004 


INSTRUCTIONAL OUTLINE 


I. INTRODUCTION 

The following general principles shall guide the interpretation and application of this 
policy: 

A. This policy shall not be construed to require Agents to assume 
unreasonable risks to themselves. 

B. The reasonableness of an Agent's decision to use deadly force must be 
viewed from the perspective of the Agent on the scene without the 
benefit of 20/20 hindsight. 

C. Allowance must be made for the fact that Agents are often forced to 
make split-second decisions in circumstances that are tense, uncertain, 
and rapidly evolving. 

II. . DEFINITIONS 

A. "DEADLY FORCE": Is force that is reasonably likely to cause death or 
serious physical injury. 

B. "REASONABLE BELIEF": Is synonymous with "Probable Cause". It is 
determined by a totality of the facts and circumstances known to Agents 
at the time, and the logical inferences that may be drawn from them. 

C. "NECESSARY": The necessity to use deadly force based on the 
existence of a reasonable belief that the person against whom 

such force is used poses an imminent danger of death or serious physical 
injury to the Agent or other persons. 

D. "IMMINENT DANGER": "Imminent" does not mean "immediate" or 
"instantaneous", but that an action is pending. Thus, a subject may pose 
an imminent danger even if he is not at that very moment pointing a 

weapon at the Agent. For example, imminent danger may exist if 
Agents have probable cause to believe any of the following: 
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1. The subject possess a weapon, or is attempting to gain access 
to a weapon, under circumstances indicating an intention to 
use it against the Agents or others; or, 

2. The subject is armed and running to gain the tactical 
advantage of cover; or, 

3. A subject with the capability of inflicting death or serious 
physical injury—or otherwise incapacitating agents—without a 
deadly weapon, is demonstrating an intention to do so; or, 

4. The subject is attempting to escape from the vicinity of a 
violent confrontation in which the suspect inflicted or 
attempted the infliction of death or serious physical injury. 

APPLICATION OF DEADLY FORCE 

In assessing the necessity to use deadly force, the following practical considerations are 

relevant to its proper application: 

A. Inherent Limitation on Abilities to Assess the Threat and Respond. 

1. Limited Time (Action v. Reaction) - there will always be an interval of time 
between a subject's action and an Agent's ability to perceive that action, to 
assess its nature, and to formulate and initiate an appropriate response. 

The inherent disadvantage posed by the action/reaction factor places a 
significant constraint on the time frame within which Agents must perceive, 
assess and react to a threat. 

2. Limited Means (Wound Ballistics) - When the decision is made to use deadly 
force, Agents have no guaranteed means of instantaneously stopping the 
threat. The human body can sustain grievous - even ultimately fatal - injury 
and continue to function for a period of time (from several seconds to several 
minutes) depending on the location, number, and severity of the wounds. The 
lack of a reliable means of instantaneously stopping the threat, may extend the 
time that imminent danger can persist. This factor further constrains the time 
frame within which Agents must respond to a perceived threat. 

B. Achieving Intended Purpose. 


1 
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If the subject does not surrender, the only reliable means of achieving that 
goal is to cause physiological incapacitation of the subject(s) as quickly as 
possible. Attempts to do anything else - such as shooting to cause minor 
injury - are unrealistic and can risk exposing Agents or others to continued 
danger of death or serious physical injury. 


Consideration of Risk to Other Parties. 

Even when deadly force is permissible. Agents should assess whether its 
use creates a danger to third parties that outweighs the likely benefits of 
its use. 
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SCENARIO #1: 
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APPENDIX G: (U) CLASSIFIED PROVISIONS 

(U) This Part supplements the unclassified provisions of the AGG-Dom and DIOG. 


(U) Table of Contents 

G. 1 (U) Limitation on Certain Searches.3 

G.2 (U) Circumstances Warranting a Preliminary or Full Investigation.4 

G.3 (U) Determination of United States Person (USPER)Status.5 

® G.4 (IS^^JF) Attorney General Threat Country List.6 

G.5 (U) Assistance to and/or from Foreign Agencies in the United States.7 

G.6 (U) Consensual Monitoring.8 

G.7 (U) Sensitive Investigative Matters (SIM).9 

G.8 (U) Data Analysis.11 

G.9 (U) Notice Requirements for the DOJ National Security Division (NSD).12 

G.10 (U) 13 

G.l 1 (U)| 16 


G. 12 (U) National Security Letters for Telephone Toll Records of Members of the News 


Media or News Organizations.17 

G. 13 (U) Other Investigative Resources.20 


G.14 (U) Recruitment-In-Place Type 5 Assessments (“RIP Type 5”) on Subjects of Approved 
Counterintelligence (CD) Full Investigations.21 
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G. 1 (U) Limitation on Certain Searches 

G. 1.1 (V) Classified A GG-Dom Provision 


G. 1.2 (U) DWG Classified Provision 

(U) Refer to the Domestic Investigations and Operations Guide (DIOG) Section 18.7.1 for 
procedures to obtain a FISA search warrant. 
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G.2 (U) Circumstances Warranting a Preliminary or Full 


Investigation 

G. 2.1 (U) Classified A GG-Dom Pro vision 



G.2.2 (V) DIOG Classified Provision 

(U) The provisions of DIOG Sections 6 (Preliminary Investigations) or 7 (Full Investigations) 
with regard to the purpose, approval and notification requirements apply fully to investigations 
predicated under this provision. 
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G.3 (U) Determination of United States Person (USPER)Status 

G. 3.1 (U) Classified A GG-Dom Pro vision 
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G.7 (U) Sensitive Investigative Matters (SIM) 

G.7.1 (U) DICKj Classified Provision_ _ 


bl 



G.7.1.1 (U//P QUQ ) Member of the News Media or a News Organization 

(U//F0fct©) DIOG Section 10.1.2.2.5 defines a member of the news media or a news 
organization as a SIM. It further defines a member of the news media or a news organization 
as: 


“News media” includes persons and organizations that gather, report or 
publish news, whether through traditional means (e.g., newspapers, radio, magazines, 
news service) or the on-line or wireless equivalent. A “member of the media” is a person 
who gathers, reports, or publishes news through the news media. 

The term “News Media ” also includes an entity organized and operated for 
the purpose of gathering, reporting or publishing news. The definition does not, however, 
include a person or entity who posts information or opinion on the Internet in blogs, chat 
rooms or social networking sites, such as YouTube, Facebook, or MySpace, unless that 
person or entity falls within the definition of a member of the media or a news 
organization under the other provisions within this section (e.g., a national news reporter 
who posts on his/her personal blog). 


(U//F04LQ1 Examples of news media entities include television or radio stations 
broadcasting to the public at large and publishers of newspapers or periodicals that 
make their products available to the public at large in print form or through an Internet 
distribution. A freelance journalist may be considered to work for a news organization if 
the journalist has a contract with the news entity or has a history of publishing content. 
Publishing a newsletter or operating a website does not by itself qualify an individual as 
a member of the news media. Businesses, law firms, and trade associations offer 
newsletters or have websites; these are not considered news media. As the term is used in 
the DIOG, “news media ” is not intended to include persons and entities that simply make 
information available. Instead, it is intended to apply to a person or entity that gathers 
information of potential interest to a segment of the general public, uses editorial skills to 
turn raw materials into a distinct work, and distributes that work to an audience, as 
journalism professional. If there is doubt about whether a particular person or entity 
should be considered part of the “news media, ” the doubt should be resolved in favor of 
considering the person or entity to be the “news media. ” _ 
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G 7 1 2 (U) Academic Nexus 

(U/ / F 0UQ -) DIOG Section 10.1.2.2.6 states: 

(U/fFOUO) Academic Nexus—As a matter of FBI policy, an investigative activity having 
an “academic nexus ” is a SIM if: 

(i) (U //FOUO) the investigative activity involves matters related to the 
responsibilities of an administrator or faculty member employed by any college 
or university that is located inside the United States, provided the matter under 
Assessment/investigation is related to the individual’s position at the institution; 
or 

(ii) (U//F OU Q) the matter involves any student association recognized and 
approved by a college or university at which the student association at issue is 
located, and the college or university is located inside the United States. 

(U//F&UQ) The sensitivity related to an academic institution arises from the American 
tradition of “academic freedom ” (i.e., an atmosphere in which students and faculty are 
free to express unorthodox ideas and views and to challenge conventional thought 
without fear of repercussion). Academic freedom does not mean, however, that academic 
institutions are off limits to FBI investigators in pursuit of information or individuals of 
legitimate investigative interest. 

G.7.1.2.1 
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G.8 (U) Data Analysis 

G. 8.1 (U) DIOG Classified Provision 

{Si- 

Branch regarding the proper documentation and disposition of such analysis. 


'/NF) Data analysis conducted by the FBIHO Counte rintelligence Division,_ 

must be coordinated with the FBIHQ 

fice of the General Counsel, Privacy and Civil Liberties Unit and the National Security Law 
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G.9 (U) Notice Requirements eor the DOJ National Security Division 

(NSD) 

G.9.1 (U) DTOG Classified Provision 

A) £8$ Sensitive Investigative Matter: For a national security investigation or “assistance to 
j-JJj- other agencies” involving a sensitive investigative matter that is classified “Secret,” the 

appropriate FBIHQ section mus t send electronic notice to DOJ NSD at 

For a national security investigation or “assistance to other 


m . 


agencies” involving a sensitive investigative matter that is classified “Top Secret,” the 
appropriate FBIHQ sectio n must send electronic notice to DOJ NSD at 

Notices to DOJ NSD must contain only the Letterhead Memorandum 


(LHM); the electronic communication (EC) should not be sent to DOJ NSD. 

National Security Full Investigation of a United States Person (USPER): For a Full 
Investigation of a USPER relating to a threat to the national security (this reporting 
requirement does not apply to full positive foreign intelligence investigations) that is classified 
“Secret” the appropriate FBI HQ section must send electronic notice to DOJ NSD at 


jFor a Full Investigation of a USPER relating to a threat to the 


national security that is classifie d w Top Secret” the appropria te FBIHQ section must send 


electronic notice to DOJ NSD at| 
contain the LHM: the EC should not be sent to DOJ NSD. 


Notices to DOJ NSD must only 


C) C&) Assistance to a Foreign Agency: When FBIHQ approval is required to provide assistance 
io'a foreign agency in a matter involving a threat to the national security, notice must be 
provided to DOJ NSD. For a foreign assistance matter that is classified “Secret,” the 
appropriate FBIHQ division approving the in vestigative method must send electronic notice to 


DOJ NSD at 


For a foreign assistance matter that is classified 
“Top Secret,” the appropriate F BIHQ division approving t he investigative method must send 
electronic notice to DOJ NSD at_Notices to DOJ NSD must only 


b7E 


contain the LHM: the EC should not be sent to DOJ NSD. 
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G.10 (U)|_ 

G. 10.1 (U) DIOG Classified Provision 

tUI Note: The| 

_- see Appendix G. 10.1.3. A below) conducted under DIOG Section 5. 

G 1 0 1 1 (U) Definition 


■{Si 
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G.10.1.5 (U) Dispute Resolution 
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G.ll (U)_ 

G.ll.l (U) DIOG Classified Provision 


PI 


Procedures for conducting 


Ci. 11.1.1 ^Central Intelligence Agency Headquarters (CIAHQ) 


|i| G i l l 2 )^) National Security Agency Headquarters (NSAHQ) 
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G. 12 (U) National Security Letters for Telephone Toll Records of 
Members of the News Media or News Organizations 

ffi G.12.1 Members of the News Media or News Organizations 

An investigation of members of the news media or news organizations is a sensitive 
investigative matter (SIM). A member of the ne ws media or a news organization is defined in 
DIOG Section 10.1.2,2,5 and Appendix G.7,1,1 _ 

IS) 


G. 12.2 (U) Law Enforcement Tools other than National Security 

Letters 



G.12.3 (U) Approval Requirements for an NS L Seeking Records of a 

Member of the News Media 



(U// FOUO) In addition to the approval requirements for NSLs set out in DIOG Section 
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G. 12.4 (U/FOBQ) Approval Requirements foranNSL Seeking 


Records Related to the News Media or News Organization 

'U/^FOGO)I 
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G. 12.1 (U) Specific Proced ures for Requesting an NSL 

§G 

(U) The procedures for creating an NSl] 





lare the 

same as set out in DIOG Section 18.6.6.3.7. 
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G. 13 (U) Other Investigative Resources 


G.13.1 (U) DIOG Classified Provision 

G 13 1 1 (U/ / F OUO) Sensitive Technical Equipment 



Definition: The term “Sensitive Technical Equipment” 

(STE) includes 



ISTE is a) 


_anv technology 


m . 


1 “ r 

;) technology that 


has been jointly developed with or developed by another U.S. Government (USG) agency 
such that the FBI is not the sole owner and on which originator controls have been placed. 
The Assistant Director of the OTD after consultation with the relevant operational division is 
authorized to determine whether particular equipment is (or is not) STE. 


Authorized Investigative Activity: Any use of 


7 


For additional guidance, refer to the Extraterritorial 


Guidelines (see DIOG Section 13)1 I 


bl 

b3 

b7E 


G-20 










fit 


Domestic Investigations and Operations Guide §G 

G.14 (U) Recruitment-In-Place Type 5 Assessments (“RIP Typ e 5”) | | 


(U) See Quick Reference Guide for RIP Type 5 Assessments (links to a document). 

(U/ / F OUO ) Summary: A Type 5 Assessment provides the authority and process for identifying, 
evaluating, and recruiting a potential confidential human source (CHS). The following 
provisions integrate guidance from relevant subsections of the DIOG, the ComUemUeiHgence 
Division Policy (node t'CDPG). 0 7 17F J G, and the Confidential Human Source Policy Guide 


(CmP&L 0836PG 


ftVhere noted. 


requirements remain the same as those in the DIOG, the CDPG. and the CHSPG. b ut the process 

hag hppm tailnrpH fnr gnprifir ngp of Tvnp 5 Assessments_ 

hereinafter referred to as “RIP Type 5s.’ 


G. 14,1 (U) RIP Type 5 Assessments 


b7E 



bl 

b3 


G-21 






Domestic Investigations and Operations Guide 


§G 



G. 14.2 (U) STANDARDS FOR OPENING OR APPRO VING A RIP TYPE 5 
ASSESSSMENT 




G.14.3 (U) FILE REVIEW 

(U) The frequency of the supervisory fde review must be in accordance with DIOG 3.4.4.3. 
Additionally, the RIP Type 5 Assessment review standards (ARS) are as follows and must be 
documented in an EC 

• (U//F QUO ) Whether authorized investigative methods have been used properly. 

• (U//F QUQ ) Whether reimbursable expenses incurred by an SA, if any, were reasonable 
and properly authorized. 

• (U //FOUO ) Whether the potential RIP can or should be recruited. 
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• (U//FOU0) Whether the RIP Type 5 Assessment should continue for an additional 90 

days (60 days for probationary employees). If continuation is deemed justified, the 
supervisory special agent (SSA) must document the rationale for keeping the RIP Type 5 
Assessment open. 

(U//FOUQ) Because the ARS EC must be made part of the case file and documented _ b7E 

EC must only document that the RIP Type 5 has met the ARS listed 

above. 


G 14 4 (U) A UTHORIZEDINVESTIGA TIVE METHODS PERMITTED 


IN RIP TYPE 5 ASSESSMENTS 
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G . 14.7 (U) Closing a RIP Type 5 



A RIP Type 5 must be closed, via EC to the subfile, with SSA approval. 
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H APPENDIX H: (U) PRE-TITLE III ELECTRONIC 
SURVEILLANCE (ELSUR) SEARCH POLICY 

H.l (U) Scope 

(U) 18 U.S.C. § 2518(1) (e) requires that each application for an order to intercept wire, oral, or 
electronic communications (hereinafter “Title III”) contain a statement describing all previous 
applications for Title III surveillance of the same persons, facilities, or places named in the 
current application. The below policy is designed to conform with this statutory requirement, 
clarify any past confusion, and address the effects on the previous search policy resulting from 
the recent elimination of the requirement for an agency Action Memorandum by the Office of 
Enforcement Operations (OEO). 

H. 1.1 (V) Compliance With The Previous Application Provision 

(U) 18 U.S.C. § 2518(1) (e) requires that each application for an order to intercept wire, oral, or 
electronic communications (hereinafter “Title III”) contain a statement describing all previous 
applications for Title III surveillance of the same persons, facilities, or places named in the 
current application. Although a failure to comply with § 2518(1) (e) will not always result in 
suppression of evidence, deliberate noncompliance likely will. 

(U) To comply with this requirement, FBI searrh nnlirv rprmirpg that a ^search,” i.e., an 

automated indices search, of the FBI’s|_system be conducted 

prior to filing a Title III affidavit and application with the court. To assist field offices in 
conducting appropriate searches, the following guidelines are provided. 

H.l. 1.1 (U) When To Search 

A) (U) ELSUR SEARCHES : ELSUR searches for both sensitive and nonsensitive Title Ills, 
including all original, extension, and renewal applications 53 , must be conducted not more 
than 45 calendar days prior to the date the application and affidavit are filed with the court. 

B) (U) Any of the persons, facilities, and/or places named in an extension or renewal 
application and affidavit which have been the subject of a previous search conducted not 
more than 45 calendar days prior to the date the application and affidavit are filed with the 
court need not be searched again. 

(U) If an individual named by a partial name, nickname, street name, and/or code name in a 
previous application is subsequently identified by at least a first initial and a last name, a 
search must be conducted for the now-identified individual prior to seeking any new 
application naming that person. 

H.l. 1.2 (U) How To Search 

(U) The | | must be searched for previously submitted Title III applications to intercept 

communications involving any of the persons, facilities, and/or places specified in the current 
Title III application. 
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53 This requirement also applies to what is sometimes referred to as a “spin-off" Title III which is actually a 
new application to begin surveillance at or of additional facilities arising from an existing investigation in 
which one or more Title Ills have already been authorized. As such “spin-off' Title Ills are considered to be 
an “original" request, even though some or all of the named persons are also named in the prior Title III(s). 
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A) (U) PRIOR APPLICATIONS : Searches are required only for previously submitted 

applications. There is no obligation to search for prior interceptions. The ELSUR search 
will provide records of the persons, facilities, and/or places named in prior applications filed 
by the FBI and other federal law enforcement agencies named in the request. Any prior 
applications identified must be set forth in the affidavit in support of the new application^ 


H.l. 1.2.1 (U) Persons 


(U) In submitting a Pre-Title III ELSUR Search Request FD-940 \ _, list the true 

names or best known names of individuals for whom there is probable cause to believe that: 
(1) they are involved in the specified criminal activity, or_(2) their criminal communications 
are expected to be intercepted over the target facility or within the target premises. 54 These 
individuals are often identified in the application and affidavit as the “Target Subjects,” 
“Target Violators,” and/or “Target Interceptees.” 


A) (U) A minimum of a first initial and last name is required for an|_|search. Biographical 

data such as date of birth, FBI Number, and/or Social Security Account Number, if known, 
must be included in the search request, even if not listed in the affidavit. Aliases, partial 
names, nicknames, street names, and/or code names may also be included as further 
identifying information on the FD-940. However, they will only be searched if they 
otherwise meet minimum ELSUR search requirements. For example, if an alias is a full 
name alias, it must be included and will be searched (i.e., John Smith a/k/a ‘William 
Johnson” or William Smith a/k/a “Liam Smith”). However, if the subject is identified as 
John Smith a/k/a “Big Buddy,” “Big Buddy” may be included as further identifying 
information, but will not be the subject of a separate ELSUR search. 


B) (U) Persons not fully identified by at least a first initial and a last name who are identified in 
the application and affidavit as “John Doe,” “Jane Doe,” or “FNU LNU” need not be the 
subject of a pre-Title III ELSUR search. For example, FNU LNU a/k/a “El Jefe” need not 
be included in an ELSUR search, or listed in the FD-940 search request. 

C) (U) A search of the | | must be conducted for the subscriber or service provider of the 
target facility only if the subscriber or service provider is believed to be involved in the 
specified criminal offense(s). 


D) (U) Any additional persons, facilities, and/or places mentioned in the affidavit, but not also 
specified in the application as a person, facility, and/or place for which authorization 
to intercept is being sought , need not be searched or listed in the FD-940 (Pre-Title III 
ELSUR Search Request). 


H.L 1.2.2 (V) Facility 


(U) List available numeric and/or alphanumeric values directly associated with the targeted 
device, equipment, or instrument over or from which the subjects are communicating (e.g., a 
telephone, pager, computer, etc.), and over or from which interceptions are being sought. 
Such values may include, but are not limited to, the telephone number of a land line phone, 
cell phone, or pager, Personal Identification Number (PIN), Cap Code, Electronic Serial 
Number (ESN), International Mobile Subscriber Identity (IMSI) Number, International 
Mobile Equipment Identifier (IMEI) Number, and/or Internet account information (including 
but not limited to screen name, online identity, ICQ number, and/or IP address). 


b7E 


54 (U) All individuals l isted in the application and affidavit as being involved in the specified criminal activity 
should be searched in | | 
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A) (U) Names of businesses, organizations, or agencies must be searched only if there is 
probable cause to believe the business, organization, or agency is culpable in the specified 
criminal offense(s). 

B) (U) Searches need not be conducted for telephone numbers or other facilities subscribed to, 
leased, or owned by the FBI for use in the investigation for which the ELSUR is being 
sought. 

C) (U) Any additional facilities mentioned in the affidavit, but not also specified in the 
application as a person, facility, and/or place for which authorization to intercept is being 
sought, need not be searched or listed in the FD-940 (Pre-Title III ELSUR Search Request). 
For example, telephone numbers identified as calling or being called by the Target 
Telephone, and set out in the pen register section of a Title III affidavit need not be the 
subject of a pre-Title III ELSUR search. 

H. 1.1.2.3 (U) Places 


(U) List: (1) each address of a targeted landline phone or computer terminal which will be 
subject to the Title III order, and/or (2) _ 


Do not include addresses 

of subscribers or proprietors of mobile installations such as cell phones, pagers, vehicles, 
boats or planes, etc. 

H.l. 1.2.4 (U) ADDITIONS 


(U) Persons, facilities, and/or places added to an application and affidavit during the course of 
the review process and after the initial pre-Title III search request must be searched prior to 
submitting the affidavit to the court. 55 


H.L 1.3 (U) Where To Search 

(U) A search of the FBI’s l I must be conducted for each item named in the search request. 

DOJ policy requires a search of the Drug Enf orceme nt Administration (DEA) and 

~~lfc 

m 


Immigration and Customs Enforcement (ICE) 


lfor all Title 21 predicate offenses. As a 


matte r of F BI policy , a DEA and ICE ELSUR search is automatically conducted by FBIHQ 
for all | l and | investigative classifications, and any other application involving a Title 21 


offense. 


A) (U) Thq_| of any other federal, state, or local law enforcement agency that is actively 

participating in a joint investigation (as opposed to mere task force participation) or as to 
which there is reason to believe may have previously sought to intercept wire, oral, or 
electronic communications involving any of the persons, facilities, and/or places specified 
in the instant application, should be searched. Where a search of state and/or local law 
enforcement ELSUR records is requested, the request should include a point of contact 
from the outside agency, if known. 
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55 Occasionally, during the course of their review, DOJ's Office of Enforcement Operations, will suggest that an 
additional name be added as a “Target Subject" (or similar) in a Title III applica tion and affidavit prior to the 


grant of DO] approval. If that name is added, it must be searched throug] 
to the court. 
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B) (U) If there is reason to believe that any of the persons, facilities, and/or places specified in 
the current application have been the target of Title III electronic surveillance by another 
federal agency, that agency must be requested to conduct an ELSUR search of its records. 

H. 1.1.4 (U) How To Initiate A Search Request 

(U) The FD-940 (Pre-Title III ELSUR Search Request) is used for requesting pre-Title III 
ELSUR searches of the | | of the FBI and any other federal, state, or local law enforcement 
agency. The form is designed to assist personnel requesting a search by guiding them through 
the process. Use of the form will ensure search requirements are met. 

(U) If an emergency situation exists, as defined by 18 U.S.C. § 2518(7), an ELSUR search 
may be requested telephonically to the field office EOT. 

H. 1.1.4.1 (U) Search Procedure 

(U) The EOT will conduct a search of the | | for records of “previous applications only” or 
“all records” as specified in the FD-940. Records retrieved as a result of the search will be 
furnished to the requesting Agent. If intercept records are requested for any or all of the 
persons, facilities, and/or places named in the FD-940, intercept records which relate to 
unclassified criminal matters will be provided in their entirety to the requesting Agent and 
documented in the appropriate case file location(s). 

(U) It is the responsibility of the requesting Agent to use reasonable efforts to determine 
whether the persons, facilities, and/or places identified in the search are the same persons, 
facilities, and/or places specified in the current application. If there is reason to believe they 
are, offices identified as having filed previous applications must be contacted and the EOT in 
that office must be asked to review the pertinent investigative file(s) to determine whether the 
persons, facilities, and/or places identified in the search are, in fact, the same as those 
specified in the current application. 

(U) It is not necessary to contact other offices regarding common names for which no special 
identifying data is available unless there is reason to believe there is a nexus between the 
current investigation and the investigation conducted by the other field offices. 

(U) Documentation confirming the conduct of all pre-Title III ELSUR searches must be 
electronically placed in the appropriate investigative file. 

H.l . 1.5 (U) What To Say 

A) (U) NO PREVIOUS APPLICATIONS : Sample proposed affidavit language when no 
previous applications have been filed: 

1) (U) “Based upon a search of the records of the Federal Bureau of Investigation (and any 
other agency requested), no previous applications have been filed for an order authorizing 
the interception of wire, oral, or electronic co mmuni cations involving any of the persons, 
facilities, and/or places specified herein for which authorization to intercept is being 
sought.” 

B) (U) PREVIOUS APPLICATIONS : 

1) (U) If there was a previous application, include all relevant information concerning such 
application in the affidavit in support of the current application. Identify the persons, 
facilities, and/or places named, the method/s) of interception sought, the date the order was 
granted or denied, the court that issued or denied the order, the name of the authorizing or 
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denying judge (if known), and the relevance, if any, of the previous application to the 
current investigation. 

2) (U) Sample proposed affidavit language when previous applications have been filed: “John 
Doe was named in a previous application for an order authorizing the interception of wire 
and electronic communications. The order was signed on (date), by U.S. District Judge 
(name), of the District of (State), authorizing the interceptions for a period of thirty (30) 
days. An extension of the order was signed hy Judge (name) on (date), authorizing the 
continued interception for an additional 30-day period.” (Include relevance, if any, of the 
previous applications to the current investigation). 

H. 1.1.6 (U) Documentation 


A) (U) Agents must provide a copy of the following to the field office’s ELSUR Operations 
Technician (EOT): 


1) (U) executed affidavit, application, and order; 

2) (U) completed CDC Checklist ( FD-926) ; 

3) (U) EC signed hy the appropriate approving official (SAC or designee or appropriate HQ 
official) documenting approval to seek court authorization for the Title III application; and 

4) (U) DOJ Memorandum directed to the AUSA entitled “Authorization for Interception 
Order Application.” 


B) (U) The EOT and the ELSUR supervisor are responsible for confirming that ELSUR 
searches were properly conducted as set forth in the final applications submitted to the 
court. Because this review is not conducted until after the application and order have been 
submitted to the court, the SA and SSA are responsible for verifying that all required 
ELSUR searches have been conducted prior to submission of the application and affidavit 
to the court. Within 10 calendar days of obtaining court authority for the original and all 
extensions/renewals of the Title III intercept, the case agent must also submit to the EOT a 
signed copy of the: (i) affidavit, (ii) application, (iii) order, (iv) copy of the CDC Title III 
Checklist (FD-926); (v) SAC approval EC; and (vi) a copy of the DOJ Authorizing Memo. 
The EOT will be responsible for transmitting a copy of these documents to the Order 
Management Group in OTD. The Order Manage ment Group will be responsible for 


indexing and uploading these documents into the 


These 


requirements also apply to the joint Title III operations discussed in section 18.7.2.13. 


C) 

D) 


(U) Form FD-940 (Pre Title III ELSUR Search Request) must be used when requesting a 

search of any federal, state, or local law enforcement agency’s_ 

| [ . including the FBI’s. 


(U) All requests for ELSUR searches must be electronically placed in the corresponding 
investigative file and submitted with adequate time for the EOT to conduct the search and 
document the results. It is the responsibility of the affiant and the affiant’s supervisor to 
ensure that all ELSUR checks have been properly completed prior to submission of the 
application and affidavit to the court. 


H. 1.1.7 Role of Special Operations Division and 


(U//FOUO)! 


SEARCHES 
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H.l. 1.8 (U) ADDITIONAL GUIDANCE AND EXAMPLES 

(U) Additional guidance regarding the conduct of pre-Title III ELS UR searches, including 
examples applying the policy set forth above, can be found at the DIOG Resources site . 


UNCLASSIFIED 


H-6 


Version Dated: 
March 3, 2016 




UNCLASSIFIED - FOR OFFICIAL USE ONLY 
Domestic Investigations and Operations Guide 


This Page is Intentionally Blank 


UNCLASSIFIED - FOR OFFICIAL USE ONLY 



ALL I LIT OICIA T ION COlfTAII-IZE 
HEREIN IS XJNCJLli'Siriin 
DATE 0 5- 0 3 - 2 018 BY I 


MS ICG 


b6 

hlC 


UNCLASSIFIED -" FDR OFFICIAL USE ONLY 

Domestic Investigations and Operations Guide 

I APPENDIX I: (U) ACCESSING STUDENT RECORDS 
MAINTAINED BY AN EDUCATIONAL INSTITUTION 
(“BUCKLEY AMENDMENT”) 

LI (U) Summary 

(U) The Family Educational Rights and Privacy Act (FERPA) of 1974 (20 U.S.C. § 1232g, as 
amended by Public Law 107-56 (USA Patriot Act)), commonly referred to as the “Buckley 
Amendment,” restricts the ability of educational agencies or institutions (collectively “schools”) 
to release educational records or personally identifiable information contained in such records 
without the consent of the student or the student’s parent. 

(U) FERPA defines “education records” as those records, files, documents and other materials 
which: 

A) (U) contain information directly related to a student; and 

B) (U) are maintained by an educational agency or institution or by a person acting for such 
agency or institution. (20 U.S.C. § 1232g(a)(4)(A)(i)). 

(U //FOUQ) If operationally feasible, FBI employees should request the consent of the student or 
parent, as appropriate, in order to obtain covered records. During an Assessment, the FBI may 
ask school officials to provide certain information without the consent of the student or parent 
(see Section 18.5.6); during a Predicated Investigation, the FBI may compel production of 
education records, as set forth below. 

1.2 (U//F0UQ) Accessing Student Information or Records During 

an Assessment 

(U//FOU0) During an Assessment, FBI employees may seek voluntary disclosure of certain 
student records and information about students from schools without the consent of the student 
or parent. 

1.2.1 (U) Directory Information 

(U//FOUO) “Directory information” is information contained in an education record of a student 
“that would not generally be considered harmful or an invasion of privacy.” (34 C.F.R. § 99.3) 
Specifically, “directory information” includes, but is not limited to: the student’s name, address, 
telephone listing, electronic mail address, photograph, date and place of birth, major field of 
study, dates of attendance, grade level, enrollment status (e.g., undergraduate or graduate, full¬ 
time or part-time), participation in officially recognized activities or sports, weight and height of 
members of athletic teams, degrees, honors and awards received, and the most recent educational 
agency or institution attended. A school may disclose “directory information” from its records 
without prior consent if: (1) it has a directory information policy to disclose such information 
and (2) it has provided its students notice of the policy and the opportunity to opt out of having 
“directory information” disclosed. (See 34 C.F.R. § 99.37) 

(U//F QUO) The scope of information that can be released as directory information may be 
narrowed by the school. For instance, if a college chooses not to categorize students' names and 
addresses as directory information, it must not voluntarily disclose such information to the FBI 
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(Krauss v. Nassau Community College, 469 N.Y.S. 2d 553 (N.Y. Sup. 1983)). Schools are also 
required to afford students (or parents, if the student is under 18) the opportunity to prohibit the 
release of directory information without their prior consent (or a court order). Note : the Buckley 
Amendment permits schools to release directory information (absent an objection from the 
student); it does not require them to do so. Directory information may be sought orally or in 
writing. 

1.2.2 (U) Observations 

(U//FOU0) FERPA governs the release of educational records. It does not govern the release of 
information gathered by a school official, based on his or her own observations. Accordingly, 
notwithstanding Buckley, a school official may disclose activity or behavior observed by the 
official. 

1 . 2.3 (U) Law Enforcement Unit Records 

(U// EQUQ ) Under FERPA, schools may disclose information from “law enforcement unit 
records” without the consent of the parent or student. This exemption is limited to records that a 
law enforcement unit of a school creates and maintains for a law enforcement purpose. “Law 
enforcement record” is narrowly defined as a record that is: (i) created by the law enforcement 
unit; (ii) created for a law enforcement purpose; and (iii) maintained by the law enforcement 
unit. (34 C.F.R. § 99.8(b)) If another component of the school discloses a student education 
record to the school’s law enforcement unit, that record is not a “law enforcement unit record” 
because it was not created by the law enforcement unit. Thus, a law enforcement unit cannot 
disclose, without student consent, information obtained from education records created by other 
component of the school, even if the record has been shared with the law enforcement unit. 

1 . 2.4 (U) Health or Safety Emergency 

(U/ / -F QUQ) FERPA does not restrict the disclosure of educational records in connection with a 
health or safety emergency. The regulations provide that schools may disclose information from 
an education record “to appropriate parties in connection with an emergency if knowledge of the 
information is necessary to protect the health or safety of the student or other individuals” and 
that the exception is to be “strictly construed.” As is the case with other emergency disclosure 
provisions (see 18 U.S.C. § 2702), it is up to the school to determine in the first instance whether 
disclosure is necessary to protect the health or safety of the student or another individual. If it 
makes that determination, it is permitted to disclose educational records voluntarily and without 
the consent of the student or parent. 

1 . 2.5 (U) Non-Students 

(U//FOUO) FERPA governs records of “students.” A “student” is defined as a person on whom a 
school maintains educational records or personally identifiable information but does not include 
someone who has not attended that school. Files retained on rejected applicants may be provided 
without prior permission or notification. ( Tarka v. Franklin, 891 F.2d 102 (5 th Cir. 1989)) 
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1.3 (U//F0I40) Accessing Student Information or Records in 

Predicated Investigations 

(U//FOUO) In addition to seeking voluntary production of records that can be voluntarily 
produced (see 1.2 above), in a Predicated Investigation, FBI employees may compel production 
of education records without notice to the student or the student’s parents as follows: 

1.3.1 (U) Federal Grand Jury Subpoena 

(U//F0UO) Schools shall disclose education records in response to a federal grand jury 
subpoena. In addition, the court may order the institution not to disclose to anyone the existence 
or contents of the subpoena or the institution’s response. If the court so orders, then neither the 
prior notification requirements of 34 C.F.R. § 99.31(a)(9) nor the recordation requirements at 34 
C.F.R. § 99.32 would apply (see DIOG Section 18.6.5). 

1.3.2 (V) Administrative Subpoenas 

(U//F OUQ ) Schools may disclose education records in response to an administrative subpoena. 
Administrative subpoenas may be issued in narcotics investigations (see DIOG Section 

18.6.4.3.2.1) , sexual exploitation or abuse of children investigations (see DIOG Section 

18.6.4.3.2.2) , and health care fraud investigations (see DIOG Section 18.6.4.3.2.3). As with 
federal grand jury subpoenas, the issuing agency may, for good cause shown, direct the school 
not to disclose the existence or contents of the subpoena or the institution’s response. If the 
subpoena includes a nondisclosure directive, the school is permitted to request a copy of the 
good cause determination. 

1.3.3 (V) FISA Order for Business Records 
(U//F 9U0) See DIOG Section 18.6.7. 

1.3.4 (U) Ex Parte Orders 

(U//F OUQ ) The USA Patriot Act amended FERPA to permit schools to disclose personally 
identifiable information from the student’s education records to the Attorney General or his 
designee without the consent or knowledge of the student or parent in response to an ex parte 
order issued in connection with a terrorism investigation. Such disclosures are also exempt from 
the Buckley Act requirements that disclosure of information from a student’s records be 
documented in the student’s file. 
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J APPENDIX J: (U) CASE FILE MANAGEMENT AND 
INDEXING 

J. 1 (U) Investigative File Management 

J. 1.1 (U) Office of Origin (00) 

(U// TOUO ) Generally, the Office of Origin (00) is determined by: 

A) (U/ /F0U0 ) The residence, location or destination of the subject of the investigation; 

B) (U//FOU0) The office in which a complaint is first received; 

C) (U//FOUO) The office designated by FBIHQ as OO in any investigation; 

D) (U//FOUQ) The office in which the Foreign Police Cooperation investigation is opened 
(163 classification); 

E) (U// FOUO ) The office in which the Domestic Police Cooperation investigation is opened 
(343 classification); 

F) (U// FOUO ) The office in which the recovery of the vehicle occurred in an Interstate 
Transportation of Stolen Motor Vehicles (ITSMV) investigations; 

G) (U// FOUO ) The office in which the contempt of court occurred; 

H) (U//FQUQ) The office in which there is a violation of an order, judgment, or decree issued 
from any judicial district in an FBI civil Racketeer Influenced and Corrupt Organizations 
(RICO) investigation; 

I) (U//F 1 ©tiO) The office in which the subject was convicted in investigations involving 
parole, probation, and mandatory release violators; 

J) (U/ /F Q U - Q ) The office in which the escape occurred, in Escaped Federal Prisoner and 
escaped deserter investigations; 

K) (U//F0UG) The New York Field Office in courier investigations; 

L) (U// FOUO) FBIHQ in all applicant, Background Investigation - Pardon Attorney's Office 
(73 classification) investigations; 

M) (U//FOUO) FBIHQ in OPM security referral (140A and 140C classification) investigations; 

N) (U// FOU Q) FBIHQ, Counterterrorism Division (CTD), Counterterrorism Watch Unit in all 
Counterterrorism Major Cases (900 classification); 

O) (U/ /F0U 6 ) FBIHQ, Critical Incident Response Group (CIRG) in all National Center for the 
Analysis of Violent Crime (NCAVC) cases (252A through 252E classifications); and 

P) (U//FOUGl) FBIHQ, Office of Professional Responsibility (OPR) in OPR investigations 
(263 classification). 

(U//FOU0) When special circumstances exist, however, the origin may be assumed by the field 
office which has the most compelling interest. Uncertainties and disagreements must be resolved 
by the appropriate FBIHQ operational division. 
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J. 1 .2 (U) Investigative Leads and Lead Office (LO) 

(U//FOUO) Leads are sent by EC, or a Lead Request document, to offices and assigned to 
individuals/organizations in order to aid investigations. When the 00 sets a lead to another 
office, that office is considered a Lead Office (LO). 

(U/ /FOUO) There are only two types of investigative leads: “Action Required” and “Information 
Only” 

J. 1.2.1 (U) Action Required Lead 

(U//-F OUQ ) An action required lead must be used if the sending office requires the receiving 
LO to take some type of investigative action. 

(U//FOUO) An action required lead may only be set by EC out of an open investigative fde, 
including an: 

A) (U) Assessment file, including a zero sub-assessment file; 

B) (U) Predicated Investigation file; 

C) (U) pending inactive investigation file; or 

D) (U) unaddressed work file. 

(U//FOUCL) An action required lead cannot be set out of a closed investigative file, a zero (0) 
or double zero (00) file. 

(U//FOU0) An action required lead must be assigned, and it must be covered before the 
underlying investigation has been completed/closed. 

J. 1.2.2 (U) Information Only Lead 

(U/ / - F0U 6) An information only lead must be used when no specific action is required or 
necessary from the receiving LO. 

(U//F0UO-) An information only lead may be set by EC out of an opened or closed 
investigative file, including a: 

A) (U) zero (0) file; 

B) (U) double zero (00) file; 

C) (U) Assessment file, including a zero sub-assessment file; 

D) (U) Predicated Investigation file; 

E) (U) pending inactive investigation file; or 

F) (U) unaddressed work file. 

(U//FOUO) An information only lead does not have to be assigned in order to be covered, and 
they can be covered while they are in the "Set" status. 

J. 1 .3 (U) Office of Origin's Supervision of Cases 

(U/7F OUQ ) The OO is responsible for proper supervision of Assessments and investigations in 
its own territory and being conducted in a LO. The FBI employee, usually an FBI Special Agent, 
to whom an investigation is assigned, is often referred to as the “Case Agent.” An FBI employee 
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is personally responsible for ensuring all logical investigation is initiated without u ndue delay , 

whether the employee is assign ed in the 00 or in an LO; this includes setting forth_ 

leads as appropriate for other offices or other FBI employees in 
his/her own office. The 00 Case Agent has overall responsibility for supervision of the 
investigation. When an LO has a delayed or delinquent investigation, it is the responsibility of 
the 00 Case Agent to notify the LO (orally or in writing by email or EC, depending on the 
urgency of the situation) of its delinquency. 


(U) Investigative information that may be within another field office’s AOR can generally be 
obtained by setting an investigative lead to that field office. However, investigative 
circumstances may require employees to travel to another office’s APR to conduct inves tigative 
activity. In such circums tances, an employee, with the approva l of| land the 

prior concurrence of the 


may enter that office’s AOR and 
conduct the necessary investigative activity (e.g. interview). However, if unplanned 
inves tigative activities or e xigent circumstances prevent an employee from obtaining advance 


| | approval and advance concurrence before entering another field offi ce’s AOR 


notification should be made as soon as practicable to the[ 


]and 


the other office’s AOR, including the type of investigative activity(s) that occurred and the 
circumstances that made obtaining prior approval and concurrence unfeasible. 


Hi 


J. 1.4 (U) Investigation and Other Files 


(U//F0U0) There are several types of non-investigative files used in the FBI, including zero 
files, double zero files, administrative files, and contr ol files. Additionally, there are several 
types of investigative files used in the FBI, including | [ Preliminary 

Investigation files. Full Investigation files, Full Enterprise Investigation files, positive foreign 
intelligence Full Investigation files, and unaddressed work files. Additionally, investigative files 
may have sub-files, named as specified in the DIOG and RMD policy. FBI files may be opened, 
closed, or placed in pending inactive status as specified below. Note that in each of these files, all 
communications related to previous communication must note the existing communication’s 
FBI’s central recordkeeping system serial numbers in the reference fields. 

(U// FOUO ) Certain records may be restricted based on the classification of the records, e.g., on 
the sensitivity of the investigation. See the Automatic Restriction of Access to Data in FBI Case 
Support Systems Based, on Standard^ File Classification Designators Policy Directive. 0243D, 

dated October 13, 2009. 


(U//F QU Q) The types of files are: 

J. 1.4.1 (U) Zero “O” Files 

(U// F 6 UQ -] 
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J. 1 .4.2 (U) Double Zero “OO” Files 

(U/ r F OU Q) Double Zero files may be opened in all file classifications. Double Zero files may 
contain documentation, such as instructions, statutes, and decisions applicable to the 
classification, that do not require investigation . The documents contained within a double zero 
file must be electronically placed into the file. I I 


J. 1.4.3 (U) Administrative “A” Files 


(U//F OUQ ) Administrative files may be used only for administrative purposes; they cannot be 
used for investigative purposes. Administrative files may be used for documenting non- 
investigative matters, such as training matters (1 classification), administrative matters (319 
classification), personnel files (67 classification), etc. Note : Investigative activity must not 
be conducted out of an administrative file. Administrative files are designated with the 
letter "A" before the case number, e.g., 319X-HQ-A12345. 


(U//P m FBI BIJCAR acciden t files 


and civil litigation or claim 


matters_are permitted to retain investigative information related to a 

BUCAR accident or civil matter as an exception to the general rule prohibiting the use of 
investigative activity in administrative files. The basis for permitting this exception is the 
investigative document, generally a witness interview on an FD-302 for the car accident, or 
taking a witness statement on an FD-302 in the civil matter, is intended to support the 
administrative functions of the organization and is not obtained in support of a law 
enforcement investigation or an intelligence collection function. 


(U//F0UO) Information Only (non-investigative) Leads may be assigned out of 
administrative files. When referring to an administrative file in communications, the file 
number must include the letter "A" before the case number to indicate the file is an 
administrative file. 


J. 1.4.4 (U) Control “C” Files 

(U// FOUO ) Control files are separate files established for the purpose of managing programs. 
Control files may be opened in all file classifications. 

(U//FOUO) Control files may be used only for documenting program management functions 
and communications, technical or expert assistance to another law enforcement or intelligence 
agency, or other managerial functions. Program management functions may include liaison 
contacts, training exercises, training received/provided, written intelligence products 56 that are 
prepared for program management purposes, etc. Note : Investigative activity must not be 
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conducted 57 out of a control file. Control files are designated with the letter “C” before the 
case number, e.g., 29B-NF-C4456. 


(U//F0UG9- Information Only (non-investigative) Leads can be assigned out of control files. 
When referring to the file number of a control file in communications, the file numb er must 
include the letter "C" befor e the case number to indicate the file is a control file. The[ 
control file must follow the 
on setting leads. 


guidance 


J. 1.4.5 (U) Investigative Files 

J. 1.4.5.1 (U) Assessment Files 

J.1.4.5.1.1 (Uj 


b7E 


(U//FOU0) 


] 


2 Assessments 


Type 1 & 


^Vhen completing the FD-71, Guardi an or Assessment file 


lead for an Assessment involving a sensitive investigative matter, 


(U//F0 U Q) 


can be set when using a 


(U//FOU0) Guardian may be us ed only for documenting those Assessments described in 
DIQG Section 5.6.3.1 regarding 


The FD-71 or EC must be used to 
document all other Assessments, including criminal, counteri ntelligenc e, and non- 


terrorism WMD and Cyber. Guardian, the FD-71, the EC and| 
form provide the ability to set action leads. 


Lead Request 


J. 1.4.5.1.2 (U) Investigative Classification Assessment Files 

(for Type 3,4 and 6 Assessments) and Potential CHS 
Files (for type 5 Assessments) 


b7E 


(U//FOU0) See DIOG Section 5 for the appropriate investigative file classification to be 
used when opening a Type 3, 4, 5, or 6 Assessment file. 

(U/ /FOUO) Because these Assessments require prior supervisory approval, the file must 
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J. 1.4.5.2 (U) Preliminary and Full Investigation (Predicated) Files 

(U//FOUG} A Preliminary Investigation, Full Investigation, Full Enterprise Investigation, and 
Full Positive Foreign Intelligence Investigation must be opened as discussed in DIOG 
Sections 6, 7, 8, and 9, respectively. Investigative information related to these investigations 
must be placed in the investigative main file or sub-file, spun-off, or referred to another 
agency as authorized. 

J. 1.4.5.3 (U) Pending/Inactive Full Investigation Files 


(U//FOUO} A Full Investigation may be placed in a pending-inactive status when all 
investigation has been completed and only prosecutive action or other disposi tion remains to 
be determined and reported, e.g.. locating a fugitive outside the United States. I 


pending- 


inactive Full Investigation may be assigned to investigative personnel or a squad/unit. 
J. 1.4.5.4 (U) Un addressed Work Files 
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(U//FOUO) The FD-71 and an Assessment file provide a mechanism to assign an Assessment 
to an Unaddressed Work file. In the FD-71, the Supervisor must select a reason for assigning 
the matter to the Unaddressed Work file and choose the appropriate classification. Upon 
serializing the FD-71, a new Unaddressed Work file will be opened. Guardian (FD-71a) does 
not have an “Unaddressed Work” option because Guardian leads cannot be placed in an 
Unaddressed Work status. 

J. 1.4.5.5 (U) Spin Off Investigation Files 

(U/TFGtIQlA spin-off investigation originates from an existing investigation. The spin-off 
investigation must have all the elements required to establish it as a separate investigation 
within the appropriate investigative classification. 

J.1.5 (U) Sub-Files 

(U) The below standardized sub-file names must be used when creating sub-files to document 
the investigative or administrative activity described. However, other sub-file names may be 
utilized to document relevant investigative or administrative activities not specifically 
addressed by the following standardized sub-file list: 


SUBFILES 

Sub-file 

Name 

DIOG Required 

RMD and Other Policy 

ADMIN 

— 

Administrative Matters 

AFF 

... 

Affidavits 

ANA 

— 

Analytical (not including Written Intelligence 
Products - see DIOG required INTELPRODS 
sub-file below] 

BC 

... 

Background Information Re Subject (FD-160; 
FD-125; FD-809] 

BIO 

— 

Biographical Info (NCIC; CLETS; DMV] 

CART 

— 

Computer Analysis Response Team 

CRIM 

— 

Criminal Records 

CCTV 

... 

Closed Circuit Television/Video Surveillance 

CE 

... 

Case Expenditures 

CD 

... 

Classified Documents / Info 

CRT 

... 

Court Orders 
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INTELPRODS 

Written Intelligence Products 

— 

LAB 

... 

Laboratory / Latent Reports 

LEADS 

... 

Leads 

LEGAL 

... 

Legal Documents 

LIAISON 

... 

Liaison and FD-999s 

LOC 

... 

Locations 

MC 

... 

Mail Covers (Criminal and National Security] 

MEDIA 

... 

Media Reports 

MISC 

... 

Miscellaneous 

NC 

... 

Newspaper Clippings and Press Releases 


b7E 


PEN 

Pen Register / Trap And Trace 

— 

PH 

... 

Photographs (paper copies only] 

PR 

... 

Police Reports 

RECORDS 

... 

Bank / Tax / Financial Records 

REPORTS 

... 

Reports 

S 

... 

Suspects / Subjects 

SBP 

Administrative Subpoenas 

— 

SURV 

... 

Surveillance 

sw 

... 

Search Warrants (Criminal] 

T3 

... 

Consensual Monitoring Calls / Title III 

TC 

... 

Trash Covers 

TEL 

... 

Telephone Subscriber / Toll Information / 

Trap & Trace Calls 
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TERRFIN 

... 

Terrorist Financing-Related Information 

TS 

... 

Top Secret Documents 

TRANS 

... 

Transcripts 

TVL 

... 

Travel 

UCO 

... 

Undercover Operations (Group I and Group II 
UCOs) 

VOU 

... 

Vouchers 

1A 

... 

1A Exhibit 

IB 

... 

Evidence Chain of Custody (FD-192s or 
successor form] 

1C 

... 

Bulky, Non-Evidence (FD-192s or successor 
form) 

ID 

... 

ELSUR 

FD302 

... 

FD-302s (and other testimonial documents) 

FD515 

... 

Accomplishments (FD-515s or successor 
documents) 

FD542 

... 

Accomplishments (FD-542s or successor 
documents) 


(U) When more than one sub-file is needed for a specific category, sequential numbers are to 
be used adjacent to the described sub-file name. For example, three forfeiture sub-files would 
be named: FF1, FF2, FF3, etc. 

J.2 (U) Indexing - The Role of Indexing in the Management of FBI 

Information 

(U//F OU Q) The text of FBI-generated records (including but not limited to FD-65, FD-786, and 
non-transitory electronic mail (e-mail) records) must be imported into the FBI’s central 
recordkeeping system to be searchable, retrievable, and sharable through automated means. A 
full text search of the FBI’s central recordkeeping system identifies only information that is 
available electronically and does not search for information that may be contained in the FBI’s 
paper records. Regardless of whether a record is imported or created in the FBI’s central 
recordkeeping system, it must be indexed. 

(U//F6UQ). The purpose of indexing is to record individual’s names; non-individual’s names, 
such as corporations; and property which are relevant to FBI investigations so that this 
information can be retrieved, if necessary. The most common use of indexed information is to 
respond to executive branch agencies’ request name searches as part of their investigations to 
determine suitability for employment, trustworthiness for access to classified information and 
eligibility for certain government benefits. If employees do not properly index names and places 
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that arise in FBI investigations, the FBI could provide erroneous information to other federal 
agencies. Further advice about how to index and what should be indexed can be found on the 

RMD Intranet, site. 
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K APPENDIX K: (U) REPORTING OF SUSPECTED CHILD 
ABUSE, NEGLECT AND/OR SEXUAL EXPLOITATION 


K. 1 (U) Reporting of Suspected Child Abuse, Neglect and/or Sexual 

Exploitation 

K.1.1 (U) Purpose 

(U) In October 2011, the Department of Justice (DOJ) released the updated 2011 Attorney 
General Guidelines for Victim and Witness Assistance (the “Guidelines”), and in May 2012, 
released revised Guidelines. Among other obligations, the Guidelines require DOJ personnel, 
including FBI personnel, to report suspected child abuse. Special Agents (SAs) and other FBI 
personnel may encounter suspected child abuse, neglect and/or sexual exploitation during the 
course of their duties. This policy provides the most recent DOJ/FBI suspected child abuse 
reporting requirements. “This requirement is in addition to, not in place of, mandatory reporting 
requirements under state, tribal and federal law with which [FBI Personnel] shall also comply” 
[Emphasis added]. Guidelines at Art. Ill, L.l.c (1). 

K. 1.2 (U) Obligation to Report 

(U) The FBI’s role as a law enforcement agency necessitates several reporting requirements for 
FBI personnel who have reasonable cause to believe a child is suffering from abuse, neglect 
and/or sexual exploitation. 

(U) While certain FBI employees (e.g. law enforcement personnel and social workers) are 
defined as mandated reporters under state, tribal and federal law, all FBI employees shall report 
suspected child abuse, neglect and/or sexual exploitation to the state, local or tribal law 
enforcement agency or child protective services agency that has jurisdiction to investigate such 
reports or to protect the child. 

K. 1.3 (U) Reporting to the Appropriate Officials 

(U) In every case of suspected child abuse, neglect and/or sexual exploitation, an immediate 
report shall be made to the appropriate state, local or tribal agency with authority to investigate 
such matters or to protect the child. FBI personnel should consult with the Chief Division 
Counsel (CDC) or the Office of the General Counsel (OGC) to determine the child abuse 
reporting laws applicable in their area of responsibility. 

(U) Reporting is generally covered by state, local or tribal law and reports shall be made to the 
agency or entity identified in and in accordance with those laws. However, the report of 
suspected child abuse should be made by a method best suited to giving immediate notice. Use 
of a standardized form is encouraged, but shall not take the place of the immediate making of 
reports by other means when circumstances dictate. 

(U) Reports may be made anonymously, although FBI personnel are strongly encouraged to 
provide sufficient identifying information. Reports are presumed to have been made in good faith 
and reports are immune from civil and criminal liability arising from the report, unless acting in 
bad faith. 
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(U) FBI personnel shall also immediately report suspected child abuse to the FBI’s Designated 
Official in each office. The Designated Official will assist FBI personnel with reporting 
suspected child abuse, if no direct report is made, and will ensure completion of a 188D- 
Electronic Communication (188D-EC) to the FBI’s Office of Victim Assistance (OVA). 

(U) In rare circumstances, reporting may be temporarily delayed upon a determination by an FBI 
Component Responsible Official. Per the Guidelines and FBI implementing policy, the 
designated FBI Component Responsible Official is the head of the division or office. For Field 
Divisions the Component Responsible Official is the Special Agent-in-Charge (SAC), or where 
applicable, the Assistant Director in Charge (ADIC). For FBI Headquarters, the Component 
Responsible Official is the head of the Division or office (e.g., Assistant Director (AD) or 
equivalent). 

K. 1.4 (U) Scope of Reporting 

(U) All cases of suspected child abuse must be reported. .A report shall be made even if the 
information inadvertently comes to the attention of FBI personnel. In cases where there is reason 
to believe an incident was previously reported or is otherwise being investigated, FBI personnel 
shall err on the side of caution, and consult with the Designated Official, due to the possibility of 
there being multiple offenses, victims, and/or perpetrators. If there are any distinguishable 
elements (e.g. different day, time, or place) from the confirmed previous report and investigation, 
FBI personnel shall immediately report the new case and any additional information to the state, 
local or tribal law enforcement agency or child protective services agency that has jurisdiction to 
investigate such reports or to protect the child. 

(U) Certain Indian Country, Special Jurisdiction and crimes against children matters already fall 
within the primary investigative jurisdiction of the FBI. Suspected child abuse, neglect and/or 
sexual exploitation in these areas, which are already the subject of an FBI investigation, do not 
warrant additional reporting unless such reporting is necessary to further protect the child. 

K.2 (U) Mandatory Reporting Laws 

(U) FBI personnel should refer to their state child abuse reporting laws in cases of suspected 
child abuse, neglect and/or sexual exploitation. State laws vary substantially. Some states require 
mandatory reporting of child abuse, neglect and/or sexual exploitation by all persons within their 
boundaries; others require such reporting only from individuals engaged in expressly listed 
occupations. Reports of child abuse, neglect and/or sexual exploitation required by state, local or 
tribal laws shall be made to the agency or entity identified in and in accordance with those laws. 

(U) The federal child abuse reporting law mandates certain professionals (including law 
enforcement personnel and social workers) working on federal land or in a federally operated (or 
contracted) facility must report suspected child abuse to an investigative agency designated by 
the Attorney General to receive and investigate such reports. (42 U.S.C. § 13031(a)). Reports of 
child abuse pursuant to 42 U.S.C. § 13031 shall be made to the local law enforcement agency or 
local child protective services agency that has jurisdiction to investigate such reports or to protect 
child abuse victims in the area or facility in question. When no such agency has entered into a 
formal written agreement with the Attorney General to investigate such reports, the FBI shall 
receive and investigate such reports. (28 C.F.R. § 81.3 (2010)). 
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(U) Reporting child abuse in Indian Country is governed by 18 U.S.C. §1169 (2006) and 25 
U.S.C. §3203 (2006). Covered professionals shall report suspected cases of child abuse to the 
federal, state, or tribal agency with primary responsibility for child protection or investigation of 
child abuse within the portion of Indian Country involved. If the report involves a potential crime 
and either involves an Indian Child or an Indian suspect, the local law enforcement agency is 
required to make an immediate report to the FBI. (25 U.S.C. §3203(b) (2)). 

(U) Although mandatory reporting laws vary by jurisdiction, FBI personnel must report 
suspected child abuse, neglect and/or sexual exploitation even if the FBI employee is not 
designated as a mandated reporter under the law. 

K.3 (U) Child Abuse Discovered from a Confidential Source or 

Investigation 

(U) When suspected child abuse, neglect and/or sexual exploitation is based on information 
gathered during a confidential investigation or from a confidential source, FBI personnel should 
make every effort to report the abuse to the appropriate state, local or tribal authorities in order to 
protect the safety of the child. If it is not possible to report the suspected child abuse without 
significantly compromising the investigation or other confidential source such as classified 
information, or endangering public safety, FBI personnel shall obtain guidance from the 
designated Component Responsible Official. 

(U) The Component Responsible Official shall not delegate this responsibility. The Component 
Responsible Official must consult personnel with expertise in the subject matter of child abuse, 
neglect and/or sexual exploitation matters (e.g., Victim Specialist or OVA) and receive a legal 
opinion from the CDC, OGC, or DOJ on the basis for not reporting, to include the potential 
penalties, some of them criminal, and include it in a 188D-EC documenting the decision not to 
report. The Component Responsible Official must monitor the case, and no later than every 30 
days, re-review the case for its ability to be reported, and document in a 188D-EC. Moreover, the 
Component Responsible Official must immediately report the suspected child abuse, neglect 
and/or sexual exploitation, in accordance with this policy, the instant the basis for withholding no 
longer exists. 

K.4 (U) Designated Official 

K.4.1 (U) Identification of a Designated Official 

(U) The Component Responsible Official must designate a Designated Official in writing via an 
Electronic Communication with case identification number 188D-HQ-A2450935. For field 
offices, die designee may be no lower than an ASAC. For HQ divisions or offices, the designee 
may be no lower than a Unit Chief. 

K.4.2 (U) Duties of a Designated Official 

(U) Receive reports of suspected child abuse, neglect and/or sexual exploitation from FBI 
personnel where the incident is alleged to have occurred in a Division or office’s area of 
responsibility. 

(U) Assist FBI personnel with the reporting of suspected child abuse, neglect and/or sexual 
exploitation if the report is not made directly to state, local or tribal authorities by FBI personnel. 
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(U) Ensure completion of an Electronic Communication to the FBFs OVA. 

K.5 (U) Contents of the 188D-EC 

(U) Any 188D-EC prepared under this policy shall reflect all appropriate case identification 
numbers, case identification number 188D-HQ-A2450935, and include, to the extent known and 
applicable, the following information: 

A) (U) Person making the report 

B) (U) When the individual became aware of the suspected child abuse, neglect and/or sexual 
exploitation 

C) (U) Date/time reported to CPS, LE, and/or other investigative agency 

D) (U) CPS/agency ID number (if applicable) 

E) (U) How the report was made (in person, by phone, in writing) 

F) (U) Whether the report was anonymous 

G) (U) Work-related or non-work related incident 

H) (U) Source of the information (direct observation or other) 

I) (U) Location of the incident (federal land, federal facility, or other) 

J) (U) Synopsis of the facts that give reason to suspect child abuse, neglect and/or sexual 
exploitation 

K) 11. (U) General indexing, to include: subject, victim, and addresses 

K.6 (U) Reporting by FBI Personnel Outside of the United States 

Jurisdiction 

(U) FBI personnel assigned or on temporary duty (TDY) outside the United States (U.S.) are also 
responsible for reporting suspected child abuse, neglect and/or sexual exploitation. FBI 
personnel outside the U.S. on personal travel are encouraged to report suspected child abuse, 
neglect and/or sexual exploitation, when practicable. 

(U) Suspected child abuse, neglect and/or sexual exploitation involving U.S. government 
employees or dependents under the Chief of Mission of the U.S. Embassy must be reported to 
the Regional Security Officer and the FBI Designated Official. If the suspected abuse involves 
foreign citizen perpetrators or victims, the FBI personnel should consult with the Legal Attache 
(LEGAT) and/or Regional Security Officer in the Embassy regarding any reporting laws of the 
foreign country and act accordingly. Contact for the purpose of reporting or notice of the 
reporting contact may be made by the FBI LEGAT to the host government. FBI personnel should 
also notify the FBI’s OVA via the division Designated Official and a 188D-EC. 

K.7 (U) Conflicts of Law or Policy 

(U) This policy does not authorize any exception to laws requiring mandatory reporting of 
suspected child abuse, neglect and/or sexual exploitation. 

(U) If there is an apparent conflict with the law and this policy, consult your supervisory chain 
and seek a legal opinion from your respective CDC or the OGC. 
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K.8 (U) Definitions 

K.8.1 (U) Child 

(U) A person under the age of 18 years. See also the Guidelines (Article IV.1.5; p.32) for 
notification obligations and specialized procedures on notifying child victims after they reach the 
age of majority. 

K.8.2 (U) Child Abuse 

(U) The physical or mental injury, sexual abuse or sexual exploitation, or negligent treatment of 
a child. 

K.8.3 (U) Sexual Abuse 

(U) Includes rape, molestation, or incest with children. 

K.8.4 (U) Sexual Exploitation 

(U) Includes the production, distribution, receipt, possession, or access of child pornography, as 
well as the commercial sexual exploitation of children (prostitution), and the employment, use, 
persuasion, inducement, enticement, or coercion of a child to engage in, or assist another person 
to engage in, sexual abuse or sexual exploitation of children. 

K.8.5 (U) Negligent Treatment 

(U) The failure to provide adequate food, clothing, shelter, or medical care so as to seriously 
endanger the physical health of the child. 

K.8.6 (U) Not Child Abuse 

(U) Child abuse does not include discipline administered by a parent or legal guardian to his or 
her child provided it is reasonable in manner and moderate in degree and otherwise does not 
constitute cruelty. 

K.9 (U) FBI Personnel 

(U) Any FBI employee or affiliated person authorized by appropriate authority to participate in 
an FBI investigation, activity or mission, who is under the control and authority of the FBI. As in 
accordance with DIOG Section 2.11. 

(U) This “includes, but is not limited to: an operational/administrative professional support 
person, intelligence analyst, special agent, task force officer (TFO), task force member (TFM), 
task force participant (TFP), detailee, and FBI contractor;” as well as a confidential human 
source (CHS) “when operating pursuant to the tasking or instructions of an FBI employee.” 

K. 10 (U) “Reason to Suspect Child Abuse, Neglect or Exploitation” 

(U) Reason to suspect child abuse, neglect and/or sexual exploitation means FBI personnel who 
witness suspected child abuse, neglect and/or sexual exploitation by either personally seeing or 
hearing it, or learning of facts that give reason to suspect child abuse, neglect and/or sexual 
exploitation. Becoming a witness includes if the suspected child abuse, neglect 
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1. (U) Introduction 

(U) Purpose: The purpose of this appendix is to assist Federal Bureau of Investigation 
(FBI) employees apply the Domestic Investigations and Operations Guide (DIQG) to 
investigative methods conducted online, prior to the opening of an Assessment or 
predicated investigation and within Assessments and predicated investigations. For 
guidance on extraterritorial (ET) matters pursuant to this appendix, please see Section 7 
herein, entitled “Extraterritorial Online Activity.” See also DIOG Section 13, entitled 
“Extraterritorial Provisions” and the Foreign Jechmccd Assistance Policy Directive and 
IMkyJlmk (0641 PPG). 

(U) Background: The guidance in this document is derived from various statutes, the 

“Online Invest iga tive Principles for Federal Law Enforcement Age nts” (OIP) (November 
1999), previous electronic communications (EC), and other policy documents. 

(U) This appendix establishes policies for online investigative methods. 

(U) Online methods can present challenges and complexities that may not always be 
present in physical or “real-world” activities. These challenges, and the fast pace of 
evolving technology, lead to frequent changes in applicable laws. As a result, employees 
are urged to consult with their chief division counsels (CDC) and/or the FBI/Office of the 
General Counsel (OGC) before and during any proposed online activities. 

(U) Intended Audience: The guidance in this appendix applies to all FBI personnel, as 
defined in DIOG Section 3, including FBI special agents (SA), analysts, other FBI 
employees, task force officers (TFO), task force members (TFM), FBI contractors, and 
others who engage in, supervise, or otherwise participate in online investigative activities 
and are bound by the Attorney General *,y Gnideiims for Domestic FBI_ Operations (AGG- 
Dom ) and the DIOG 
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2, (U) General _ 

2.1. (U) Protecting Civil Liberties 

(U) The protections embodied in the DIOG are designed to ensure that the FBI adheres to 
the Constitution and laws of the United States and respects privacy, civil liberties, and 
First Amendment rights. These protections are particularly important when applied to 
online investigative methods because much of the content and many of the activities 
available or conducted on the Internet fall within some category of constitutionally 
protected information (e.g., freedom of individuals to associate, freedom to express an 
unpopular belief or opinion, or freedom to assemble). Accordingly, FBI employees must 
always carefully assess and analyze all investigative methods and communications 
conducted online. 

(U) All principles stated previously in the DIOG that have been put in place to protect 
civil liberties also apply to investigative methods conducted online by FBI employees, 
such as the need to have a legitimate law enforcement purpose for all investigative 
activities, engaging in the least intrusive methods, sensitive investigative matters (SIM), 
and undisclosed participation (UDP). 



(U) The FBI may only collect, as defined in subsection 3.1. of this appendix, information 
relating to the exercise of a First Amendment right if (1) the collection is logically related 
to an authorized investigative purpose, (2) the collection does not materially interfere 
with the ability of an individual or a group to engage in the exercise of constitutionally 
protected rights, and (3) the method of collection is the least intrusive alternative that is 
reasonable, based upon the circumstances of the investigation. The FB I cannot ever base 
its conduct solely on an individual’s legal exercise of his or her First Amendment rights. 
Further, every FBI employee has the responsibility to ensure that the activities of the FBI 
are “lawful, appropriate and ethical as well as effective in protecting the civil liberties 
and privacy of individuals in the United States.” (See DIOG 4.1.3.) 

(U) Consistent with the DIOG, FBI employees must always ensure that all online 
investigative activities are “focused in scope, time, and manner to achieve the underlying 
purpose.” (See DIOG 4.1.2.) FBI employees must document this relationship, as 
necessary, in the case fde. 
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2.2. (U) Scope of This Appendix 

(U) This appendix only applies to investigative methods conducted online by FBI 
employees, as they are defined in DIOG Section 3. This appendix seeks to set out the 
standards for these investigative methods engaged in online by FBI employees in both 
affiliated and nonaffiliated capacities and in both public and private forums. Each online 
investigative method is defined below, in addition to whether or not it is permitted in an 
assessment or a predicated investigation. 

(U) Note: Where possible, the corresponding DIOG cite for the specific investigative 
activity/method is provided. 

2.3. (U) Principles 

2.3.1. (U) Personal Online Activity 

(U) FBI employees are not permitted to use any personal online accounts to access 
information for official purposes. Such use may inappropriately associate an employee’s 
identity with official FBI activity and may inappropriately result in access to restricted 
information. 

(U) An FBI employee is generally free to engage in solely personal, appropriate, online 
pursuits while off duty. If, however, the off-duty online activities of the FBI employee 
are within the scope of an ongoing investigation, serving the goals of an ongoing 
investigation, or undertaken for the purpose of developing investigative leads, the FBI 
employee is bound by the same policies and restrictions for online investigative activities 
as when he or she is on duty. 


2.3.2. (U) Disclosure of FBI Affiliation 

(U) When an FBI employee engages in investigative methods online, the same principles 
apply as in the physical world as they relate to when the individual must provide official 
identification as an FBI employee and when that requirement does not exist. When 
interacting with members of the public as part of their official duties, FBI employees 
must operate openly and consensually (DIOG 18.5.6). The use of the FBI UNet 
(unclassified network) to access the Internet can reveal government affiliation; however, 
this is not sufficient to satisfy the requirement to "disclose the employee's affiliation with 
the FBI" when seeking information from witnesses, subjects, or victims. The disclosure 
of FBI affiliation must be explicit and overt when requesting information from members 
of the public and from private entities, unless there is an authorized basis for not 
disclosing FBI affiliation. An employee can achieve this by explicitly stating his or her 
FBI affiliation within the content of a message. 

(U) l 

1. (U//feES)| 


2 . (U//F QU €nf 
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3. (U//EQ¥Q)| 


• (U//F OUQ - ) Certified undercover employee (UCE) is defined as an 
employee of the FBI or other federal, state, or local law enforcement 
agency; another entity of the United States Intelligence Community 
(USIC); or a foreign intelligence agency, working under the direction and 
control of the FBI, and whose relationship with the FBI is concealed from 
third parties by the maintenance of a cover or an alias identity. A UCE’s 
identity and alias must be guarded closely to protect the safety of the UCE 
and the integrity of the undercover operation (UCO). 

• (U/ /FOUO )~Certified online covert employee (OCE) is defined as an 
employee of the FBI, or another federal, state, or local law enforcement 
agency; another entity of the USIC; or a foreign intelligence agency, 
acting at the behest of the FBI in an online capacity, and whose identity is 
concealed from third parties by the maintenance of a cover or an alias 
identity. An OCE’s identity and alias must be guarded closely to protect 
the safety of the OCE and the integrity of the UCO. 

(U// FGUQ ) When interacting with the public online, employees must take necessary 
action to ensure they are sufficiently identified in true name/law enforcement affiliation, 
unless authorized as described above. In order to identify oneself fully when overtly 
interacting with the public online, the employee must include his or her true name and 
affiliation with law enforcement with each posted comment. For electronic mail (e-mail) 
communications, employees must use their fbi.gov e-mail addresses and/or other official, 
overt, government-sponsored e-mail account addresses and identify themselves by their 
law enforcement affiliations in the content of the messages. In short, in any overt online 
communications, enough indicators of name, official title, and the agency must be 
included such that a reasonable person would understand that he or she is providing 
information to law enforcement. 

(Uy/feES) Example! _ 


(U//EES) Example: 


2.4. (U) Preserving Electronic Communications 

(U//UES.) Employees should retain the contents of stored electronic messages, such as 
e-mails, if they would have retained those messages had they been written on paper. 


It he employee should memorialize any information ot 
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investigative value in an FD-302 (“Form for Reporting Information That May Become 
the Subject of Testimony”). The contents must be preserved in a manner authorized by 
FBI procedures governing the preservation of electronic communications (e.g., see CPD 
0423D, Preservation and Disclosure of Electronic Communications in Federal Criminal 
Cases, and CPD 0140D, Electronic Discovery). 

2.5. (U) Online News Media 

(U) The DIOG establishes additional oversight and approval requirements for 
assessments and predicated investigations involving SIMs. Investigations involving the 
activities of the news media on the Internet are SIMs. (See DIOG 10.1.2.2.5 for the 
definition of “news media” and DIOG 18.5.6.4.8 for rules on interviews or contact with 
the news media.) 
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3. (U// LES) Authorized Activities Conducted Online Prior to 
Opening an Assessment 

(M Warning F 


3.1. (U/ /LES ) Public Information 

(U// EE -S) DIOG 5.1.1.1 authorizes employees to search and review various forms of 
online information prior to the initiation of an assessment or a predicated investigation, 
including various government systems and paid-for-service databases, as well as 
information available to the public via the Internet. However, to protect the public’s 
constitutional rights, privacy, and civil liberties, employees must review, analyze, and 
document their investigative activities carefully. For further discussion, see DIOG 4.2. 

3.1.1. (U) Publicly Available Information on the Internet 
(U//EES1 Warning ! 


(U/ /LES ) FBI employees may conduct Internet searches of “publicly available 
information” for authorized purposes prior to the initiation of an assessment or a 
predicated investigation. To be considered “publicly available information,” the online 
content must be available to the employee in the same manner that it is to the general 
public. Where the online resource requires the employee to register for access, access to 
that resource is considered available to the public if the registration process is designed to 
accept all applications from the public and in no other way creates a restriction as to who 
may access the information. Use of fictitious information to register for access is 
prohibited prior to opening an assessment. 

(U//EES) Note: Online information that requires a fee for access is considered 
“publicly available information” if anyone in the general public can purchase 
access to the same information. In this situation, paying a fee for access is 
comparable to paying for a newspaper that is offered for sale to the public. (See 
DIOG subsection 18.5.1. I D.) 

(U//EES) Example ! 


3.1.2. (U) Public Chat Rooms 

(U//EES) Information contained in a public chat room may fall within the category of 
“publicly available information.” Public chat rooms are comparable to attending a public 


b7E 


b7E 


b7E 


L-6 

UNCLASSIFIED/MS- 




UNCLASSIFIED//fceS- 

Domestic Investigations and Operations Guide 

meeting and may be used to review public information prior to the opening of an 
assessment or a predicated investigation. (See DIOG subsections 5.1.1.1 and 18.5.l.E.) 


OJ/SfeESi Example: 



(TJ//LES) Response: 



3.1.3. (U//fcES) Obtaining Identifying Information about Users or Networks 

(U//feES) There are widely available software tools for obtaining publicly available 
identifying information about an individu al or a host computer on a network] 

_Employees may use such tools in their intended, 

lawful manner under the same circumstances that the DIOG authorizes employees to look 
up similar identifying information (e.g., a telephone number) through nonelectronic 
means. Employees must be careful to use these information-gathering tools only as 
conventionally permitted and not in a manner unauthorized by the system, such as by 
exploiting design flaws in a program or using software tools to circumvent operating 
system protections or circumvent restrictions placed on system users. 

OmeS) Example ! ~1 


(U//fcES) Certain tools, even though commonly and openly available on the Internet and 
used by the public, are not permitted for use by law enforcement if their use would 
violate statutory restrictions such as the Electronic Communication and Privacy Act 
(ECPA) or Title III 

(U/ggg) Example! _ 


3.2. (U//LES) Information Restricted to Law Enforcement 

(U//EES)[ 


b7E 


b7E 


b7E 


L-7 

UNCLASSIFIED/,^^ 




UNCLASSIFIED//fefiS- 

Domestic Investigations and Operations Guide 


|(See the example at DIOG subsection 5.6.3.1.8.1.) 


(U/ / fc ES) Some database providers offer access to the public through subscription while 
still reserving specific categories of information exclusively for law enforcement access 
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3.4. (U) Documentation Requirements for Activities Authorized Prior to Opening 

an Assessment: Existing/Historical Information (DIOG 5.1.2) 

(U/ / - F0U 6-) FBI employees may conduct Internet searches of “publicly available 
information” for authorized purposes prior to the initiation of an assessment or a 
predicated investigation. The following documentation requirements differ, depending on 
whether the searches are being conducted pursuant to (1) processing a complaint, (2) 
responding to a tip or lead, or (3) conducting proactive Internet searches of “publicly 
available information”: 

3.4.1. (U) Processing a Complaint 

(U//F OUQ) FBI employees are permitted to retain records checks and other information 
collected while processing a complaint or responding to a tip or lead using permitted 
DIOG 5.1.1 activities. This collection/retention is permitted if, in thejudgment of the FBI 
employee, there is a law enforcement, intelligence, or public safety purpose. This 
documentation must be completed as soon as practicable, but not more than five business 
days from the receipt of the information. When permitted, such documentation must be 
retained in one of the following files: 

(A) (U//FOUO) Zero classification file, when no further investigative activity is 
warranted 

(B) (U// FOUO ) Relevant, open or closed zero sub-assessment file 

(C) (U// FOUO ) Relevant, open or closed assessment 

(D) (U//FDU0-) Relevant, open or closed predicated investigation file 

(E) (U// FQU 6) New assessment or predicated investigation file, when further 
investigative activity is warranted 

(F) (U//FOUO) Unaddressed work file 
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(U//F00Q) Response: 



(U//FOU0) 




b7E 


(U// FOUO ) Response: 


3.4.2. Conducting Proactive Internet Searches of “Publicly Available 
Information” 

(U//F OUG) FBI employees are permitted to conduct proactive Internet searches of 
“publicly available information” to process observations or other information for 
authorized purposes, but they may only collect/retain this information if it is within the 
scope of an open assessment or a predicated case. This collection/retention is permitted if, 
in the judgment of the FBI employee, there is a law enforcement, intelligence, or public 
safety purpose. This documentation must be completed as soon as practicable, but not 
more than five business days from the receipt of the information. When permitted, such 
documentation must be retained in one of the following files (with a summary narrative 
tying the information to an FBI criminal or national security purpose): 

(A) (U// FQUO ) A relevant, open assessment 

(B) (U//FOU0") A relevant, open predicated investigation file 

(C) (U/ /FOUO ) A new assessment or predicated investigation file, when further 
investigative activity is warranted 

(U//FOU0) If, however, in the judgment of the FBI employee, the records checks or 
other information obtained using permitted DIOG 5.1.1 activities, does not serve a law 
enforcement, intelligence, or public safely purpose, then those record checks, data, 
information, or documents cannot be retained and must be destroyed. This requirement to 
destroy applies to information printed or stored on removable media, stored within a 
public database (history of searches/queries), or stored in any other physical or digital 
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location capable of maintaining a search/query history that is within the control of the 
FBI employee. 
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3.5. (U) Prohibited Activities Prior to Opening an Assessment 

The following activities are prohibited prior to opening an assessment: 



appendix L subsection 3.1.2 . 



(U/ M S) Exception: The only exception to this rule is that prior to opening 
an assessment or a predicated investigation, an employee may employ limited 
use of his or her official e-mail to conduct a “clarifying interview.” (See 
DIOG 5.1.1.1, 5.1.1.5, and 5.1.1.6.) In this limited circumstance, the 
em ployee must overtly identify himself or herself as being affi liated with the 
FBI [when conducting 

such clarifying interviews online, employees must use their official FBI 
Internet e-mail accounts (e.g., firstname.lastname@ic.fbi.gov) and/or other 
government-sponsored, overt e-mail account addresses and identify 
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themselves as FBI employees in the content of the e-mail messages] 


(U/AsESj 
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4. (U//fcES)rAuthorized Investigative Methods Conducted 
Online: Assessments 

4.1. (U) Introduction 

(Uy/feES) All investigative methods authorized prior to the opening of assessments or 
predicated investigations are authorized during assessments. Consistent with DIOG 18.5, 
the following online methods are authorized during an assessment. 

4.2. (U//fcES) Publicly Available Information (DIOG 18.5.1) 

(U//fcES) In addition to the online investigative methods defined in subsection 3.1. of this 
appendix, once an assessment has been opened, employees may also use automated 
regular searches (e.g., Google alerts) to conduct regular searches of publicly available 
information. However, as stated in subsection 3,1. , to protect the public’s constitutional 
rights, privacy, and civil liberties, employees must review, analyze, and document their 
investigative activities carefully. For further discussion, see DIOG 4.2. 
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4.3.2. (U) Mandatory review 

(U// FOUO ) Statements made by subjects of assessments and predicated investigations 
utilizing social media generally include content protected by the First Amendment. The 
FBI may only collect, as defined in subsection 3,1. of this appendix, information relating 
to the exercise of a First Amendment right if (1) the collection is logically related to an 
authorized investigative purpose, (2) the collection does not materially interfere with the 
ability of an individual or a group to engage in the exercise of constitutionally protected 
rights, and (3) the method of collection is the least intrusive alternative that is reasonable, 
based upon the circumstances of the investigation. While conducting file reviews and 
assessment justification reviews pursuant to DIOG 3.4.4, supervisory personnel must 

ensure that collec tion of content/materials_ 

_are consistent with subsection 3,1, of this appendix. 

4.3.3. (U//fcES) | 

(U/ftgsj 


b7E 


kSee DIOG 18.5.6.4.9.) 


(U//FOUO) For Type 5 assessments, detailed policy requirements regarding 


[ 


Jn 


(U/fcBS) Warning 


(U/fcES) Note: 


(U//fcgg) Warning 
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1 

_^ 

ee 

DIOG 18.5.6.4.9 and 18.5.6.4.11.9 and subsection 4.5.1. of this appendix for 
additional information.) 


(UfifeBS) Example: 

1- - 



4.3.4. (U//bfiS j 

(U//fcES)| 

- KSee 

D10G 18.56.4Tm 

loutlined in DIOG 18 5 6 4 9 (Dfl 
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18.5.6.4.9.D.2.) 

(U//fc K ») If justification develops to open of a preliminary investigation 
(“information or allegation” indicating the existence of federal criminal activity or 
a threat to national security or to protect ag ainst such activity or threat [see DIOG 
6.5]) the employee may seek oral approval 
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| and obtain oral authority for consensual monitoring, consistent with 
DIOG 18.6.1, if necessary under the circumstances. 

(U//EES) Example! 




(U//fcES) Note: 


J_ 



](See DIOG 18.5.6.4.9.) 


4.4. (U//fcES) Private/Restricted Access 

4.4.1. (U/ /LES ) Consent Search: Obtaining Access to Restricted Online Web 
Sites with Consent 

(U//LES) Note: A consenting party is someone with the authorization to “access 
and control” content on the site. This includes the account holder for a social¬ 
networking site, the system administrator, or a company official with authority to 
direct others regarding site content. An employee may also access a restricted site 
if the owner makes the site available to a category of Internet us ers that includes 
the employee_ 

(U//EES) In order to access private or restricted-access online forums, as in the physical 
world, an exception to the search warrant requirement is needed. The most commonly 
utilized exception during FBI investigative methods conducted online is consent. Internet 
content not available to the gene ral public is considered restricted access. Access may b e 

restricted to a few select persons _ 

_ or may be restricted to a certain 

class of individuals | 

Such sites are considered restricted sources of online information. An employee is 
authorized to obtain access to such sites during an assessment if the consenting party 

| is fully aware of the employee’s affiliation 
with the FBI and has authority to consent, as demonstrated by the consenting party’s 
access and control. Written consent must be obtained whenever possible from the 
consenting party and documented in the case file. For CHSs, this documentation must be 
maintained in CHS files. If the consenting party declines to provide written consent, oral 
consent is acceptable, as long as two employees (one of whom must be an FBI agent) 
witness the consent, and the consent is documented in an FD-3Q2 (“ Form for Reporting 
Information That May Become the Subject of Testimony ”)! 

_This activity constitutes a consent search, and it is 

fully authorized during an assessment. (See DIOG 5.9.1.) As is the case with all consent 
searches, the employee must always be mindful of the exact consent given and whether 
the consenting party has the lawful authority to grant the actual consent provided to the 
employee. 
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4.4.2. (U// LES) CHS Use and Recruitment (DIOG 18.5.5) 

4.4.2.I. (U//fcES)'Tasking a CHS/Non confidential Party to Access a Restricted 
Web Site (Au thorized Access) 

(U/7EES) A CHS/consenting party may be tasked to access a restricted Web s ite to g ather 
information only if the CHS/consenting party has authorized access (consent).! I 


See subsect!on 5.2.1 j 

b7E 
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(U//fcESfr Example: 


(U//CES) Example 


4.4.3. p/fcBS fl I tDIOG 

18.5.6.1) 


L-18 

UNCLASSIFIED/MS- 




UNCLASSIFIED/ZfcfiS 

Domestic Investigations and Operations Guide 





(U//EBS) Warning 



□ 



4.5. 

(U//fcES-)Q 





(U//fcES) 

please see subsection 


3.3.1. of this appendix. 




4.5.1. 

(U//LES) Interacting with the Public While in a Nonaffiliated Status 



(u//tes)| 


[)f 

DIOG 18.5.6.4.9, as outlined below: 




1. 

(U//F©tf©-) 








2. 








1_ 





3. 

(U//FOUQ-) 




1 


1 




4. 

(U//FQUO)! 
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4.6. (U//EES) Monitoring/Recording of Real-Time Communications in 
Assessments (Distinction Between Public and Private) 

4.6.1. (U//EES) Public Real-Time Communications in Assessments (Recording 
Permitted if FBI Employee/CHS/Consenting Party is Present) 

4.6.1.1. (U//fefiS) Definition of Public Real-Time Communication 

(U// EES ) A key factor in determining if an exchange is occurring in real time is whether 
the exchange is preserved and made available on the site to viewers later on. Forums 
where the communications are preserved for future viewers are generally not real time. 
Typically, a blog or bulletin board system preserves posted comments to enable future 
viewers to see the information, meaning that communications posted on these forums are 
not real time. Further, even when several contributors to a bulletin board site are using it 
to rapidly engage in an exchange, it is not a real-time forum, as the content enjoys some 
degree of permanency, even though the information may only be posted online for as 
little as a week. In contrast, a typical chat room is designed to allow only users currently 
in the room to view the exchange and does not preserve the exchange for those entering 
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the room at a later point in time] 

(U/7EES) Legal authority: The monitoring/recording of most real-time communications 
on the Internet is protected by the First and Fourth Amendments and/or statutes such as 
Title III and the Foreign Intelligence Surveillance Act (FISA). There is a unique section 
of the Wiretap Act (18 U.S.C. 251 l(2)(g)(i)) that allows “any person” to intercept an 
electronic communicati on that is readily accessible to the general public ti.e.. public rea 
time communications”). 


Approval requirement: Public real-time communications that are evidentiary in 
nature should be recorded if it is necessary to achieve the objective of the assessment and 
is the least intrusive means to do so. Once the public real-time communications are 
recorded, only pertinent information may be documented/indexed into an FBI 
Recordkeeping System (i.e., serialized via an FD-302). The complete recording must be 
stored as evidence in the investigative file and the communications must be preserved in 
a manner authorized by FBI procedures governing the preservation of electronic 
communications. 


(U/ /LES) No real-time communications can be recorded if the employee is not present 
during the recording. Whilel8 U.S.C. 251 l(2)(g)(i) allows the recording of public real¬ 
time communications without the presence of a consenting party or without a court order. 


as a matter of policy, FBI employees mi 
communications during an assessment. 


_(See DIOG 18.6.3.5.) Additionally, in order to utilize the least intrusive means 

and to limit the collection of non-pertinent communications, the employee must observe 


the communications as they are being recorded. 



is rationally related to his or her authorized purpose and can be lawfully obtained. The 
employee must properly document this analysis in the investigative fde. 
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4.6.2. (U/ /LES) Private, Real-Time Online Communications in Assessments 
(Recording not Permitted) 

(U//EES) Significant amounts of real-time online communications are private 
communications (e.g., instant messaging or restricted chat rooms) requiring consensual 
monitoring authority to record. The AGG-Dom limits the use of consensual monitoring to 
predicated cases. In these situations, employees are permitted to monitor private, real¬ 
time online communications during an assessment (with or through a CHS or non- 
confidential party only), but cannot electronically record them. 
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5. (U//fcES) Investigative Methods Conducted Online: 
Predicated Investigations 

5.1. (U) Introduction 

(U/ /LE S-) In predicated investigations (a preliminary investigation, a full investigation, an 
enterprise investigation, or a positive foreign intelligence investigation), all online 
investigative methods authorized prior to the opening of an assessment or during an 
assessment are authorized. The following online methods are also authorized during 
predicated investigations. 

5.2. (U//H!jS>) Consensual Monitoring of Communications, Including Electronic 
Communications (DIOG 18.6.1) 

5.2.1. (U//fcES) Private, Real-time Online Communications in Predicated 
Investigations 

(U//EBS.) Monitoring of wire, oral, or electronic communications based on the consent of 
one party to the communication is referred to as consensual monitoring (DIOG 18.6.1.1). 
In the online environment, the recording of private real-time communications that is 
restricted from public access is considered consensual monitoring and is only authorized 
in predicated investigations. 

(U//fcBS) A restricted online environment is defined as one that is not available to the 
general public. (See subsection 3.1. of this appendix for further discussion of publicly 
accessible). 



(Uy/fcES) There are many real-time online forums that involve many people 
communicating simultaneously (e.g., chat rooms). While employees are cautioned against 
recording communications not pertinent to the investigation, where feasible (see DIOG 
18.6.1.5.1.3), it may not be possible to selectively record comments not pertinent to the 
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investigation that have been made by other participants. When nonpertinent 
communications are intermixed with pertinent communications, recording of the 
nonpertinent communications is sometimes unavoidable. The employee must always later 
review the recordings and redact or minimize, as necessary, particularly when disclosing 
the recording to a third party. 

(U//EES) The employee or OCE must observe/be present during the online 
communications as they are recorded. No private real-time communications may be 
recorded if the employee is not present during the recording, that is, to provide the one- 
party consent. 

(U/ /LES) As noted in appendix L subsection 4.1 , the recording of public real-time 
communications and the collection of information from restricted forums (authorized in 
both assessments and predicated investigations) that are not real time do not require 
consensual monitoring authority. Therefore, when operating within a predicated 
investigation, it is critical to establish if the forum is restricted and real time to determine 
whether the employee needs consensual monitoring authority. 

(U//fcfeS) Approval: The employee must obtain|_ 

authority to conduct consensual monitoring prior to recording private real-time 
communications in a restricted forum, in accordance with DIOG 18.6.1. In the FD-759. 
“ Notification of Authority Granted for Use of Electronic Monitoring Equipment Not. 
Requiring a Court Order ” (form for consensual monitoring), the employee must articulate 
how the information to be collected by the recording is rele vant to the predicated 

investigation. When approving the FD-7 59 , _must consider if recording the 

communications is the least intrusive method to obtain the evidentiary information, 
weighing the investigative value of the evidence to be obtained against the potential 
collection of First Amendment activity. Once recorded, only pertinent information may 
be uploaded into an FBI Recordkeeping System to minimize the use of non-pertinent 
information that is only collected because it is commingled with pertinent, case-related 
information. The complete recording must be stored as evidence. 

fUZ/bBSI Extraterritorial Considerationst 


_DIOG 18.6.1.6.1, entitled “Party Located Outside the 

United States.” 

5.3. (U//trES) Intercepting the Communications of a Computer Trespasser 
(DIOG 18.6.2) 

(U// EQUQ - ) For a full description of this investigative method and the corresponding 
approvals, please see DIOG section 18.6.2. 

5.4. (U/MS) Undercover Activity (DIOG 18.6.13.3) 


(U/AES) Warning 
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Federal Bureau o f Inves tiga tion Un dercover Operations (AGG-UCOY 
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(U//fcESf 


(U//EES-) Approval: The approval process for UCOs is addressed in DIOG 18.6.13. This 
subsection applies equally to online UCOs. 


5.5.1. (U//H5S) Interim Authority to Continue Online Contacts 


(U//fcE&) Thi s subsection is limited to cases governed by the AGG-UCO. (See AG G- 


UCO IV.I.5Z) 




If interim authority is granted, the OCE must: 


1. (U//fcES)[ 

2. (U//tESj[ 

3. (U/ZEES-f 


4. (U//EES)| 

5. (U//fcES{ 


6 . (U//EES-J 

7. (imes) 


(U//fcES) Employees must conform to all approval and documentation requirements 


b7E 
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5.5.2. (U// LE S) Defining Substantive Undercover Contact in the Online Context 

(U//EES) The nature of online communications makes counting substantive “undercover 
contacts” (UCAs) more difficult than in the physical world. Generally, a physical-world 
contact consists of a single communication or conversation, either face-to-face or over 
the telephone, naturally circumscribed in time. In the online world, each discrete online 

conversation betwe en an FBI employee and a subject also constitutes a separate _ 

undercover contact] 



(U//fcES) The relevant considerations are: 
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(U//fcfiSi See subsection 4.4.3 . above for the specific requirements for 



(U/7EES) Approval: (U//LES) Prior approval to use this method must be obtained from 
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b7E 



(U/7feE§) Approval 
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6. (U/7LL&) Online Activity Leading to Undisclosed 
Participation 

(U//EES) UCEs and OCEs engaging in online communications need to be aware of 
circumstances amounting to UDP. UDP takes place when anyone acting on behalf of the 
FBI, including a UCE, an OCE, or a CHS, becomes a member of or participates in the 
activity of a legitimate organization on behalf of the United States government (USG) 
without disclosing FBI affiliation to an appropriate official of the organization. (See 
DIOG Section 16 for further discussion on UDP). All employees must understand and be 
aware of UDP concerns in their online investigations. 
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7. (U/TfcES) Extraterritorial Online Activity 


7.1. (U//Hj&) Overview 

(U//fcfiS) This section has limited application to criminal investigations. For all other 
investigative activity, applicab le ET guidance should be sought from DIOG Section 13 
(“Extraterritorial Operations”), ! 


Additionally, DIOG Appendix G PSE CRET//NOFOR.N document] an d the 


should be consu 


ted 


for activities involving the use of technology outside the United States. 
(U//EKS) 


1. (U//EBS) 

2 . (U//EES) 


[ 


3. my/fegs) 


4. (U//DBS) 

I- 


5. (U//EBS)| 

[ 


6. (U//EES) 


(U//EES) 
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(U//EBS) 


(U//fcBS) 


(U/fcBS) Note 


7.4. (U//feE9X 
(U//fcES)| 


(U//fcfiS.) Approval: 


(U/7EBS) Note: 
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(U/7fcfiS) As stated in subsection 71. of this appendix, this requirement does not apply to 
national security investigations. 
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8. (U) DIOG Appendix L -Quick Reference Guide (QRG) 

DIQG Appendix L - Invest ig ations Conducted Online by an FBI Em p lo y ee QRG 
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9. (U) Key Terms and Definitions 



(U) Employee: Employee, as used in this appendix, is intended to be inclusive of FBI 
SAs, intelligence analysts (IA), OCEs, UCEs, and any other FBI employee engaged in 
activities authorized by the AGG-Dom and the DIOG, as well as any task force personnel, 
assignees, or detailees to the FBI who are expected to follow FBI operational polices 
when working on behalf of the FBI, as delineated by the cooperative agreement, 
memorandum, or other contract under which they are operating. 

(U)l 


(U) Online covert employee: a trained and certified employee of the FBI or a sworn law 
enforcement officer of a federal, state, or local law enforcement agency, working under 
the direction and control of the FBI, whose identity as an employee of the FBI or another 
law enforcement agency is concealed from third parties (subjects or persons of 
investigative interest) with whom the OCE is engaged in substantive online interactions 



(U) Publicly available information: information that has been published or broadcast 
for public consumption, is available on request to the public, is available to the public by 
subscription or purchase, is made available at a meeting open to the public, or is obtained 
by visiting any place or attending any event that is open to the public. For a further 
discussion regarding online publicly available information, see DIOG 18.5.1. 

(U) Real-time communication: A key factor to determining if an exchange is occurring 
in real time is whether the exchange is preserved and made available later on the site to 
viewers. Forums where the communications are preserved for future viewers are 
generally not real time. Typically, a blog or bulletin board system preserves posted 
comments to enable future viewers to see the information, meaning that communications 
posted on these forums are not real time. Further, even when several contributors to a 
bulletin board site are using it to rapidly engage in an exchange, it is not a real-time 
forum, as the content enjoys some degree of permanency even though the information 
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may only be posted online for as little as a week. In contrast, a typical chat room is 
designed to allow only users currently in the room to view the exchange and does not 
preserve the exchange for those entering the room at a later point in time. Examples of 
real-time communications include most chat rooms, instant messaging, and Skype. These 
modes of communication are still considered real-time even if they are stored and 
accessible at a later date, because obtaining that information at a later date would require 
legal process. If the information remains on the online environment, and legal process is 
not required to obtain the contents, is it not considered real-time communications. 
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] NS IDG- 


1. (U//fcES) DIOG Appendix L -Quick Reference Guide (QRG) 


Investigative Authority 




Online Activity 


Public information (DIOG 5.1.1.1) 


• Publicl y available information on the 
Internet I ~ 


Authorized Activities Conducted Online 
Prior to Opening an Assessment 


• Public chat rooms 

• Obtaining identifying information about 
users or networks 


• Information restricted to law enforcement 


Everything above AND 


Authorized Investigative Methods 
Conducted Online-Assessments 


• Publicly available information (DIOG 



• Tasking a CHS/consenting party to access 
a restricted Web site 

o Access is authorized 

o Consensual recording of restricted 
site’s communications is prohibited 
in an assessment 


| (DIOG 18.5.6.1) 

• Interacting with the public while in a 
nonaffiliated status 
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Investigative Authority 


Online Activity 


Recording of real-time communications in 
assessments (distinction between public 
and private) 

Monitor public real-time communications 
in assessments (recording permitted if FBI) 

Employee/CHS/consenting party is present 

Monitor private real-time communications 
in assessments (recording not permitted) 


Everything above AND 


Investigative Methods Conducted 
Online-Predicated 


Consensual recording of communications 
(DIOG 18.6.1) 

Private, real-time online communications 
in predicated investigations 

Intercepting the communications of a 
computer trespasser (DIOG 18.6.2) 

Undercover activity (UCA) (DIOG 
18.6.13.3) 


Undercover operations (DIOG 18.6.13.3) 
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M APPENDIX M: (U) THE FAIR CREDIT REPORTING ACT 
(FCRA) 

(U) (Note: The policy for The Fair Credit Reporting Act was not completed by the time of the 
DIOG publication. It will be linked in the DIOG once approved.) 
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N APPENDIX N: (U) FEDERAL TAXPAYER 
INFORMATION (FTI) 


N.l (U) SUMMARY 

(U//FOU0) During the course of criminal investigations, the Federal Bureau of Investigation 
(FBI) often requests taxpayer records from the Internal Revenue Service (IRS) via ex parte 
orders. The Internal Revenue Code (IRC) reinforces the confidentiality of the relationship 
between the taxpayer and the IRS by making it a crime to violate that confidence. The sanctions 
of the IRC are designed to protect the privacy of taxpayers. Information obtained by the FBI 
directly from the IRS must be protected in accordance with the provisions of the IRC and IRS 
Publication 1075. This appendix provides guidance on the proper procedures for obtaining, 
handling, and protecting the federal taxpayer information (FTI) received by the FBI directly from 
the IRS. As a condition of receiving FTI, the FBI is statutorily obligated to properly protect the 
information in accordance with the safeguarding provisions established under Title 26 United 
States Code (U.S.C.) Section (§) 6103(p)(4), the “Internal Revenue Code” (IRC hereafter 
referred to as “Code”). All FBI personnel who handle FTI must be familiar with these procedures 
and requirements. FBI personnel includes all FBI employees, applicants, contractors, 
consultants, interns, task force personnel, and other government agency (OGA) personnel 
detailed to the FBI in the course of their assigned duties. 

(U/ / F OUQ) The Code permits the IRS * to disclose tax returns and return information to certain 
federal, state, and local agencies, but only to the extent that such disclosure is specifically 
authorized within § 6103 of the Code. It is the responsibility of FBI personnel who handle FTI to 
comply with all requirements of 26 U.S.C. § 6103. All agencies receiving such information are 
prohibited from unlawfully disclosing such information. The IRS commonly refers to this 
category of information as “Federal Taxpayer Information” or “FTI.” 60 Agencies are statutorily 
obligated to properly protect this information in accordance with the safeguarding provisions 
established under 26 U.S.C. § 6103(p)(4). The information may only be accessible to persons 
whose duties or responsibilities require access and to whom disclosure is available under the 
statute. The FBI is required to establish a system of records relating to each request and receipt 
of information, as well as a secure area for storage with restricted access to that area and the 
information stored there. Once the information is no longer needed, the IRS requires that the FTI 
be disposed of in accordance with the Code’s requirements. 61 

(U//F QUO ) Many FBI investigations involve “joint task forces” and may include the cooperation 
of state and local law enforcement authorities. Section 6103(i) of the Code does not authorize 
disclosure of tax information to nonfederal investigators, even if they are formally assigned to a 
federal task force, unless they qualify as federal employees. State and local task force officers 
who are deputized qualify as federal employees. 


b6 
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58 (U) Tax Information Security Guidelines for Federal, State and Local Agencies and Entities 
fAugust 24. 20101 (IRS Pub.1075). 

59 (U) Specifically, the statute refers to the Secretary of the United States Department of the Treasury; 
however, throughout this document, all references to the IRS mean the Secretary of the Treasury. 

60 (U) See § 1.1 of IRS Pub. 1075. 

61 (U) Id. at § 8, Disposal of Federal Tax Information. See also 26 U.S.C. § 6103(p)(4)(F). 
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(U//FOUO) The FBI can only accept FTI from the IRS or another agency when it is disclosed in 
accordance with an authority provided under the statute for disclosure of FTI. FTI can be 
received and used by several units within the FBI for the same case and purpose; however, 
safeguarding responsibilities must be centra l ized with consistent standards. 

(U/ /FOUO ) Any agency that receives FTI for an authorized use may not use that information in 
any manner or for any purpose not consistent with the authorized use. 62 If the FBI requires FTI 
for a different authorized use under the Code, a separate request must be made. An unauthorized 
secondary use of information is specifically prohibited and may result in discontinuation of 
disclosures by the IRS and the imposition of civil and or criminal penalties on the responsible 
official. 


N.2 (U) APPLICATION 


(U// TOU 0-) FTI may be acquired from the IRS during a predicated investigation for use in any 
judicial or administrative proceeding pertaining to the enforcement of a federal criminal statute 
other than tax administration to which the United States or the FBI is a party. 63 


(U//FOUO) Tax information acquired directly from the IRS is considered FTI and is nrotected 
under the IRC’s confidentiality protections. 


N.3 (U) DEFINITIONS 

N.3.1 (U) FEDERAL TAX INFORMATION 


(U//FOUC.7) Information that is protected under the confidentiality provisions of 26 U.S.C. § 

6103 is referred to as FTI and includes all information relating to the taxpayer that is received by 
the Department of the Treasury (hereinafter referred to as “IRS”). It specifically includes 
information obtained by the IRS from third parties, including informants [confidential human 
sources]; information derived from those third-party submissions; and the work product of the 
IRS in determining, assessing, and collecting taxes or investigating taxpayer criminality. 

(uz/ poupr 

The IRS guidelines for confidentiality protection apply specifically to 
information that agencies receive directly from the IRS. 


N.3.2 (U) RETURN 

(U//FDU0)-As defined in 26 U.S.C. § 6103(b)(1), “The term ‘return’ means any tax or 
information return, declaration of estimated tax, or claim for refund” filed with the IRS and any 
amendments such as “supporting tax schedules, attachments, or lists which are supplemental to, 
or part of, the return so filed.” 


N.3.3 (U) RETURN INFORMATION 

(U//FOU0) Return information is defined as any information (other than the return filed by the 
taxpayer) that is filed with the IRS by sources other than the taxpayerl 


« (U) IRS Publication 1075, § 2.2 ["Need and Use”). 
63 (U) 26 U.S.C. § 6103(i)[A). 
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These documents become part of the individual’s file and are maintained by the IRS for tax 
purposes. 

N.3.4 (U//FOUO).TAXPAYER RETURN INFORMATION 

(U//FOUO) Taxpayer return information is i nformation filed with, or furnished to. the IRS by, or 
on behalf of a taxpayer. 64 (See N.3.3. above , j ^ I 


(U//FOUU) “The term ‘taxpayer return information’ means return information as defined in 
paragraph (2) which is filed with, or furnished to, the Secretary by or on behalf of the taxpayer to 
whom such return information relates.” (26 U.S.C. § 6103 (b)(3)) 

N.3.5 (U//F OUO) RETURN INFORMATION (INFORMATION 

RETURNS) OTHER THAN TAXPAYER RETURN INFORMATION 
(OTRI) 

(U//FOU0) OTRI includes return information that was NOT provided to the IRS by, or on behalf 
of, a taxpayer. It includes information obtained from third parties who are not representatives of 
the taxpayer and extends to the following types of information: 

1. The books and records of a named taxpayer supplied to the IRS by a third party 

2. The portion of an interview between the IRS agent and a third party discussing a named 
taxpayer 

3. Information developed by IRS agents in the course of investigating a named taxpayer’s 
return from sources other than a taxpayer’s representative acting on behalf of the 
taxpayer 


4. The fact that a named taxpayer filed or failed to file a return 

N. 3.6 (U) DERIVA TIVE TAX INFORMA TION 

(U// FOUO ) Any information taken from records obtained directly from the IRS retains its 


original classification as FTI. 




(U//FQUO) Example:! 





64 (U) See 26 U.S.C. § 6103(b)[3). 
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N.4 (U) DEPARTMENT OF JUSTICE (DOJ) REQUIREMENTS FOR 

OBTAINING AND SAFEGUARDING FTI 65 

(U//FOUO) In order to receive tax information from the IRS, 26 U.S.C. § 6013 requires that the 
DOJ establish and maintain the following, to the satisfaction of the IRS: 

1. (U// F6U Q) A permanent system of records, with respect to any requests and any 
disclosures of tax information. 

2. (U/ /FOLIO) A secure area or place where the information will be stored. 

3. (U//-F OUQ ) Restricted access to the information by those individuals whose duties and 
responsibilities require such access and to whom disclosure may be made under the 
provisions in the Code. 

4. (U/ /FOUO ) Any other safeguards that the IRS determines to be necessary to protect the 
confidentiality of the information. 

5. (U// FOUO ) A report must be furnished to the IRS, containing information describing the 
procedures established and utilized for ensuring the confidentiality of tax information, as 
required by the IRS. 

N.5 (U) DISCLOSURE TO FEDERAL OFFICERS OR EMPLOYEES 

FOR ADMINISTRATION OF FEDERAL LAWS NOT RELATING 
TO FEDERAL TAX ADMINISTRATION 

N.5.1 (U) LEGAL PROCESS FOR OBTAINING FTI IN FBI 

INVESTIGATIONS 

(U//POBQJ The IRS may disclose return and return information to federal officers or employees 
for use in criminal investigations unrelated to tax administration. FTI may be obtained from the 
IRS via ex parte order or written request from the head of the agency, either the Director of the 
FBI or a United States attorney (USA), for purposes of FBI investigations. It cannot be obtained 
from the IRS via grand jury subpoena or administrative subpoena. In certain circumstances, the 
IRS may elect to voluntarily provide the FBI with FTI in order to report possible violations of 
criminal law or in an emergency situation within the FBI’s jurisdiction. 

N.5.1.1 (U) EX PARTE ORDERS (26 U.S.C. § 6103(l)(l» 

(U//FOUO) An application for an ex parte order may be submitted by the Attorney General, 
the Deputy Attorney General, the Associate Attorney General, any Assistant Attorney 
General, any USA, a special prosecutor appointed under 28 U.S.C. § 593, or any attorney in 
charge of a criminal division organized crime strike force (28 U.S.C. § 593). Prior to 
submitting an application for an ex parte order, the responsible official should notify the 
appropriate IRS district director that such an action is being planned. 66 The notice should 
include all relevant details so that the IRS can assemble the requested information and make 


65 (U) See DO] Order 2620.5A, Safeguarding Tax Returns and Tax Return Information (February 23,1981). 

66 (U) This responsibility would most likely rest with the United States Attorney’s Office (USAO) prosecuting 
the case. 
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an appropriate determination, taking into consideration whether the disclosure would impair 
any civil or criminal tax investigation or reveal the identity of a confidential informant. 

(U//FOBQ). An ex parte disclosure will be granted by the court to provide information to all 
personnel who are personally and directly engaged in the preparation of any judicial or 
administrative proceeding pertaining to the enforcement of federal criminal statutes unrelated 
to tax administration; any investigation that may result in such a proceeding; or any federal 
grand jury proceeding pertaining to enforcement of criminal statutes. The information may 
only be used by those officers and employees. 

(U//F0UO)The assistant United States attorney (AUSA) working with the FBI will prepare 
the order for the signature of the USA. A judge or magistrate may grant such an application 
for an order if there is a finding based upon the facts submitted that there is reasonable cause 
to believe that: 67 

1. (U//FOUO) A specific crime has been committed. 

2. (U// FOUO) The return or return information is or may be relevant to a matter relating to the 
co mmi ssion of that crime. 

3. (U//F0UO) The information is sought exclusively for use in a federal investigation, and the 
information cannot reasonably be obtained from another source. 

(U//FOUO) Language in the application and order should track the statutory language as 
closely as possible, listing every statutory violation for which “reasonable cause” exists to 
request these records .| I 


(U// FOU O) Tax return information received pursuant to an ex parte order is limited for use 
solely for the incident, threat, or activity described in the application to the court. 68 FTI 
obtained via ex parte order may only be used by the employees working on the 
investigation(s) described in the ex parte application. The information cannot be shared 
among case files or among FBI squads investigating separate cases. A separate ex parte order 
must be obtained if the FTI is needed for a different investigation not described in the original 
ex parte application. Due to the sensitivity of tax information and the penalties that attach to 
the unauthorized inspection and dissemination of this information, FBI employees should 
consult with their chief division counsels (CDC) and the Office of the General Counsel 
(OGC), as needed, prior to requesting an ex parte order from an AUSA. 

N.5.1.2 (U) WRITTEN REQUEST (LETTERHEAD) 

(U//FOUO) A letterhead request may be made to the IRS by the Director of the FBI to obtain 
information “other than taxpayer return information.” 69 The IRS may disclose this information 
to the Director of the FBI, in writing, if the information may constitute evidence of a violation 
of any federal criminal law within the investigative jurisdiction of the FBI. The request must 
be made in writing to the appropriate IRS district director by the Director of the FBI (see 26 
U.S.C. § 6103(i)(l)). The request must be for the intended use and must set forth the 
taxpayer’s name and address, the taxable periods for which the information is sought, the 


67 (U) 26 U.S.C. § 6103(i)(l)(B), 

68 (U//FOU©) This information is available in a Preliminary or Full Investigation. 

69 (U) 26 U.S.C. § 6103(i)(2)(A). 
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statutory authority under which the enforcement proceeding is being conducted, and the 
specific reason(s) why the information sought is relevant to the enforcement proceeding, and 
it must indicate that the agency is directly engaged in preparing for a judicial or administrative 
proceeding, an investigation which may result in such a proceeding, or a grand jury 
proceeding (see 26 U.S.C. § 6103(i)( 1)(A)(iii)). The Secretary of the Treasury shall disclose 
this information to officers and employees of the FBI who are personally and directly engaged 
in the investigation solely for their use as needed to enforce such law. 

(U/ /FOUO) This information is limited to the taxpayer's name, address, and SSN; whether a 
tax return has or has not been filed within the last three years; or the name and address of any 
individual who filed from a particular address for a requested period of time. If the 
information may constitute evidence of a violation by any taxpayer of any federal criminal 
law unrelated to tax administration, then the taxpayer’s identity may also be disclosed (26 
U.S.C. § 6103(i)(3)). 

N.5.1.3 (U) DISCLOSURE OF RETURN INFORMATION BY THE IRS 

RELATED TO CRIMINAL, TERRORIST ACTIVITIES OR 
EMERGENCY CIRCUMSTANCES (26 U.S.C. § 6103(l)(3)) 

N.5.1.3.1 (U) POSSIBLE VIOLATIONS OF FEDERAL CRIMINAL LAW 

(U//F OU Q) Generally, the IRS may voluntarily disclose in writing, without a request, return 
information (OTRI) that may constitute evidence of a violation of any federal criminal law 
that does not involve tax administration in order to notify the head of the federal agency 
responsible for enforcement of that violation. If there is return information other than OTRI 
that may constitute evidence of such a crime, the taxpayer’s identity may also be disclosed 
under that provision. Upon receipt of this information, the Director of the FBI may disclose 
the information to the officers and employees who are working or will be assigned to the 
investigation. 

N.5.1.3.2 (U) EMERGENCY CIRCUMSTANCES 70 

(U// FOU Q) In circumstances where there is an imminent danger of death or physical injury to 
any individual, the IRS may voluntarily disclose return information to the extent necessary to 
apprise appropriate officers or employees of a federal or state law enforcement agency. 

(U//FOU0) In situations involving fugitives (flight from federal prosecution) a voluntary 
disclosure of return information may be made by the IRS to apprise the appropriate law 
enforcement agency. 

N.5.1.3.3 (U) DISCLOSURE BY THE IRS OF INFORMATION RELATING TO 

TERRORIST ACTIVITIES (26 U.S.C. § 6103(l)(3)(C)) 

(U//FO UO | 


b7E 


70 (U) 26 U.S.C. § 6103(i)(3)(C). 
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N.5.2 (U) TERRORISM INVESTIGATIONS 


N.5.2.1 (U) FBI APPROVAL REQUIREMENTS FOR OBTAINING FTI VIA AN 

EX PARTE ORDER IN TERRORISM CASES 


(U/'/poual 


(U/ /FOUO 


(U//FOUO)| 


b7E 


(U//FOU0) 


(U//FOU©-) 


le 

i. 


(U//F OUO ) 


(U// F 6 UQ -)r 
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N.5.2.2 (U) WRITTEN REQUEST RELATED TO TERRORIST ACTIVITIES 



b7E 


b7E 


71 

72 


(U) 26 U.S.C. § 6103,miZ£AI 

(U//RW0-) Case ID 
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N.5.3 (U) BACKGROUND INVESTIGATION REQUESTS 

(U/ / F OUQ ) The IRS may disclose the return of any taxpayer, or return information with respect 
to such taxpayer, to such individuals as the taxpayer may designate in a request for, or consent 
to, disclosure for the purposes of background investigations for employment. 

(U//FOUQ) In addition, § 6103(g)(1) and (2) discuss disclosure to the President and certain other 
persons provided for in the statute. It provides for disclosure of return information to Presidential 
appointees and certain other federal government appointees. Upon written request of the 
President or the head of any federal agency, the IRS may disclose to an authorized representative 
of the Executive Office of the President, federal agency head, or the FBI, return information with 
respect to an individual under consideration for an appointment to a position in the executive or 
judicial branch of the federal government. The information shall be limited to whether the 
individual has filed returns for the preceding three years; has failed to pay any tax within ten 
days after notice and demand; has been assessed a penalty in the current year or preceding three 
years; has been under investigation for possible criminal offenses under the internal revenue laws 
and the results of such an investigation; or has been assessed any civil penalty under the internal 
revenue laws for fraud. Within three days of receipt of the request for this information, the 
Secretary of the Treasury shall notify the individual in writing that the information has been 
requested under the Code. 

(U//FOUO) The employee who receives this information from the Secretary may not disclose 
such information to any other person except the President or the head of the federal agency 
without the written direction of the President or head of the federal agency. 

N.5.4 (U) INFORMATION OBTAINED FROM STATE TAX 

ADMINISTRA TION/AGENCY 


(U// F0U 6) Information requested and obtained from state tax authorities is not considered FTI, 
and the requirements of Title 26 of the IRS Code do not apply to these types of records. 

However, each state may have specific requirements concerning the procedures for obtaining and 
maintaining these types of official records pertaining to their taxpayers. Many state tax returns 
are also protected by antidisclosure laws that are closely patterned after § 6103 of the Code. State 
returns may not be available through subpoenas, and the AUSA’s access to them may not be 
covered by exceptions to the state disclosure laws. If the investigation demonstrates a need for 
these records, agents should consult with theirs CDC and local USAOs or state prosecutors to 
determine the appropriate methods for obtaining and safeguarding these records in compliance 
with state requirements. 


N.5.5 


(U) OTHER THAN FTI 


(U//FO U6) Tax information obtained directly from an individua l or from that individual’s tax 
preparer | is not covered by the statutory 


requirements set forth in the Code and does not require the same treatment as FTI. 
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N.6 (U) HANDLING, STORING, AND SAFEGUARDING FTI 

(U//TOU0) The IRS requires that certain specific safeguards be employed by an agency for the 
protection of FTI. ~ FTI must be protected from unauthorized disclosure to persons who do not 
possess tire need to know. Access must be limited only to those individuals working on the 
specific case for which the FTI was requested, and the requested FTI may only be used for the 
specific reason that it was requested. If the FTI is to be used for a different purpose, a new 
request must be filed under a different provision of 26 U.S.C. § 6103. 

(U//F OUQ -) The information must be protected using minimum protection standards, as defined 
in the Internal Revenue Code. This method establishes the minimum standards that will be 
applied on a case-by-case basis, considering local circumstances to dptprminp snnrp and 
containers for the basic framework of minimum security requirements. 


b7E 


(U//TOUO) All tax information must be maintained in accordance with the requirements of the 
United States Attorney’s Manual (Sections 3-6.300), DOJ Order 2620.5A (February 23, 1981), 



N.6.1 


(U) TRACKING FTI 



73 (U) For more information, see Tax Information Security Guidelines for Federal, State and Local Agencies 
(August 24, 2010), IRS Publication 1075, available on the IRS website: www.irs.gov and on the Security 
Division Intranet site. 
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(U/ / -F OUO ) All original FTI received from the IRS, both ele ctronic and hard conies, must be 
protected in accordance with the guidance referenced above. 


(U/^ FOU Ot[ 


(U//F0UO) 


(U//FOUQ) 


N.6.2 (U) MARKING FTI 

(U// FOU O) 


N.6.3 (U) HANDLING AND TRANSPORTING OF FTI 

(U//FQUQ) f 


(U//F0UO) 





N.7 (U) REMOVABLE ELECTRONIC MEDIA 


(U// EQUQ) 


(U/TFOUQj. 
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(U//FOLIO) 


(U//F0UQ) 




(U//F0UO) 




N. 8 (U) DISPOSAL OF MATERIAL UPON DISPOSITION OF CASE 

(U/AFQUO 

1- 

--1 


im 




N.8.1. (U) RETURN OF FTI 


(T.T//EQUQ 




1. 

2. 
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74 [U) See IRS Publication 1075, subsection 8.3. 


N-12 

UNCLASSIFIED - rOR OmCIAL USE ONLY 


Version Dated: 
March 3,2016 






















UNCLASSIFIED - FOI l H I li UiT USE HNT Y 
Domestic Investigations and Operations Guide 



N.9 (U) TRAINING AND CERTIFICATION 

(U//F OUQ 9 All FBI employees, detailees, and contractors who could potentially come in contact 
with FTI are required to complete annual training on the proper safeguarding of FTI. 

(U//F QUO ) Annually, each field office or division will certify, by EC to the SecD Strategy, 
Policy, and Information Security Unit that all appropriate individuals have completed the FTI 
training on Virtual Academy. 

(U//FOU©)-The training provided before the initial certification, and annually thereafter, must 
also cover the incident response policy and procedures for reporting unauthorized disclosures 
and data breaches. 
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75 (U) See Publication 1075, subsection 8.4. 
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O APPENDIX O: (U) RIGHT TO FINANCIAL PRIVACY 
ACT (RFPA) 


b6 

b7C 


(U) (Note : The policy for the Right to Financial Privacy Act was not completed by the time of 
the DIOG publication. It will be linked in the DIOG once approved.) 
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P APPENDIX P: (U) ACRONYMS 


A/EAD 

Associate Executive Assistant Director 

AD 

Assistant Director 

ADD 

Associate Deputy Director 

ADIC 

Assistant Director-in-Charge 

AFID 

Alias False Identification 

AG 

Attorney General 

AGG 

Attorney General Guidelines 

AGG-CHS 

Attorney General Guidelines Regarding the Use of FBI Confidential Human 
Sources 

AGG-Dom 

Attorney General’s Guidelines for Domestic FBI Operations 

AGG-UCO 

The Attorney General’s Guidelines on FBI Undercover Operations 

AOR 

Area of Responsibility 

ARS 

Assessment Review Standards 

ASAC 

Assistant Special Agent in Charge 

ASC 

Assistant Section Chief 

ATF 

Bureau of Alcohol, Tobacco, Firearms and Explosives 

AUSA 

Assistant United States Attorney 

CALEA 

Communications Assistance for Law Enforcement Act 

CCRSB 

Criminal Cyber Response and Services Branch 

CD 

Counterintelligence Division 

CDC 

Chief Division Counsel 

C.F.R. 

Code of Federal Regulations 

CHS 

Confidential Human Source 

CHSPG 

Confidential Human Source Policy Implementation Guide 
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CIA 

Central Intelligence Agency 

CID 

Criminal Investigative Division 

CMS 

Collection Management Section 

CPO 

Corporate Policy Office 

CUORC 

Criminal Undercover Operations Review Committee 

CyD 

Cyber Division 

DAD 

Deputy Assistant Director 

DD 

Deputy Director 

DEA 

Drug Enforcement Administration 

DGC 

Deputy General Counsel 

DI 

Directorate of Intelligence 

DLAT 

Deputy Legal Attache 

DNI 

Director of National Intelligence 

DOD 

Department of Defense 

DOJ 

Department of Justice 

DOJ OEO 

Office of Enforcement Operations, DOJ 

DOS 

Department of State 

DPO 

Division Policy Officer 


EAD 

Executive Assistant Director 

EC 

Electronic Communication 

ECF 

Electronic Case File 

ECPA 

Electronic Communication Privacy Act 

ECS 

Electronic Communication Service 
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EI 

Enterprise Investigation 

ELSUR 

Electronic Surveillance 

EO 

Executive Order 

EOT 

ELSUR Operations Technician 

ERS 

ELSUR Records System 

ESN 

Electronic Serial Number 

ESU 

DOJ OEO, Electronic Surveillance Unit 

ETR 

Electronic Technical Request 

FBIHQ 

FBI Headquarters 

FGJ 

Federal Grand Jury 

FGUSO 

Field Guide for Undercover and Sensitive Operations 

FICP 

Foreign Intelligence Collection Program 

FIG 

Field Intelligence Group 

FISA 

Foreign Intelligence Surveillance Act 

FISC 

Foreign Intelligence Surveillance Court 



FRCP 

Federal Rules of Criminal Procedure 

GC 

General Counsel 



HIPAA 

Health Insurance Portability and Accountability Act 

HSC 

Homeland Security Council 

ICE 

Department of Homeland Security Immigration and Customs Enforcement 

ICM 

Investigative Case Management 
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IINI 

Innocent Images National Initiative 

ILB 

Investigative Law Branch 

ILU 

Investigative Law Unit 

IOB 

Intelligence Oversight Board 

IOD 

International Operations Division 

IP Address 

Internet Protocol Address 

IPG 

Intelligence Policy Implementation Guide 

ISP 

Internet Service Provider 

ITS MV 

Interstate Transportation of Stolen Motor Vehicles 

JDA 

Juvenile Delinquency Act 

JTTF 

Joint Terrorism Task Force 

LEGAT 

Legal Attache 

LHM 

Letterhead Memorandum 

LO 

Lead Office 

MAR 

Monthly Administrative Report 

MLAT 

Mutual Legal Assistance Treaties 

MOU/MOA 

Memorandum of Understanding/Agreement 

MS IN 

Mobile Station Identification Number 

NARA 

National Archives and Records Administration 

NCMEC 

National Center for Missing and Exploited Children 

NISS 

National Information Sharing Strategy 

NSB 

National Security Branch 

NSC 

National Security Council 

NSD 

National Security Division, DOJ 
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NSL 

National Security Letter 

NSLB 

National Security Law Branch 

NSSE 

National Special Security Events 

NSUCOPG 

National Security Undercover Operations Policy Implementation Guide 

OCA 

Office of Congressional Affairs 

OCRS 

Organized Crime and Racketeering Section, DOJ 

OGC 

Office of the General Counsel 

OIA 

Otherwise Illegal Activity 

OIC 

Office of Integrity and Compliance 

OIO 

Office of Operations, DOJ 

OLC 

Office of Legal Counsel, DOJ 

00 

Office of Origin 

OPA 

Office of Public Affairs 

OTD 

Operational Technology Division 

PBDM 

Pattern Based Data Mining 

PCHS 

Potential CHS 

PCLU 

Privacy and Civil Liberties Unit 

PCTDD 

Post Cut-through Dialed Digits 

PFI 

Positive Foreign Intelligence 

PG 

Policy Implementation Guide 

PI 

Preliminary Investigation 

PIA 

Privacy Impact Assessment 

PIAB 

President’s Intelligence Advisory Board 

PSA 

Performance Summary Assessments 
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PTA 

Privacy Threshold Analysis 

RA 

Resident Agency 


RF 

Radio Frequency 

RFPA 

Right to Financial Privacy Act 

RICO 

Racketeer Influenced and Corrupt Organizations 

RIG 

Regional Intelligence Group 

RMD 

Records Management Division 

SA 

Special Agent 

SAC 

Special Agent-in-Charge 

SC 

Section Chief 

SIA 

Supervisory Intelligence Analyst 

SIM 

Sensitive Investigative Matter 

SOG 

Special Operations Group 

SORC 

Sensitive Operations Review Committee 

SSA 

Supervisory Special Agent 

SSG 

Special Surviellance Group 

SSRA 

Supervisory Senior Resident Agent 

TFM 

Task Force Member 

TFO 

Task Force Officer 

TFP 

Task Force Participant 

TMD 

Technical Management Database 

TTA 

Technically Trained Agent 

UC 

Unit Chief 
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UCE 

Undercover Employee 

UCFN 

Universal Case File Number 

UCO 

Undercover Operation 

UCRC 

Undercover Review Committee 

UDP 

Undisclosed Participation 

UNI 

Universal Index 

USA 

United States Attorney 

USAO 

United States Attorney’s Office 

U.S.C. 

United States Code 

USG 

United States Government 

USIC 

United States Intelligence Community 

USPER 

United States Person, United States Persons, US PER, USPERs, US Person, 

US Persons, U.S. Person, U.S. Persons 

USPS 

United States Postal Service 

USSS 

United States Secret Service 

VICAP 

Violent Criminal Apprehension Program 

VS 

Victim Specialist 

WITT 

Wireless Intercept Tracking Technology 

WMD 

Weapons of Mass Destruction 

WMDD 

Weapons of Mass Destruction Directorate 
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Q APPENDIX Q: (U) DEFINITIONS 



(U//FOUO) Assessments: The AGG-Dom authorizes as an investigative activity called an 
“Assessment” which requires an authorized purpose and articulated objective(s). The DIOG 
defines five types of Assessments that may be earned out to detect, obtain information about, or 
prevent or protect against federal crimes or threats to the national security or to collect foreign 
intelligence. Although “no particular factual predication” is required, the basis of an Assessment 
cannot be arbitrary or groundless speculation, nor can an Assessment be based solely on the 
exercise of First Amendment protected rights or on the race, ethnicity, gender, national origin, 
religion, sexual orientation, or gender identity of the subject, or a combination of only those 
factors. 

(U//F0UQ* Closed Circuit Television (CCTV): a fixed-location video camera that is typically 
concealed from view or that is placed on or operated by a consenting party. 

(U) Consensual Monitoring: Monitoring of communications for which a court order or warrant 
is not legally required because of the consent of a party to the communication. 

(U) Electronic Communication Service: Any service that provides to users thereof the ability 
to send or receive wire or electronic communications. For example, telephone companies and 
electronic mail companies generally act as providers of electronic communication services. 

(U) Electronic Communications System: Any wire, radio, electromagnetic, photo optical or 
photo electronic facilities for the transmission of wire or electronic communications, and any 
computer facilities or related electronic equipment for the electronic storage of such 
communications. 

(U) Electronic Storage: Any temporary, intermediate storage of a wire or electronic 
communication incidental to the electronic transmission thereof, or any storage of such 
communication by an electronic communication service for purposes of backup protection of 
such communication. In short, "electronic storage" refers only to temporary storage, made in the 
course of transmission, by a provider of an electronic communication service. 

(U// FOUO ) Electronic Tracking Device:_ 
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(U//F0U0) Employee: For purposes of the AGG-Dom and DIOG, an “FBI employee” includes, 
but not limited to, an operational/administrative professional staff person, intelligence analyst, 
special agent, task force officer (TFO), task force member (TFM), task force participant (TFP), 
detailee, and FBI contractor. An FBI employee is bound by the AGG-Dom and DIOG. The FBI 
employee definition excludes a confidential human source (CHS). 

(U//F OUO) Enterprise: The term “enterprise” includes any individual, partnership, corporation, 
association, or other legal entity, and any union or group of individuals associated in fact 
although not a legal entity. 

(U//FOU0) Enterprise Investigation: An Enterprise Investigation (El) examines the structure, 
scope, and nature of the group or organization including: its relationship, if any, to a foreign 
power; the identity and relationship of its members, employees, or other persons who may be 
acting in furtherance of its objectives; its finances and resources; its geographical dimensions; its 
past and future activities and goals; and its capacity for harm. (AGG-Dom, Part II.C.2) 

(U// FQUO) Enterprise Investigations are a type of Full Investigation and are subject to the same 

requirements that apply to Full Investigations described in Section 7. Enterprise Investigations 

focus on groups or organizations that may be involved in the most serious criminal or national 

security threats to the public, as described in Section 8. Enterprise Investigations cannot be 

conducted as Preliminary hivestigations or Assessments, nor may they be conducted for the sole 

purpose of collecting foreign intelligence. I I b7E 


(U// FOUO) Extraterritorial Guidelines: The guidelines for conducting investigative activities 
outside of the United States are currently contained in: (i) The Attorney General’s Guidelines for 
Extraterritorial FBI Operations and Criminal Investigations', (ii) The Attorney General’s 
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection', and 
(iii) The Attorney General Guidelines on the Development and Operation of FBI Criminal 
Informants and Cooperative Witnesses in Extraterritorial Jurisdictions (collectively, the 
Extraterritorial Guidelines); (iv) The Attorney General Procedure for Reporting and Use of 
Information Concerning Violations of Law and Authorization for Participation in Otherwise 
Illegal Activity in FBI Foreign Intelligence, Counterintelligence or International Terrorism 
Intelligence Investigations (August 8, 1988); and (v) the Memorandum of Understanding 
Concerning Overseas and Domestic Activities of the Central Intelligence Agency and the 
Federal Bureau of Investigation (2005). 
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(U//FOUO) FISA: The Foreign Intelligence Surveillance Act of 1978, as amended. The law 
establishes a process for obtaining judicial approval of electronic surveillance, physical searches, 
pen register and trap and trace devices, and access to certain business records for the purpose of 
collecting foreign intelligence. 

(U) For or On Behalf of a Foreign Power: The determination that activities are for or on behalf 
of a foreign power shall be based on consideration of the extent to which the foreign power is 
involved in control or policy direction; financial or material support; or leadership, assignments, 
or discipline. 

(U) Foreign Computer Intrusion: The use or attempted use of any cyber-activity or other 
means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized access into 
one or more United States-based computers. 

(U) Foreign Intelligence: Information relating to the capabilities, intentions, or activities of 
foreign governments or elements thereof, foreign organizations or foreign persons, or 
international terrorists. 

(U) Foreign Intelligence Requirements: 

A) (U/ZFOU0)-National intelligence requirements issued pursuant to authorization by the 
Director of National Intelligence, including the National Intelligence Priorities Framework 
and the National HUMINT Collection Directives, or any successor directives thereto; 

B) (U//F OUQ- ) Requests to collect foreign intelligence by the President or by Intelligence 
Community officials designated by the President; and 

C) ( LJ / H -) l () 4- Directions to collect foreign intelligence by the Attorney General, the Deputy 
Attorney General, or an official designated by the Attorney General. 

(U) Foreign Power: A foreign government or any component thereof, whether or not recognized 
by the United States; a faction of a foreign nation or nations, not substantially composed of 
United States persons (USPERs); an entity that is openly acknowledged by a foreign government 
or governments to be directed and controlled by such foreign government or governments; a 
group engaged in international terrorism or activities in preparation therefore; a foreign-based 
political organization, not substantially composed of USPERs; or an entity that is directed or 
controlled by a foreign government or governments. 

(U) Full Investigation: A Full Investigation may be opened if there is an “articulable factual 
basis” for the investigation that reasonably indicates one of the following circumstances exists: 

(U) An activity constituting a federal crime or a threat to the national security has or may have 
occurred, is or may be occurring, or will or may occur and the investigation may obtain 
information relating to the activity or the involvement or role of an individual, group, or 
organization in such activity; 

A) (U) An individual, group, organization, entity, information, property, or activity is or may 
be a target of attack, victimization, acquisition, infiltration, or recruitment in connection 
with criminal activity in violation of federal law or a threat to the national security and the 
investigation may obtain information that would help to protect against such activity or 
threat; or 

B) (U) The investigation may obtain foreign intelligence that is responsive to a PFI 
requirement, as defined in DIOG Section 7.4.3. 
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(U) All lawful investigative methods may be used in a Full Investigation. 

(U) A Full Investigation of a group or organization may be opened as an Enterprise Investigation 
if there is an articulable factual basis for the investigation that reasonably indicates the group or 
organization may have engaged, or may be engaged in, or may have or may be engaged in 
planning or preparation or provision of support for: 

A) (U) Racketeering Activity: 

1) (U) A pattern of racketeering activity as defined in 18 U.S.C. § 1961(5); 

B) (U) International Terrorism: 

1) (U) International terrorism, as defined in the AGG-Dom, Part VII.J, or other threat to the 
national security; 

C) (U) Domestic Terrorism: 

1) (U) Domestic terrorism as defined in 18 U.S.C. § 2331(5) involving a violation of federal 
criminal law; 

2) (U) Furthering political or social goals wholly or in part through activities that involve 
force or violence and a violation of federal criminal law; or 

3) (U) An offense described in 18 U.S.C. § 2332b(g)(5)(B) or 18 U.S.C. § 43. 

(U) Human Source: A Confidential Human Source as defined in the Attorney General’s 
Guidelines Regarding the Use of FBI Confidential Human Sources. 

(U) Intelligence Activities: Any activity conducted for intelligence purposes or to affect 
political or governmental processes by, for, or on behalf of a foreign power. 

(U) International Terrorism: Activities that involve violent acts or acts dangerous to human 
life that violate federal, state, local, or tribal criminal law or would violate such law if committed 
within the United States or a state, local, or tribal jurisdiction; appear to be intended to intimidate 
or coerce a civilian population; to influence the policy of a government by intimidation or 
coercion; or to affect the conduct of a government by assassination or kidnapping; and occur 
totally outside the United States, or transcend national boundaries in terms of the means by 
which they are accomplished, the persons they appear to be intended to coerce or intimidate, or 
the locale in which their perpetrators operate or seek asylum. 

(U/ /FOUO) National Security Letters: an administrative demand for documents or records that 
can be made by the FBI during a Predicated Investigation relevant to a threat to national security. 

The standard for issuing an NSL, except under 15 U.S.C. § 1681v, is relevance to an authorized 
investigation to protect against international terrorism or clandestine intelligence activities, 
provided that such an investigation of a United States person (USPER) is not predicated solely 
on activities protected by the First Amendment of the Constitution of the United States. 

I b7E 


(U//F OUO) Operational Division or Operational Unit: “Operational” division or operational 
unit as used in the DIOG means the FBIHQ division or unit responsible for management and 
program oversight of the file classification for the substantive investigative matter (i.e., 
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Assessment or Predicated Investigation). Previously referred to as the FBIHQ “substantive” 
division or substantive unit. 

(U//F OUQ) Pen Register Device: Records or decodes dialing, routing addressing or signaling 
information transmitted by an instrument or facility from which a wire or electronic 
communication is transmitted, provided that such information must not include the contents of 
any communication. 

(U//FOUO) Physical Surveillance (Not Requiring a Court Order): The deliberate observation 
by an FBI employee of persons, places, or events, on either a limited or continuous basis, in 
areas where there is no reasonable expectation of privacy. Note : DIOG Section 18.5.8 makes a 
distinction between “casual observation” and physical surveillance, and specifies factors to be 
considered when determining whether a particular plan of action constitutes casual observation 
or physical surveillance. (See DIOG Section 18.5.8) 

(U) Preliminary Investigation: A Preliminary Investigation is a type of Predicated Investigation 
authorized under the AGG-Dom that may be opened (predicated) on the basis of any “allegation 
or information” indicative of possible criminal activity or threats to the national security. 
Preliminary Investigations may be opened to detect, obtain inf ormation about, or prevent o r 
protect against federal crimes or threats to the national security] 1 


(U) Proprietary: A sole proprietorship, partnership, corporation, or other business entity 
operated on a commercial basis, which is owned, controlled, or operated wholly or in part on 
behalf of the FBI, and whose relationship with the FBI is concealed from third parties. 

(U) Provider of Electronic Communication Services: Any service that provides the user 
thereof the ability to send or receive wire or electronic communications. 

(U) Publicly Available: Information that has been published or broadcast for public 
consumption, is available on request to the public, is accessible on-line or otherwise to the 
public, is available to the public by subscription or purchase, could be seen or heard by any 
casual observer, is made available at a meeting open to the public, or is obtained by visiting any 
place or attending any event that is open to the public. 

(U) Records: Any records, databases, files, indices, information systems, or other retained 
information. 


(U) Relevance: Information is relevant if it tends to make a fact of consequence more or less 
probable. 


(U//FQUO) Remote Computing Services: 




(U// FOUQ -) Sensitive Investigative Matter: An investigative matter involving a domestic 
public official, domestic political candidate, religious or domestic political organization or 
individual prominent in such an organization, or news media, or an investigative matter having 
academic nexus, or any other matter which, in the judgment of the official authorizing an 
investigation, should be brought to the attention of FBIHQ and other DOJ officials. 
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(U) Sensitive Monitoring Circumstance: Investigation of a member of Congress, a federal 
judge, a member of the Executive Branch at Executive Level IV or above, or a person who has 
served in such capacity within the previous two years; (Note : Executive Levels I through IV are 
defined in 5 U.S.C. §§ 5312-5315.) 

A) (U) Investigation of the Governor, Lieutenant Governor, or Attorney General of any state or 
territory, or a judge or justice of the highest court of any state or territory, concerning an 
offense involving bribery, conflict of interest, or extortion related to the performance of 
official duties; 

B) (U) A party to the communication is in the custody of the Bureau of Prisons or the United 
States Marshals Service or is being or has been afforded protection in the Witness Security 
Program; or 

C) (U) The Attorney General, the Deputy Attorney General, or an Assistant Attorney General 
has requested that the FBI obtain prior approval for the use of consensual monitoring in a 
specific investigation. 

(U) Special Agent in Charge: The Special Agent in Charge of an FBI field office (including an 
Acting Special Agent in Charge), except that the functions authorized for Special Agents in 
Charge by these Guidelines may also be exercised by the Assistant Director in Charge or by any 
Special Agent in Charge designated by the Assistant Director in Charge in an FBI field office 
headed by an Assistant Director, and by FBI Headquarters officials designated by the Director of 
the FBI. 

(U) Special Events Management: Planning and conduct of public events or activities whose 
character may make them attractive targets for terrorist attack. 

(U) State, Local, or Tribal: Any state or territory of the United States or political subdivision 
thereof, the District of Columbia, or Indian tribe. 

(U//FOt?e> Surveillance: 

A) (U //FOUO ) Electronic surveillance (ELSUR) - under Title III and FISA is the non- 
consensual electronic collection of information (usually communications) under 

circumstances in which the part ies have a reasonable expectation of privacy and court _ 

orders or warrants are required. 


B) (U//*F OUO) JPonsensual monitoring of communications, including consensual computer 
monitoring, or electronic surveillance (ELSUR) - where there is no reasonable 
expectation of privacy is permitted in Predicated Investigations. These methods usually do 
not require court orders or warrants unless they involve an intrusion into an area where 
there is a reasonable expectation of privacy or non-consensual monitoring of 
communicati ons, but legal review is generally required to ensure compliance with legal 
requirements.! I 
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(U// FOUO) Physical surveillance - is the deliberate observation by an FBI employee of 
persons, places, or events, on either a limited or continuous basis, in areas where there may or 
may not be a reasonable expectation of privacy. (See DIOG Section 18.5.8 for physical 
surveillance in situations not requiring a court order and a discussion of the distinction 
between physical surveillance and casual observation). Factors to consider in determining 
whether observations are casual observation or physical surveillance include:_ 


(L) Threat to the National Security: International terrorism; espionage and other intelligence 
activities, sabotage, and assassination, conducted by, for, or on behalf of foreign powers, 
organizations, or persons; foreign computer intrusion; and other matters determined by the 
Attorney General, consistent with Executive Order 12333 or a successor order. 

(U// FOUO) Trap and Trace Device: Captures the incoming electronic or other impulses that 
identify the originating number or other dialing, routing, addressing or signaling information 
reasonably likely to identify the source of a wire or electronic communication, provided that 
such information does not include the contents of any communication. 

(U/ / F OUO) Undercover Activity: An “undercover activity” is any investigative activity 
involving the use of an assumed identity by an undercover employee for an official purpose, 
investigative activity, or function. 

(U//F OUO ) Undercover Employee: An employee of the FBI, another federal, state, or local law 
enforcement agency, another entity of the United States Intelligence Community (USIC), or 
another foreign intelligence agency working under the direction and control of the FBI whose 
relationship with the FBI is concealed from third parties by the maintenance of a cover or alias 
identity for an official purpose, investigative activity, or function. 

(U//PGUO) Undercover Operation: An “undercover operation” is an operation that involves a 
series of related “undercover activities” over a period of time by an “undercover employee.” A 
series of related undercover activities consists of more than five s eparate substantive contacts by 
an undercover employee with the individuals under investigation. 


(U) United States: When used in a geographic sense, means all areas under the territorial 
sovereignty of the United States. 
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(U) United States Person (USPER): Any of the following, but not including any association or 
corporation that is a foreign power, defined as an entity that is openly acknowledged by a foreign 
government or governments to be directed and controlled by such foreign government or 
governments: 

A) (U) An individual who is a United States citizen or an alien lawfully admitted for permanent 
residence; 

B) (U) An unincorporated association substantially composed of individuals who are United 
States persons (USPERs); or 

C) (U) A corporation incorporated in the United States. 

(U) If a group or organization in the United States that is affiliated with a foreign-based 
international organization operates directly under the control of the international organization 
and has no independent program or activities in the United States, the membership of the entire 
international organization shall be considered in determining whether it is substantially 
composed of USPERs. If, however, the United States-based group or organization has programs 
or activities separate from, or in addition to, those directed by the international organization, only 
its membership in the United States shall be considered in determining whether it is substantially 
composed of USPERs. A classified directive provides further guidance concerning the 
determination of USPER status. 

(U) Use: When used with respect to human sources, means obtaining information from, tasking, 
or otherwise operating such sources. 
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R APPENDIX R: (U) SUPERSEDED DOCUMENTS AND 
NFIPM, MIOG, AND MAOP SECTION 


(U//FOUO) This guide supersedes the following FBI policies and procedures: 


BIl 




MIOG Intro 

Preface 

Section: Preface (1) 

DIOG Preamble 

MIOG Intro 

Preface 

Preface 

DIOG Preamble 

MIOG Intro 

Section 1 

Section: SI: Investigative Authority and 
Responsibility (12) 

DIOG Preamble 

MIOG Intro 

Section 1 

1-1 AUTHORITY OF A SPECIAL AGENT 

DIOG Preamble 

MIOG Intro 

Section 1 

1-2 INVESTIGATIVE RESPONSIBILITY 

DIOG Preamble 



1-3 THE ATTORNEY GENERALS 
GUIDELINES ON GENERAL CRIMES, 


MIOG Intro 

Sectid11 

RACKETEERING ENTERPRISE AND 

DIOG Preamble 



TERRORISM ENTERPRISE 




INVESTIGATIONS 


MIOG Intro 

Section 1 

1-3 INTRODUCTION 

DIOG Preamble 

MIOG Intro 

Section 1 

1-31. GENERAL PRINCIPLES 

DIOG Preamble 

MIOG Intro 

Section 1 

1-3 II. GENERAL CRIMES 
INVESTIGATIONS 

DIOG Preamble 

MIOG Intro 

Section 1 

1-3 III. CRIMINAL INTELLIGENCE 
INVESTIGATIONS 

DIOG Preamble 

MIOG Intro 

Section 1 

1-3 IV. INVESTIGATIVE TECHNIQUES 

DIOG Preamble 

MIOG Intro 

Section 1 

1-3 V. DISSEMINATION AND 
MAINTENANCE OF INFORMATION 

DIOG Preamble 



1-3 VI. COUNTERTERRORISM 


MIOG Intro 

Section 1 

ACTIVITIES AND OTHER 

DIOG Preamble 



AUTHORIZATIONS 


MIOG Intro 

Section 1 

1-3 VII. RESERVATION 

DIOG Preamble 

MIOG Intro 

Section 1 

1-4 INVESTIGATIVE AUTHORITY AND 
THE FIRST AMENDMENT 

DIOG Preamble 

MIOG Intro 

Section 2 

Section: S2: Management and Allocation 
Programs (57) 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1 NATIONAL PRIORITY PROGRAMS 

DIOG Preamble 
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Section Section Hie 


DfOG Supersession j 


MIOG Intro 

Section 2 

2-1.1 Foreign Counterintelligence (FCI) 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.1.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.1.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.2 Organized Crime 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.2.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.2.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.2.3 Ranking of Organized Criminal 
Activities 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.3 Drug 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.3.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.3.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.4 Counterterrorism 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.4.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.4.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.5 White-Collar Crime 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.5.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.5.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.5.3 Ranking of Activities 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.6 Violent Crimes and Major Offenders 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.6.1 Fugitive Subprogram 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.6.2 Government Reservation Crimes 
Subprogram 

DIOG Preamble 

miog m 

Section 2 

2-1.6.3 Interstate Theft Subprogram 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.6.4 Violent Crimes Subprogram 

DIOG Preamble 

MIOG Intro 

Section 2 

2-1.6.5 Violent Crimes and Major 
Offenders-Organized Crime Drug 
Enforcement Task Force Subprogram 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2 OTHER PROGRAMS 

DIOG Preamble 
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Section Section Hie 


DIOG Supersession j 


MIOG Intro 

Section 2 

2-2.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.1.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.1.2 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.1.3 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.2 Applicant Investigations - 
Reimbursable and Nonreimbursable 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.2.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.2.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.2.3 Ranking of Activities 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.3 Civil Rights 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.3.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.3.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.3.3 Ranking of Activities 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2,4 FBI Security Program 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.4.1 Definition 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.4.2 Objective 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.4.3 Ranking of Activities 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.5 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.5.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.5.2 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.5.3 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.6 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.6.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.6.2 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.6.3 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.7 Deleted ' 

DIOG Preamble 


UNCLASSIFIED - 


Version Dated: 
March 3,2016 


















































































UNCLASSIFIED - FUR OF FI CIAL USE ONLY 
Domestic Investigations and Operations Guide 


Part 

Section 

Sejction Title 

IliQG Supersession 

MIOG Intro 

Section 2 

2-2.7.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2 - 2.72 Deleted 

Etf>G Preamble 

MIOG Intro 

Section 2 

2-2.7.3 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.8 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.8.1 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.8.2 Deleted 

DIOG Preamble 

MIOG Intro 

Section 2 

2-2.8.3 Deleted 

DIOG Preamble 



7-5 CLARIFICATION REGARDING AN 


MIOG l.l 

Section 7 

INVESTIGATION AS OPPOSED TO A 
PRELIMINARY INQUIRY 

DIOG 5, 6 and 7 

MIOG l.l 

Section 7 

7-6 DEPARTMENTAL INSTRUCTIONS 

Paragraphs #1 and 2 

REGARDING QUESTIONABLE CASES 

only. DIOG 5, 6 and 7 



7-20 ADMINISTRATIVE SUBPOENAS IN 

DIOG 18.6.4 

MIOG l.l 

Section 7 

CHILD ABUSE AND CHILD SEXUAL 




EXPLOITATION (CSE) CASES 


MIOG l.l 

Section 9 

9-7.2 Use of Closed Circuit Television 
(CCTV) 

Paragraphs #2 (all sub¬ 
parts); 3 (all sub-parts); 
and 4 only. DIOG 18.6.3 

MIOG l.l 

Section 62 

62-3 DOMESTIC POLICE COOPERATION 
- STATUTE 


MIOG l.l 

Section 62 

62-3.3 Policy 

Paragraphs # 5 and 6 
only. DIOG 12 

MIOG l.l 

Section 62 

62-3.4 Office of Origin 

DIOG 14 

MIOG l.l 

Section 62 

62-3.5 Classification 

DIOG 12. See new 343 
classification 

MIOG 1.2 

Section 157 

Section : SI57 Civil Unrest (8) 

DIOG 12 

MIOG 1.2 

Section 157 

157-1 RESPONSIBILITY OF THE BUREAU 

DIOG 12 

MIOG 1.2 

Section 157 

157-1.1 Categories for Reporting 

DIOG 12 

MIOG 1.2 

Section 157 

157-2 POLICY REGARDING REPORTING 

DIOG 12 

OF CIVIL DISORDERS 


MIOG 1.2 

Section 157 

157-3 REPORTING OF 
DEMONSTRATIONS 

DIOG 12 
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Part 

Section 

| Section liiiiililllllllllllllllii 

llioo Supersession 

MIOG 1.2 

Section 157 

157-4 PHOTOGRAPHIC SURVEILLANCES 

DIOG 12 

MIOG 1.2 

Section 157 

157-5 DISSEMINATION OF DATA 
PERTAINING TO CIVIL DISORDERS AND 
DEMONSTRATIONS 

DIOG 12 

MIOG 1.2 

Section 157 

157-6 REPORTING PROCEDURES TO BE 
UTILIZED IN CIVIL DISORDERS AND 
DEMONSTRATIONS 

DIOG 12 

MIOG 1.2 

Section 157 

157-7 CHARACTER 

DIOG 12 

MIOG 1.2 

Section 161 

161-10 DISSEMINATION TO THE WHITE 
HOUSE COMPLEX (WHC) 

DIOG 14, 18 

MIOG 1.2 

Section 163 

163-1.1 Investigative Request 

DIOG 12 

MIOG 1.2 

Section 163 

163-2 INVESTIGATIVE INSTRUCTIONS 
AND PROCEDURES 

DIOG 12 

MIOG 1.2 

Section 163 

163-2.1 Opening Foreign Police 
Cooperation (FPC) - General Criminal 
Matters (GCM) 

DIOG 12.2 

MIOG 1.2 

Section 163 

163-2.1.1 Letter Rogatory Process 

DIOG 12 

MIOG 1.2 

Section 163 

163-3 REQUESTS FOR TERRORISM 
ENTERPRISE INVESTIGATIONS 

DIOG 8, 12 

MIOG 1.2 

Section 163 

163-6 REPORTING 

DIOG 12 

MIOG 1.2 

111 Section 163 

163-7 RULE 6(E) MATERIAL 

DIOG 18 

MIOG 1.2 

Section 163 

163-8 PRIVACY ACT 

DIOG 14 
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16-4.2.5 Roving Electronic Surveillance 
(RCU) 

DIOG 18.7.2 and 18.7.3 

MIOG II 

Section 16 

16-4.3 Consensual Monitoring - Technical 
Assistance (RCU) 

Paragraph # 1, first two 
sentences only. DIOG 
18.6.1 and 18.6.2 

MIOG II 

Section 16 

16-4.4 Electronic Surveillance (ELSUR) 
Interceptions (RCU) 

Paragraph # 1, first 
sentence only. DIOG 
18.7.2 and 18.7.3 

MIOG II 

Section 16 

16-4.4.2 Telecommunications Interceptions 
- Reporting Requirements (TICTU) 

DIOG 18.7.2 and 18.7.3 

MIOG 1! 

liiiiiilliiiii! 

i 16-4.4.3 Telecommunications - Use of Pen 
Registers and Traps-Traces (TICTU) 

Paragraph # 1 only. 
DIOG 18.6.9 

MIOG II 

Section 16 

16-4.4.4 Pen Registers and Traps-Traces 
Reporting Requirements (TICTU) 

DIOG 18.6.9 

MIOG II 

Section 16 

16-4.8.1 Authorized Use of Technical 
Devices in Conducting Physical 
Surveillances (TTU) 

Paragraph # 1, second, 
third and forth sentences 
only. DIOG 18 
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MIOG II 

Section 16 

16-4.8.4 Technical Devices in Physical 
Surveillance - Technical, Practical, and 
Legal Considerations (TTU) 

Paragraph # 1 only. 
DIOG 18 

MIOG II 1 

Section 16 

16-4.8.9 Authorized Use of Electronic 
Tracking and Locating Devices and 
Techniques (TTU) 

DIOG 18 

MIOG II 

Section 16 

16-4.8.12 Tracking - Technical, Practical, 
and Legal Considerations (TTU) 

Paragraph # 1; 
Paragraph # 2, third 
sentence; Paragraph # 

4, second sentence only. 
DIOG 18 

l#G II 

Section 16 

16-4.9 Closed Circuit Television (CCTV) 
(VSU) 

DIOG 18.6.3 

MIOG II 

Section 16 

16-4.13.1 Availability and Control of 
Technical Equipment 

Paragraphs # 2 and 3 
only. DIOG 18 

MIOG II 

Section 16 

16-4.13.4 Loan of Electronic Surveillance 
Equipment 

DIOG 12 

MIOG II 

Section 21 

21-12 APPREHENSION OF BUREAU 
FUGITIVES 

Paragraph # 1 only. 
DIOG 19 

MIOG II 

Section 21 

21-13.4 Policy 

Paragraphs # 2 and 3 
only. DIOG 19 

MIOG II 

Section 21 

21-20 FUGITIVE INVESTIGATIONS FOR 
OTHER FEDERAL AGENCIES 

Paragraph # 3, new 
classification 343 
replaces 62. DIOG 12.5 

MIOG II 

Section 21 

21-20.1 Fugitive Inquiries Abroad on Behalf 
of U.S, Marshals Service (USMS) 

Paragraph # 4, new 
classification 343 
replaces 62. DIOG 12.5 

MIOG II 

Section 23 

23-2 THE FAIR CREDIT REPORTING ACT 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-2.1 Section 1681a. Definfjjbns 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-2.2 Section 1681b. Permissible 
Purposes of Consumer Reports 

DIOG Appendix M - 
FCRA 

M!OG II 

Section 23 

23-2.3 Section 1681 f. Disclosures to 
Government Agencies 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-2.4 Section 1681 g. Disclosure to 
Consumers 

DIOG Appendix M - 
FCRA 
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D5QG Supersession 

MIOG II 

Section 23 

23-2.5 Section 1681 e. Compliance 
Procedures 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-2.6 Summary 

DIOG Appendix M - 
FCRA 

MiQG II 

Section 23 

23-2.7 Penalties 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-2.8 Section 1681n, o, q, and r. Civil and 
Criminal Liability for Willful or Negligent 
Noncompliance 

DIOG Appendix M - 
FCRA 

MIOG II 

Section 23 

23-3.1 Information Desired from Outside the 
Field Office Territory 

DIOG 18.1.4, Appendix J 

MIOG II 

Section 23 

23-4.4 Interviews in Foreign Countries 

DIOG 18 

MIOG II 

Section 23 

23-4.10 Extraterritorial Investigative Activity 

DIOG 11.5, 18.6.1, 
18.6.2 

MIOG II 

Section 23 

23-6 TITLE XI, RIGHT TO FINANCIAL 
PRIVACY ACT OF 1978 (RFPA) 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.1 Statute 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.2 Access to Financial Records 

DIOG Appendix 0 11111 
RFPA 

MIOG II 

Section 23 

23-6.2.1 Intent 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.2.2 Methods Available to FBI 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.2.3 Methods Not Available to FBI 

DIOG Appendix O - 
RFPA 

mI!!!!! 

Section 23 

23-6.3 Definitions 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.3.1 Financial Institution 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6,3.2 Financial Record 

DIOG Appendix O - 

MIOG II 

Section 23 

23-6.3.3 Government Authority 

RFPA 

DIOG Appendix O - 
RFPA 
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llliMgG Supersession 

MIOG II 

Section 23 

23-6.3.4 Customers Covered 

DIOG Appendix 0 - 

llllll:llli:llllllllllllllll^ 

MIOG II 

Section 23 

23-6.3.5 Law Enforcement Inquiry 

DIOG Appendix O - 
RFPA 

MiOG II 

MIOG II 

Section 23 

Section 23 

23-6.4 Responsibility of Financial 
Institutions 

23-6.5 Certification of Compliance 

DIOG Appendix 0 - 

. . . 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.6 Methods of Access 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.6.1 Customer Authorization 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.6.2 Search Warrants 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.6.3 Formal Written Request 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.6.4 Judicial Subpoena 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.6.5 Grand Jury Subpoena 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.7 Customer Notice 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.7.1 Contents of Notice 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.7.2 Delay of Notice 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.8 Customer Challenges 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.9 Emergency Access 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10 Exceptions to RFPA 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10.1 Financial Institutions 

DIOG Appendix O - 
RFPA 
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MIOG II 

Section 23 

23-6.10.2 Corporations or Other Legal 
Entities 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10.3 Not Identifiable with Customer 

DibG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10.4 Parties in Interest 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10.5 Federal Grand Jury 

DIOG Appendix O ill 
RFPA 

MIOG II 

Section 23 

23-6.10.6 Foreign Counterintelligence 

DIOG Appendix O - 
RFPA 

mI>g ii 

Section 23 

23-6.10.7 Telephone Company Toll 
Records 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.10.8 Other 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.11 Dissemination of Information 

DIOG Appendix 0 1111 
RFPA 

MIOG II 

Section 23 

23-6.11.1 To Department of Justice 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.11.2 To Other Departments 

DIOG Appendix 0 11111 
RFPA 

MIOG II 

Section 23 

23-6.12 Penalties 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.12.1 Civil 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.12.2 Disciplinary Action 

DIOG Appendix O - 
RFPA 

MIOG 11 

Section 23 

23-6.12.3 Other 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.13 Cost Reimbursement 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.14 Reporting Requirements 

DIOG Appendix O - 
RFPA 

MIOG II 

Section 23 

23-6.14.1 Dissemination of Information 
Obtained 

DIOG Appendix O - 
RFPA 
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BSIB1IS5I81 

MIOG II 

Section 23 

23-6.14.2 Statistical Reporting 


DIOG Appendix O - 

lllllllllllllllllllllllllll^ 



28-1 ATTORNEY GENERAL'S 



MIOG II 

Section 28 

GUIDELINES ON METHODS OF 
OBTAINING DOCUMENTARY 


DIOG Appendix C 



MATERIALS HELD BY THIRD PARTIES 


NFIPM 

Section 1 

01-2: (U) The National Security List 


DIOG Appendix G 

NFIPM 

Section 1 

01-3: (U) Acronyms 


DIOG Appendix P 



01-4: (U) File Classifications and Alpha 


NFIPM 

Section 1 

Designations for Investigative and 
Administrative Activities Which Uniquely 

CPD #0015D. See RPO 
web-page. 



Fall Within the Purview of the FBI's National! 



Foreign intelligence Program 








Appendix M for 

NFIPM 

Section 2 

02-1: (U) General Investigative and 


definitions: #2, 6, 7, 10, 

Administrative Activities 


12, 14, 15, 18, 19, 20, 






25, 26 and 27. 

NFIPM 

Section 2 

02-2: (U) National Security Investigations 

DIOG 5, 6, 7, 8, 9 

NFIPM 

Section 2 

02-3: (U) Summary Guidance and 
Applicability of Threat Assessments 


DIOG 5 

NFIPM 

Section 2 

02-4: (U) Summary Guidance and 
Applications for Preliminary Investigations 

DIOG 6, 18 

NFIPM 

Section 2 

02-5: (U) Summary Guidance and 
Application for Full Investigations (FI) 

DIOG 7, 8, 9, 18 

NFIPM 

Section 2 

02-6: (U) Collection of Foreign Intelligence 

DIOG 9 

NFIPM 

Section 2 

02-8: (U) Office of Origin 


DIOG 14 

NFIPM 

Section 2 

02-9: (U) Physical and Photographic 
llirvdiiiances 

DIOG 18.5.8 

NFIPM 

Section 2 

02-10: (U) Interviews in National Security 
Investigations 

DIOG 18.5.6 

NFIPM 

Section 2 

02-11; (U) Education Records (Buckley 
Amendment) 

DIOG Appendix 1 

NFIPM 

Section 2 

02-12: (U) Polygraph Examinations 


DIOG 18.6.11 

NFIPM 

1 |llllllii||j||:il|lll| 

02-14; (U 



DIOG 19.2 and 
Appendix G 
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NFIPM 

Section 2 

02-15: (U) Physical Searches in Which a 
Warrant is Not Required 

DIOG 11.4, 18.6.12 

NFIPM 

Section 2 

02-16: (U) Monitoring Devices Which Do 
Not Impose Upon Reasonable Expectations 
of Privacy 

DIOG 18.6.3 

NFIPM 

Section 2 

02-17: (U) National Security Letters (NSL) 

DIOG 11.9-11.9.3, 
18.6.6 

NFIPM 

Section 2 

02-19: (U) Business Records 


t|i>G 18.6.7 

NFIPM 

Section 2 

02-21 

(U) Mail Covers 


DIOG 11.3, 18.6.10 

NFIPM 

Section 2 

02-22: (U) Operations Conducted Outside 

See CPO MOU Library 

the United States, | 

NFIPM 

Section 2 

02-23: (U) The Role of Legal Attaches in 
Foreign Counterintelligence, Foreign 
Intelligence and Counterterrorism 
Investigations 

See CD PG 

NFIPM 

Section 2 

02-24: (U) Otherwise Illegal Activities 

DIOG 17 

NFIPM 

Section 2 

02-25: (U) Arrests, Interdictions, 
Demarches and Declarations 


DIOG 19 - Arrest 
Procedure 

NFIPM 

Section 2 

02-29: (U) Laboratory Assistance 


See Lab web-page 

DIOG 19.3, 19.4 and 
appendix G -12.C 

NFIPM 

Section 2 

02-32: (U) 










02-33:(U) 

DIOG Appendix G-12.C 

NrfrlVI 

Section 2 


NFIPM 

Section 2 

02-34: (U) Special Surveillance Group 
(SSG) Program 

DIOG 18.5.8 

NFIPM 

Section 2 

02-35: (U) The Behavioral Analysis 
Program (BAP) 

DIOG 19.4 

NFIPM 

Section 2 

02-36: (U) Investigations of Current and 
Former Department of State Personnel, and 
Diplomatic Missions Personnel Abroad 

DIOG 10, generally 

NFIPM 

Section 2 

02-37: (U) Investigations of Current and 
Former Central Intelligence Agency 
Personnel 

DIOG 10, generally 
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NFIPM 

Section 2 

02-38: (U) Investigations of Current and 
Former Military and Civilian Department of 
Defense Personnel 

DIOG 10, generally 

NFIPM 

Section 2 

02-39: (U) Investigations of Current and 
Former Department of Energy Personnel 

DIOG 10, generally 

NFIPM 

Section 2 

02-40: (U) Investigations of Other 
Government Agency Personnel 

DIOG 10 

NFIPM 

Section 2 

02-41: (U) Investigations of White House 
Personnel 

DIOG 10 

NFIPM 

Section 2 

02-42: (U) Investigations of Presidential 
Appointees 

DIOG 10 

NFIPM 

Section 2 

02-43: (U) Investigations of Members of the 
Judiciary 

DIOG 10 

NFIPM 

Section 2 

02-44: (U) Investigations of Members of the 
U.S. Congress and their Staffs 

DIOG 10 

NFIPM 

Section 2 

02-45: (U) Disseminating Information to 
Other Agencies in the Federal Government 

DIOG 12.4/DIOG 14 

NFIPM 

Section 2 

02-47: (U) Disseminating Information to 
Congressional Committees 

DIOG 12.4 and 
14.3(A)(4) 

NFIPM 

Section 2 

02-48: (U) Disseminating Information to the 
Federal Judiciary 

DIOG 12.4 

NFIPM 

Section 2 

02-49: (U) Disseminating Information to the 
White House 

DIOG 12.4 and 14.5 

NFIPM 

Section 2 

02-50: (D) Disseminating Information to 
Foreign Governments and Investigations at 
their Behest 

DIOG 12.4/DIOG 14.5 

NFIPM 

Section 2 

02-51: (U) Disseminating Information to 
State and Local Government Agencies 

DIOG 12 and 14 

NFIPM 

Section 2 

02-52: (U) Disseminating Information to the 
Private Sector 

DIOG 14.3 (A)(6-8) 

NFIPM 

Section 2 

02-54 full 

See MIA web-page 

NFIPM 

Section 2 

02-56: (U) Intelligence Oversight Board 
Matters 

DIOG 4/DIOG 18.6.6 
(Re:NSLs) and CPD 
0188PG 
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lliloo Supersession 

NFIPM 

Section 2 

02-57: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 3 

03-1: (U) Consensual Monitoring 

DIOG 11.5,18.6.1 

NFIPM 

Section 3 

03-2: (U) Volunteered Tape Recordings 

DIOG 6.9(B)(7), 18.5.7 

NFIPM 

Section 3 

03-4: (U) Pen Registers and Trap and 
Trace Devices 

DIOG 11.11-11.12, 
18.6.9 

NFIPM 

Section 3 

03-5: (U) Unconsented Electronic 
Surveillance 

DIOG 11.12, 18.7.3 

NFIpM 

Section 3 

03-6: (U) Electronic Surveillance 
Minimization, Logs and Indexing 

0137PG 

NFIPM 

Section 3 

03-8: (U) Operational Support to the 
Intelligence Community 

DIOG 12, 12.5, 14.5 

NFIPM 10 

Section 3 

03-9: (U) Operational Technology Division 
(OTD) Technical Assistance 

CPD #0170D 

NFIPM 

Section 3 

Section 3-10 (U) Operational Technology 
Division (OTD)Technical Assistance 
Support to the Intelligence Community 

DIOG 12 (generally) 

NFIPM 

Section 3 

03-11: (U) Unconsented Physical Searches 

DIOG 11.13. 18.7.1 

NFIPM 

Section 3 

03-12: (U) Tax Return Information 

Appendix N - Tax Return 
Info 

NFIPM 

Section 3 

03-13: (U) Searches of Mail Without 
Consent 

DIOG 18.7.1 

NFIPM 

Section 3 

03-14: (U) Unconsented Physical Search 
Minimization, Logs and Indexing 

DIOG 18.7.1 and SMP 
PG 

NFIPM 

Section 4 

04-1: (U) The Domain Program 

DIOG 5, type 4 
assessments generally. 

NFIPM 

Section 5 

05-2: (U) Countries on the Current National 
Security List 

Appendix G 

NFIPM 

Section 5 

05-23: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 6 

06-12: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 8 

08-11: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 
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NFIPM 

Section 9 

09-8: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 11 

11-4: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 12 

12-4: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 13 

13-4: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 14 

14-4: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM M 

Section 15 

15-4: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 16 

16-13: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 18 

18-3: (U) Issue Threat Preliminary 
investigations 

DIOG6 

NFIPM 

Section 18 

18-4: (U) Issue Threat Full Investigations 

DIOG 7 

NFIPM 

Section 18 

18-6: (U) Issue Threat File Numbers 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 19 

19-3: (U) Procedural Requirements in 
International Terrorism Investigations 

DIOG 5, 6, 7, 8 

NFIPM 

Section 19 

19-4: (U) Closing International Terrorism 
investigations 

DIOG 5, 6, 7, 8 

NFIPM 

Section 19 

19-11: (U) The Behavioral Analysis 
Program 

DIOG 19.4 

NFIPM 

Section 19 

19-13: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 20 

20-9 (U) The Behavioral Analysis Program 

DIOG 19.4 

NFIPM 

Section 20 

20-10 (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

Section 21 

21-6: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 

NFIPM 

IIlMli22 

22-2: (U) Alpha Designations 

CPD #0015D. See RPO 
web-page. 
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NFIPM 

Section 27 

Confidential Human Sources Manual 

CHSPM 

NFIPM 

Section 27 

Confidential Human Source Validation 
Standards Manual 

CSHVSM 

NFIPM 

Section 28 

Section : 28 (U) Undercover Operations (4) 

DIOG and NSUCOPG 

NFIPM 

Section 28 

28-1: (U) UC Operations 

DIOG 11.12,18.6.3, and 
NSUCOPG 

NFIPM 

Section 28 

28-2: (U) Group 1 

DIOG 11.12, 18.6.3, and 
NSUCOPG 

nf|m 

Section 28 

28-3: (U) Group It 

DIOG 11.12,18.6.3, and 
NSUCOPG 

NFIPM 

Section 28 

28-4: (U) UC Administrative Matters 

DIOG 11.12, 18.6.3, and 
NSUCOPG 

NFIPM i| 

Section 30 

30-11: (U) The Behavioral Analysis 
Program 

DIOG 19.4 

MAOP 1 

0-1 

Authority of the Director 

DIOG 3.2.1 

MAOPI 

21-7(6) 

Monitoring, documenting and reviewing 

DIOG 3.4.D 




Paragraphs # 2 and # 5. 

MAOP II 

1-1 

SAC and ASAC Supervisory Responsibility 

DIOG 3.4.C and 
Succession and 
delegation policy 

MAOP II 

1-1.4 (#1) 

Supervision of Cases 

Paragraph # 1 - DIOG 

14 

MAOP II 

MAOP It 

MAOP II 

1-1.4 (#2 and #3 
a-f) 

Hill 

1-3.5 

Supervisory File Reviews 

Paragraph # 2 and # 3 
(a-f) - # 2 Supervisory 
File reviews and # 3 
PSAs. DIOG 3.4.D 

Paragraph (5) b only - 
superseded by CPD 

Official Channels 

Designation of Senior Resident Agent and 
Alternate 

0152D - FBI Policy Cycle 
Directive. 

Second and third 
sentences only - DIOG 
3.4.C and succession 
and delegation policy 
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Section Title 

DIOG Supersession 

MAOP II 

1-3.6 

Reporting to HQ City 

First and second 
sentence - file reviews 
every 90 days: DIOG 
3.4.D 

MAOP II 

1-3.13..2 (1) 

Supervision of Investigations 

Paragraph (1) - DIOG 
3.4.C and succession 
and delegation policy 
? 

MAOP II 

1-3.13.3 (all) 

Case Reviews 

Alt (paragraphs 1-6) - 
DIOG 3.4.D 

MAOP II 

2-3 

Indexing 

DIOG 14 

MAOP II 

mu 2 - 3.1 

Purpose 

DIOG Appendix J 

MAOP II 

2-4 

Management of Files 

DIOG 14 

MAOP If 

2-4.1 

Investigative Files 

DIOG 14 

MAOP II 

2-4.1.1 

Serializing 

DIOG 14 

MAOP II 

2-4.1.2 

Zero Files 

Paragraph (2) only. 
DIOG 14 

MAOP II 

2-4.1.3 

Double Zero Files 

DIOG 14 

MAOP II 

2-4.1.4 

Dead Files - No Pending Investigation 

DIOG 14 

MAOP II 

2-4.1.5 

Control Files 

Paragraph (1) first four 
sentences only. DIOG 

14 

MAOP II 

2-4.2 

Administrative Files 

DIOG 14 

MAOP II 

2-4.2.1 

Noninvestigative Files 

DIOG 14 

MAOP II 

2-4.3.6 

Consolidation of Files 

DIOG 14 

MAOP II 

2-4.3.7 

Reclassification of Files 

DIOG 14 

MAOP II 

2-5 

Case Management - Field Offices 

DIOG 14 

MAOP II 

2-5.1 

Opening Cases 

Paragraphs 1,2, 3, 4 
(initial paragraph only 
before sub-letters), 4d, 
4e, 4f, and 5 (first 
sentence only). DIOG 
various sections 
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Par 


faction 

faction Title 

||||j|!0<3 Supersession 

MAOF 

II 

2-S.1.1 

Leads 

Paragraph (2), delete 
"Discretionary Action" 
leads in first sentence 
only; and delete 2b. 
DIOG 14 

MAOF 

II [ 

2-5.2 

Status of Cases 

DIOG 14 

MAOF 

II 

2-5.2.1 

Pending Case 

DIOG 14 

MAOF 

II 

2-5.2.2 

Pending Inactive 

Paragraphs 2, 2a-c, and 

3 only. DIOG 14 

MAOF 

II 

2-5.2.3 

Referred Upon Completion to the Office of 
Origin (RUC) 

DIOG 14 

MAOF 

11 

2-5.2.4 

Closed 

DIOG 6.11,7.11,8.8, 
9.12 

MAOF 

If 

2-5.2.5 

Unaddressed Work 

DIOG 14 

MAOF 

3 II 

3-1 

FBI Classifications/Sub-classifications and 
Program Groupings 

CPD 0015D. RPO/RAU 
is now responsible for 
this area by EC 66F-HQ- 
1079817 serial 705. Link 
to RPO web-site. 
Supersede section 3.1 
and all subparts. 

MAOF 

3 II 

3-1.1 

FBI Classifications and Subdivided 
Classifications 

only62D; 62E replaced 
with new 343 
classification. 163 M-U 
classification added. 
DIOG 12 

MAOF 

3 II 

3-3 (3c) 

Task Force Officers (defined) 

DIOG 3.3.2 

MAOF 

3 II 

3-3.2 (1) 

Special TURK Recording Procedures (1) 
Major Cases 

#1a-g. DIOG Appendix 
J-Major Cases 

MAOF 

3 II 

3-4.5 (9 a-g) 

Case Count Information (# 9 re: closings) 

Paragraph # 9 a-g was 
supersede by DIOG 
6.11; 7.11; 8.8; and 9.12. 

MAOF 

3 If 

3-4.6 

Reclassifying Cases and Error Correction 

DIOG 6.11.C; illll 
8 .8.C; and 9.12.C 
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Part 

Section 

£ ... . 

IlljtjfOO Supersession 

MAOP II 

3-4.8 

Criminal Preliminary Inquires 

Paragraph #1 only. 
DIOG Section 6.7 - PIS 
are authorized for 6 
months; extension 
authorized for 6 
additional months by 
SAC; and FBIHQ SC. 

MAOP II 

3-4.10 (1) 

Spin-off Cases (paragraph #1 - defined) 

DIOG 14 

MAOP II 

3-4.10 (2) 

Spin-off Cases (paragraph #2 - who can 
authorize) 

DIOG 5, 6, 7, 8, and 9. 

MAOP II 

3-4.11(1) 

Control Files (Paragraph #1 - defined) 

superseded paragraph 
#1, defined in DIOG 14 

MAOP II 

3-4.11 (2) 

Control Files (Paragraph #2 - leads) 

superseded paragraph # 
2, DIOG 14 

MAOP II 

3-4.11 (3) 

Control Files (paragraph #3, third sentence 
only) 

delete third sentence 
only, DIOG 14 

MAOP II 

9 

Dissemination of Information 

DIOG 14.3 (generally) 

MAOP II 

9-3 

Information to Be Disseminated 

DIOG 14.3, 14.4, 14.5 
and 14.6 

MAOP II 

9-3 (paragraph 1) 


DIOG 14.3.A and B 

MAOP II 

9-3 (paragraph 2) 

AG Memo 9/21/2001 - "Disseminating 
Information to Enhance Public Safety and 
National Security." 

DIOG 14 

MAOP II 

9-3 (paragraph 3) 


DIOG 14.3.A.5 

MAOP II 

9-3.1 

Dissemination to State and Local Criminal 
iliiiqe and Noncriminal Justice Agencies 

DIOG 14.3.A.3 

MAOP II 

9-3.1.1 

Dissemination to State and Local Criminal 
Justice Agencies 

DIOG 14.3 

MAOP II 

9-3.2 

Information Totally Within Jurisdiction of 
Other Federal Agencies 

DIOG 14.4.B 

MAOP II 

9-3.3 

Information within FBI Jurisdiction and of 
interest to another Federal Agency 

DIOG 3.4.E 

MAOP II 

9-3.4.2 

Interested Agency Outside a Field Office 
Territory 

DIOG 12.4 
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§1111 Part 


Section liiiililllllllllllllllli 

HWWWLi on 

MAOP II 

9-3.4.3 

Interested Agency Within a Field Office's 
Territory 

DIOG 12.4 

MAOP II 

9-3.4.4 

Reporting Information Furnished 

DIOG 12.4 and 12.5 

MAOP II 

9-3.5 

Method of Dissemination to Outside 
Agencies 

DIOG 12.4 and 12.5 

MAOP II 

9-3.5.3 

Oral Dissemination to Outside Agencies 

DIOG 12 and 14, 
generally 

MAOP II 

9-3.5.4 

Accounting of Dissemination 

DIOG 12.4 and 12.5 

MAOP II 

9-4.2.6 

Investigative Activity in Congressional 
Offices 

Interview or CHS - DIOG 
18.5.6 and CHSPM 

MAOP II 

9-4.2.9 

Dissemination to the White House Complex 

Interview or CHS - DIOG 
18.5.6. Paragraph (2) 
Superseded byAGG- 
Dom, DIOG and AG 
Memo WH Contacts 

MAOP II 

9-6 

Major Cases - Dissemination of Information 

DIOG Appendix K - 
Major Cases 

MAOP II 

9-7 

Threat to Life - Dissemination of Information 

DIOG 14 

MAOP II 

9-7.1 

Information Concerning Threats Against fill 
President and Other Designated Officials 

DIOG 14 

MAOP II 

MAOP II 

MAOP II 

9-7.2 

9-7.2.1 

9-7.2.2 

Information Concerning Threats, Possible 
Violence or Demonstrations Against 
Foreign Establishments or Officials in the 
US 

Information Received Through other Than 
Technical Surveillance 

Information Received Through Technical 
Surveillance 

DIOG 14 

DIOG 14 

DIOG 14 

MAOP II 

9-7.2.3 

Miscellaneous 

DIOG 14 

MAOP II 

9-8 

Replies to Foreign Police and Intelligence 
Contacts 

DIOG 14 

MAOP II 

9-8.1 

Letterhead Memoranda Prepared by 
Bureau's Foreign Offices 

DIOG 14 

MAOP II 

9-8.2 

Dissemination of Classified Information 

DIOG 12, 14 
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MAOP II 

9-9 

Dissemination of Grand Jury Material 

DIOG 18.6.5 

MAOP II 

9-10 

Dissemination of Title XI, Right to Financial 
Privacy Act of 1978 

DIOG Appendix O - 
RFPA 

MAOP It 

9-13 

Dissemination By Field Intelligence Groups 

DIOG 14 

MAOP II 

10-9 

General Rules Regarding Recording and 
Notification of Investigations 

Supersede Paragraphs # 
la-c; 2a-c; 5; 6; 7; 9; 
lOa-c; 11-16; and 23-24. 
DIOG, various sections. 

MAOP II 

10-10.9.1 

Approval by individuals Delegated to Act on 
Behalf of Higher Bureau Officials 

DIOG 3.4.C 

MAOP II 

10-12 

Notes made During Investigations - 
Interviews 

DIOG 3, 14 


10-13, 10-13.1, 10- 


DIOG subsection 
18.5.6.4.15.1 

MAOP II 

13.2, 10-13.3, 10- 

FD-302 


13.4 


MAOP II 

1-1.4 (3) 

File Review 

DIOG 3.4.4.11111111 

MAOP II 

2-5.1.4 (a) and (b) 

Sub-file 

Appendix J 1.5 

MAOP II 

2-4.1.5 (4) 


Appendix J 1.4.4 

MAOP II 

10-16.2 

Office of Origin 

DIOG 14 

MAOP II 

13 

FD-302 

DIOG subsection 
18,5.6.4.15.1 

MAOP PI 

21-7(6) 

Monitoring, Documenting and Reviewing 

Remove second to last 
and last sentence only. 
Remove citation to 
MAOP at the end of 
Paragraph # 6 and add 
citation "See DIOG 
3.4.4" 

N/A 

EC 


34.D 



legal Advice 


N/A 

ec 

and opinions, Tax Return information, and 
Return information Relevant to Terrorism 
Oases; Ex Parte Orders 

Appendix N 


b7E 
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Tax Return 


N/A 

EC 

Information Other than Taxpayer Return 
Information to Terrorism-related Cases; 
delegation of Authority 

Appendix N 

N/A 

EC 

To Provide Guidance on Least Intrusive 
Techniaues in National Security an Criminal 
Investiaations - OGC Eel” 

DIOG4, 4.1,4.4, 11.1.1, 
18.1.1-2 



, 1^/20/^007 


N/A 

EC 

Mail Cover Cites - EC dated 12/22/2004 

DIOG 11.3, 18.6.10 

MI06II 

10-10.17.1, and 
form 

FD-670, Consensual Monitoring - 
Telephone Checklist 

[foil 1.5,18.6.1 

N/A 

form 

FD-671, Consensual Monitoring - Non¬ 
telephone Checklist 

DIOG 11.5, 18.6.1 

N/A 

EC 

Electronic Surveillance - EC dated 
12/20/2007 

DIOG 11.12, 18.7.2-3 

N/A 

EC 

Civil Liberties and Privacy 

EC issued by OGC dated 3/19/2004 

DIOG 4.1,6.3, 8.3, 9.3, 
15.3 

N/A 

EC 

Civil Liberties and Privacy 

EC issued by OGC dated 9/8/2005 

DIOG 4.1, 7.3 

N/A 

EC 

Least Intrusive Techniques in National 
Security and Criminal Investigations - EC 
issued by OGC on 12/20/2007, file number 

r- -1 

DIOG 4, 4.4, 18.1.1-2 

N/A 

EC 

Protection of First Amendment Rights 

EC issued by OGC dated 3/19/2004 

EC issued by CTD dated 09/01/2004 

EC issued by OGC dated 12/05/2003 

DIOG 4.2 

N/A 

EC 

FBI National Collection Requirements 

EC issued by DO dated 01/30/2003 

DIOG 5.11 

N/A 

EC 

Retention and Dissemination of Privacy Act 
Records 

EC issued by OGC dated 03/19/2004 

DIOG 5.13 

N/A 

EC 

Authorized Investigative Methods in 
Assessments 

ECs issued by OGC dated 03/19/2004 and 
9/18/2005 

DIOG 18.3, 18.5 

N/A 

EC 

Authorized Investigative Methods in Full 
investigations ' 

llllllllllllli HI dated 10/29/2003 

DIOG 18.3,18.7 
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N/A 


N/A 


N/A 


N/A 


N/A 


N/A 


N/A 


LHSA 


N/A 


N/A 


N/A 




N/A 


N/A 


Illlli! 


EC 


ilil 


EC 


ilil 


EC 


ilil 


EC 


7-4.1(7) 


EC 


ilil 


EC 


CPD 0227 


PD 0242D 


CPN 0382N 


Section Title 


Federal Grand Jury Subpoena 
EC issued by OGC dated 06/01/2007 

Administrative Subpoena 
EC issued by CID dated 06/06/2001 

Voluntary Disclosure of Non-Content 
Customer Records 

Definition of Investigative Method 
EC issued by OGC dated 10/14/2003 

FISA Review Board for RISA Renewals 
EC issued by Director's Office dated 
02/06/2006 

Assistance to Other Agencies 
EC Issued by OGC dated 12/5/2003 

Emergency Disclosure Provision for 
Information from Service Providers Under 
18 U.S.C. Section 2702(b) - EC_issu£dJ^ 
OGC 08/25/2 00 5. file number _ 
land 


3 


Consolidated Legal Handbook for Special 
Agents Section 7-4.1 (7) into Interview 
Section of DIOG 

Electronic Recording of Confessions and 
Witness Interviews -EC-issued hv nor, nn 
03/23/ 2006 file number 


and 
7/16/11, file[ 


and EC dated 


Fi! Mandated File Review Process - EC 
issu ed by INSD on 07/07/2010. file num ber 


Procedural and Operational Issuance - 
Guidance for Legislative Corruption - EC 
issu ed by CID on 08/08/2006, file num ber 


Designation of an Acting Official to Issue 
National Security Letters 


Requirement for Written Operations Order- 
Field Operations 

Notice, National Security Mail Cover 
Request Approval Authority 




DIOG 18.5.9, 18.6.5 

DIOG 18.6.4 

DIOG 18.6.8 
DIOG ||.6.9.3 

DIOG 18.7.3.1.5.3 

DIOG 12 

DIOG 18 


DIOG 18 


DIOG 18 


DIOG 3 


DIOG 18 


DIOG 18.6.6.3 


DIOG 19.2.3 


DIOG 18.6.10.5 
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N/A 


liii 


N/A 


Section 


CPN 00541N 


EC/SAC Memo 


RAP Tool User 
Guide vl .1 


Section Title 


Recordkeeping Policy for ELSUR 
Administrative Information Resulting from 
Joint Criminal Investigative Operations 

March 5, 2003 Director’s Memorandum to 
All Special Agents in Charge Re: Pre-Title 
HI Electronic Surveillance (ELSUR) Search 
Policy, and the April 14, 2008 . All Field 
Offices EC fro m RMD Caso I D* 


Resource Allocation Planning (RAP) Tool, 
User Guide vl .1 - delete definition of task 
force officer and task force member on 
page 1 


iMpersessiort 


DIOG 18.7.2.13 


Appendix H 


DIOG 3 


b7E 
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S APPENDIX S: (U) LISTS OF INVESTIGATIVE 
METHODS 

S. 1 Investigative Methods Listed by Name (Alphabetized) 

(U) Administrative subpoenas. (Section 18.6.4) 

(U) CHS use and recruitment. (Section 18.5.5) 

(U) Closed-circuit television/video surveillance, direction finders, and other monitoring devices. 
(Section 18.6.3) 

(U) Consensual monitoring of communications, including electronic communications. (Section 

18.6.1) 

(U) Closed-circuit television/video surveillance, direction finders, and other monitoring devices. 
(Section 18.6.3) 

(U) Electronic surveillance - FISA and FISA Title VII (acquisition of foreign intelligence 
information). 18.7.3) 

(U) Electronic surveillance - Title III. (Section 18 .7.2) 

(U) FISA Order for business records. (Section 18.6.7) 

(U) Grand jury subpoenas. (Section 18.6.5) 

(U) Grand jury subpoenas - to providers of electronic communication services or remote 
computing services for subscriber or customer information only in Type 1 & 2 Assessments. 
(Section 18.5.9) 

(U) Information voluntarily provided by governmental or private entities. (Section 18.5.7) 

(U) Intercepting the communications of a computer trespasser. (Section 18.6.2) 

(U) Interview or request information from the public or private entities. (Section 18.5.6) 

(U) Mail covers. (Section 18.6.10) 

(U) National Security Letters. (Section 18.6.6) 

(U) On-line services and resources. (Section 18.5.4) 

(U) Pen registers and trap/trace devices. (Section 18.6.9) 

(U) Physical Surveillance (not requiring a court order). (Section 18.5.8) 

(U) Polygraph examinations. (Section 18.6.11) 

(U) Public information. (Section 18.5.1) 

(U) Records or information - FBI and DOJ. (Section 18.5.2) 

(U) Records or information - Other federal, state, local, tribal, or foreign government agency. 
(Section 18.5.3) 

(U) Searches that Do Not Require a Warrant or Court Order| 

and 

Inventory Searches Generally. (Section 18.6.12) 
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(U) Searches - with a warrant or court order. (Section 18.7. 1 ) 

(U) Stored wire and electronic communications and transactional records. (Section 18.6.8) 

(U) Undercover Operations (Section 18.6.13) 

S.2 Investigative Methods Listed by order in DIOG Section 18 

18.5.1 (U) Public information 

18.5.2 (U) Records or information - FBI and DOJ. 

18.5.3 (U) Records or information - Other federal, state, local, tribal, or foreign government 
agency. 

18.5.4 (U) On-line services and resources. 

18.5.5 (U) CHS use and recruitment. 

18.5.6 (U) Interview or request information from the public or private entities. 

18.5.7 (U) Information voluntarily provided by governmental or private entities. 

18.5.8 (U) Physical Surveillance (not requiring a court order). 

18.5.9 (U) Grand jury subpoenas - to providers of electronic communication services or remote 
computing services for subscriber or customer information only in Type 1 & 2 Assessments. 

18.6.1 (U) Consensual monitoring of communications, including electronic communications. 

18.6.2 (U) Intercepting the communications of a computer trespasser. 

18.6.3 (U) Closed-circuit television/video surveillance, direction finders, and other monitoring 
devices. 

18.6.4 (U) Administrative subpoenas. 

18.6.5 (U) Grand jury subpoenas. 

18.6.6 (U) National Security Letters. 

18.6.7 (U) FISA Order for business records. 

18.6.8 (U) Stored wire and electronic communications and transactional records. 

18.6.9 (U) Pen registers and trap/trace devices. 

18.6.10 (U) Mail covers. 

18.6.11 (U) Polygraph examinations. 

18.6.12 (U) Searches that Do Not Require a Warrant or Court Order (Trash CoverJ 

and inventory searches Generally. 

1 8.6. 13 (U) Undercover operations. 

18.7.1 (U) Searches - with a warrant or court order. 
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18.7.2 (U) Electronic surveillance - Title III 

18. 7.3 (U) Electronic surveillance - FISA and FISA Title VII (acquisition of foreign intelligence 
information). 
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